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I. INTRODUCTION

In the dynamic landscape of industrial services and ap-
plications, time synchronization emerges as a critical factor 
influencing the efficiency, reliability, and interoperability of 
diverse processes. As industries undergo digital transforma-
tion and embrace cutting-edge technologies, the orchestra-
tion of interconnected Cyber-Physical Systems of Systems 
(CPSoS) becomes increasingly complex, necessitating precise 
timekeeping for seamless coordination. Accurate time syn-
chronization is integral to successfully executing numerous 
industrial functions, ranging from manufacturing processes to 
data communication and control systems. In manufacturing, 
synchronized time ensures the harmonious collaboration of 
machines and devices, optimizing production workflows and 
minimizing delays. Furthermore, in distributed control sys-
tems and sensor networks, precise time synchronization is 
paramount for maintaining temporal coherence, enabling accu-
rate data correlation, and enhancing overall system resilience. 
 Maintaining precise time synchronization becomes 
paramount in cloud environments, where diverse applications, 
services, and resources interact across geographically 
dispersed data centers. One of the key areas where time 
synchronization plays a pivotal role is in distributed 
computing and virtualization. Cloud services often rely on

these virtualized instances to operate cohesively, facilitating
streamlined communication and synchronization of activities.

One of the key motivations for prioritizing time synchro-
nization within an Industrial IoT (IIoT) framework lies in its
role in enabling predictable and deterministic behaviors in
industrial systems. From manufacturing processes to control
systems, synchronized time ensures that actions occur pre-
cisely when needed, contributing to the overall predictability
and efficiency of industrial operations. In this work, we use the
Arrowhead IIoT framework for its capabilities, such as loose
coupling, interoperability, and widespread research support,
facilitating the practical application of new results. The Arrow-
head framework’s commitment to time synchronization is also
evident in its support for distributed architectures and service-
oriented paradigms. As industrial systems evolve toward de-
centralized and interconnected models, precise timekeeping
becomes indispensable for maintaining synchronization among
distributed entities, thereby enhancing system resilience and
responsiveness.

Within our paper, we introduce the architecture and func-
tioning of the synchronized real-time communication embed-
ded in the Arrowhead Framework. Additionally, the paper
delineates the primary requirements for time synchronization
functionality, generally for Service Oriented Architectures
(SoA) and also specifically within the Arrowhead framework,
accompanied by a case study focusing on scheduled execution
and synchronized service orchestration.

The paper structured as follows: Section II introduces the
major concepts and elements of the Arrowhead framework and
PTP protocol as the primary enabler of precise time synchro-
nization. Section III details the motivation and requirements
for achieving synchronized communication between services
in Arrowhead and also presents the proposed architectural
extension. Section IV shows an application example of the
proposed solution while section V concludes the paper.

II. RELATED WORKS

A. Arrowhead Framework

We outline the fundamental principles of the Arrowhead
project to understand the key guidelines and motivations be-
hind the development of its time synchronization architecture.
The Arrowhead project is guided by three core principles,
which are as follows:

virtual machines and containers distributed across multiple 
servers. Accurate time synchronization is essential for
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1) Local information exchange: It recognizes that automa-
tion and IIoT systems often come with specific requirements,
resulting in ”local” information exchanges. In such settings,
systems are in close proximity to each other, forming a closed
System of Systems architecture. Consequently, Arrowhead
emphasizes the importance of addressing the ”closedness”
of industrial applications. It operates under the assumption
that various application systems and devices can only operate
within their own local or closed automation network, known
as the ”local Arrowhead network” or ”cloud.” Essentially, an
Arrowhead Local Cloud (LC) is a System of Systems, where
a node, referred to as a ”system,” within the LC can itself be a
complex system, such as a machine, engaging in information
exchange with other ”systems” like controllers.

2) Service-Oriented Architecture: Arrowhead advocates the
utilization of Service-Oriented Architecture (SOA) within the
realm of automation. Within an Arrowhead LC, multiple ap-
plication systems communicate and provide various functional
services to each other. In Arrowhead’s terminology, this is
represented as one application system serving as a Service
Provider, offering services to another application system, and
becoming a Service Consumer. In this context, Arrowhead
incorporates all three essential aspects of SOA: (i) loose
coupling, (ii) late binding, and (iii) the ability to look up
partners at runtime. The definition of a Service outlines the
invokable functionality and its interface implementation [9].
Loose coupling Strict, hardwired connections between enti-

ties are strictly prohibited.
Late binding Services are dynamically discoverable at run-

time by systems that need them rather than being pre-
defined.

Self-containment and modularity Services are self-
contained and modular, offering a set of logically
cohesive interfaces (e.g., an Application Programming
Interface - API) that implement similar functionalities.

Interoperability Systems utilizing different platforms and
programming languages should be able to communicate
with each other using pre-defined implementations of
various services.

Generally, an application system is an execution logic
deployed on a hosting device and is part of a cyber-physical
system with real-world sensing and actuation capabilities. Ar-
rowhead does not make assumptions about what can constitute
an application system; it can be as simple as a single sensor
mote or as complex as an entire smart city. The emphasis
is on the fact that each application system provides and
consumes services from other systems within the LC, with
these information exchanges governed by the Arrowhead Core
Systems [22].

3) Core Systems: Arrowhead acknowledges that a System
of Systems cannot operate entirely in a decentralized manner
due to operational and business considerations. To address this,
Arrowhead offers several Core Systems designed to control,
facilitate, and assist service connections within an LC. There
are three mandatory core systems:
Service Registry Service Providers use the Service Registry

to register the services they offer and their network
addresses, facilitating loose coupling and partner lookup.

Authorization System This system is responsible for manag-
ing access permissions, and it issues authorization tokens
that can only be decrypted by the designated Service
Provider System. These tokens contain information about
the consumer system, the allowed service interface, and
the duration of access.

Orchestrator The Orchestrator supports the establishment
of connection rules, matching service consumers with
suitable service providers. It relies on the Orchestration
Store, where LC operators can define orchestration rules.

Arrowhead also provides non-mandatory supporting core
systems to enhance the central functionalities of application
systems. These systems assist with tasks related to event
handling, protocol translation, Quality of Service management,
and more [11]. Fig. 1 shows the mandatory core systems
and supporting core systems for inter-cloud communications
implementing the IIoT reference architecture of the Industrial
Internet Committee.

B. Time synchronization In Industrial Automation Systems

In recent years, the emergence of CPSoS led us to highly
automated manufacturing with autonomous production lines
and shop floors, or even lights-out, smart factories that mini-
mize the required human interaction during the process [10],
[19]. These systems usually involve mission-and time-critical
requirements in order to control and monitor autonomous
devices (vehicles, robots, etc.) precisely [16], [20]. In such
complex systems, these components usually interact with ser-
vices outside of the mission-critical part and take information
from outside of the system as they are integral parts of a global
supply chain network [7], [12].

Achieving real-time or deterministic communication and
execution has always been a key factor for time-critical
applications. Nowadays, due to the increasing number of
cyber-physical-systems-driven production systems in smart
industry [21] this topic is more crucial than ever. Generally,
these systems often have to meet real-time requirements or rely
on accurate time synchronization to coordinate the actions of
multiple machines precisely.

In the last few decades, great efforts have been made in or-
der to provide different solutions that can address issues related
to real-time requirements such as low latency communica-
tion, time synchronicity, scheduling, priority handling (known
as traffic shaping), fault tolerance, especially in challenging
environemts [14], [18]. Recently, the existing, widely used,
and industrially accepted solutions have been standardized and
grouped under the umbrella term Time-sensitive Networking
(TSN) [3]. TSN is really a set of various standards that aims to
be an enabler of such systems, which have to meet one or more
aspects of the aforementioned real-time requirements [2]. In
this paper, we mainly focus on time synchronization, including
the underlying technologies and protocols where necessary.

Precision Time Protocol (PTP) or IEEE 1588 is a protocol
that is used to provide time synchronicity between different
clocks in a network [4]. PTP is one of the most important
protocols of TSN as part of the IEEE 802.1AS standard, which
restricts the usage of PTP to a specific profile often referred
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Fig. 1: The IIC (Industry IoT Consortium) IIoT Reference Architecture mapped in Arrowhead presenting its core systems and related systems [11]

to as gPTP (where ’g’ stands for general(ized)) defined by the
standard [5].

IEEE 1588 strictly defines the clock synchronization model,
the PTP entities, the clock types, and the messaging itself.
However, we only discuss those parts that are mandatory for
presenting the proposed concept. In a computer network, PTP
can synchronize different PTP instances, which can be parts of
one or multiple PTP nodes. Practically, instances are dedicated
physical clocks of a Network Interface Card (NIC), while a
node can be a server machine or a switch. A network to be
synchronized does not require a consisting of only PTP nodes.
Moreover, switches do not even have to be PTP-capable ones;
in practical cases, they are usually demanded, while in TSN,
they are mandatory.

To achieve synchronization, a grandmaster (GM) clock is
selected from all PTP instances and will be the reference for
all clocks in the network. PTP allows different synchronization
methods (protocols) to be used: End-to-end (E2E) and peer-to-
peer (P2P) over multiple hops, but each case can be simplified
to a master-slave synchronization of two neighboring (i.e.,
they are connected directly with a link) instances as shown
in Figure 2. The core method involves several messages that
include the timestamp of receiving and transmitting a specific
message; the slave can calculate the link delay and the time
offset between the two instances – if the offset is smaller
than a certain value, then only the frequency of the clock
is trimmed. At the application level, a clock instance can be
accessed directly or via the operating system (OS). Thus, any
application is able to use any precisely synchronized clock of

the node.
Since one PTP node can be a part of multiple networks, thus

PTP instances of a node can synchronize to different clocks
as well: a collection of instances synchronized to the same
clock (and part of the same network) is a clock domain. It
is often desired in industrial environments that one node can
use timing from different clock domains for its operations.
Moreover, according to (the current status of) IEC/IEEE 60802
TSN Profile for Industrial Automation, the usage of more than
one clock domain is the standard in industrial use-cases in
order to use Working Clock and Global Time domains and
also for hot-standby operations [13]. Our proposed solution
also supports the usage of multiple clock domains to be aligned
with the industrial requirements.

[6] provides a comprehensive survey on Time-Sensitive
Networking within the automotive domain, identifying key
research opportunities in the integration of deterministic com-
munication with higher-level software architectures. Our work
extends this vision by proposing a service-oriented bridge
that enables the dynamic orchestration of these timing-critical
features within the Eclipse Arrowhead framework, a layer that
is often treated as a static configuration in current automotive
TSN implementations.

To provide a structured overview of the current landscape,
Table I compares existing and prevalent industrial synchroniza-
tion approaches based on the taxonomy and requirements iden-
tified in the literature, specifically focusing on the trade-offs
discussed by [17]. It is worth noting that they are not synchro-
nization protocols per se, but architectures and frameworks
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TABLE I 
COMPARSION OF COMMUNICATION ARCHITECTURES FOR SYNCHRONIZATION IN THE IIOT LANDSCAPE [17], [6], [8]

SDN-TSN OPC UA PubSub FIWARE

Layer Focus Data Link (L2) Middleware (L4-L7) Application (SOA)

Synchronization Precision Nanosecond Micro/Nanosecond Millisecond

Time Source HW Grandmaster HW/SW Hybrid Network (NTP)

Determinism Gating (TAS) Priority-based Best-effort

Coupling Very Tight Tight (Static) Loose

Configuration Phase Design-time Semi-static Runtime / Dynamic

Clock Source

GS

Ordinary Clock

Ordinary ClockOrdinary Clock Ordinary Clock

So

Si

So Si

So

Si SiSi

Clock Source
GS Grand Source
So Clock Source Port
Si Clock Sink Port

Updates Residence Time

Fig. 2: Different types of PTP clocks and how shared time getting 
distributed – based on [1]

that use PTP or NTP for achieving synchronicity. The analysis 
covers a spectrum from low-level network protocols to high-
level cloud-based IoT frameworks. This comparison highlights 
a significant r esearch g ap: w hile h ardware-centric solutions 
like SDN-based TSN [17] offer nanosecond precision, they 
often impose rigid, design-time configurations. T hese solu-
tions utilize PTP as the underlying protocol that implements 
synchronization, so they differ in the level of abstraction and, 
most importantly, in their focus. Conversely, service-oriented 
frameworks like FIWARE [8] prioritize flexibility a nd loose 
coupling but fail to provide the deterministic timing necessary 
for mission-critical industrial operations, as it uses NTP, 
which provides only millisecond precision. By evaluating these 
dimensions—precision, determinism, and coupling strategy- it

becomes evident that a middleware-independent, service-level
synchronization bridge is required to maintain the dynamic
nature of System-of-Systems architectures without sacrificing
real-time performance.

III. SERVICE CONSUMPTION IN A SYNCHRONIZED
MANNER WITHIN ARROWHEAD

A. Requirements and motivation

Generally, IIoT and SoS frameworks and platforms offer
different functions to enhance and ease the design and imple-
mentation of microservice-based solutions. Usually, these tools
are promoted as major enablers for time-critical applications;
however, in most cases, only real-time response times are
targeted, which are achieved as per service response time and
fast communication to minimize the delay. Nonetheless, since
synchronicity requires special hardware resources, including
end devices and network devices as well, it is not addressed
on a service basis but on a device basis (such as Network
Interface Cards or clock instances).

Arrowhead is unique regarding its approach to interoperabil-
ity and interchangeability. However, service consumption is a
focal point as it is a key element of modern system architec-
ture. In order to enable real-time, deterministic communication
between Arrowhead-compliant services – including precise,
scheduled execution of different tasks provided by services
– the current architecture has to be expanded further; it is
worth noting that scheduling here does not mean chaining
calls based on a predefined order, as it is done very similarly
by supplementary core system Workflow Choreographer [15].
It means only precise execution of a task, i.e., invocation
and running a service at the exact time. Nonetheless, in
industrial systems, automated, flexible workflow execution is
often required to be performed with precise, synchronized
timing. Thus, the Choreographer and our proposed solution
can jointly make systems meet these requirements.

In [15], authors provide a real use case in order to demon-
strate the need for workflow management and apply their
solution to that. The use case includes a generalization of
a common problem of moving and packing objects on shop
floors or production lines. This task requires not only workflow
management but precise, synchronized execution as well, since
in a real environment, each step has to be performed just in
time, especially if we extend the number of actors that have
to execute actions cooperatively. Consequently, all devices
involved in a time-critical process have to be synchronized
to enable precise, scheduled execution.
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A fundamental issue is the control plane being defined on
the service level, including the core systems of the local cloud,
while synchronicity exists per device – or more precisely, per
instance – level. Therefore, the main issue here is not achieving
synchronicity between services within the Local Cloud, as
it would highly restrict service abstractions, but using the
already existing time synchronicity between devices that run
the services. It is crucial to avoid involving concrete devices
in the design of systems. Therefore, we have to transform the
timing capabilities to the service level.

Another issue raised by industrial use cases is the problem
of multiple clock domains. A naive way to achieve syn-
chronicity within a local cloud could be the enforcement of
synchronicity between all hosts that provide or consume a
service in a local cloud. However, this approach assumes using
only one clock domain as it implicitly requires the node to
be synchronized with the same grandmaster. Our proposed
solution follows a different concept that does not restrict the
number of used clock domains. Thus, the synchronicity of
the instances does not have to be global in the local cloud.
Instead, Arrowhead is fully aware of the existence of different
clock domains within the local cloud and is able to take
this information into consideration during the orchestration
process.

B. Arrowhead TimeSync Instance and Time Sync Relay

The bridging of synchronicity to the control plane of Ar-
rowhead is handled by a Time Synchronization Relay (TSR)
supporting core system, as it can be seen in Figure 4 and a
special consumer service profile called Arrowhead TimeSync
Instance (ATI) as seen in Figure 3.

The ATI is a special service in systems that enables syn-
chronization for certain services within a system. It operates
as a scheduler proxy for any service that runs on the same
PTP instance as the ATI. Since the synchronization is handled
by the PTP protocol itself, the ATI has access to a physical
clock that is synchronized to one or more other PTP instances
in the Local Cloud. Generally, there are no guarantees that a
service can use any physical clock of the machine that runs it
– e.g., if the service runs in an isolated environment such as a
container, it might not be able to use the clock. However, an
ATI must always have access to the desired PTP instance. It is
worth emphasizing that since devices can have multiple PTP
instances that are synchronized to different clock domains, it is
possible to run multiple ATI-s on the same device to schedule
tasks by different clocks or have dedicated ATI-s for different
services (see below).

With that approach, service invocation can be planned
beforehand since ATI can schedule it precisely: we will call
this service of an ATI a Scheduled Execution (SCE). It is
important to emphasize that a service can be invoked directly
via Arrowhead as a regular service, even if it offers real-
time execution, which can be soft real-time or hard real-time.
These characteristics of ATI depend upon the implementation
of ATI, as calling the desired service might cause delays during
invocation. To meet soft real-time requirements, ATI can be
realized as a general software that can call other services

locally via protocols using shared memory or inter-process
calls (IPC). In order to provide hard real-time execution with
practically zero delay, ATI must be implemented as an integral
part of any real-time-capable service (using it as a dedicated
library). In such a way, the service has its own dedicated ATI,
so there might be different ATI-s using the same PTP instance.
It is worth noting that the soft real-time approaches enable
legacy services to offer real-time execution as they don’t have
to be bundled with a dedicated ATI.

Arrowhead 
TimeSync
Instance

Arrowhead 
TimeSync
Instance

Fig. 3: Overview of Arrowhead TimeSync Instance

Time Sync Relay provides services for systems to ensure 
time-critical execution. Services of a system can register them-
selves at any time to advertise their SE capability. However, 
these services might offer non-scheduled execution as well 
– it depends on the service itself. When a service registers 
itself to the TSR, it has two options: (i) it must declare 
its ATI explicitly, thus enabling legacy applications to use 
external ATI for soft real-time scheduling or (ii) if they 
have internal ATI for hard real-time execution, then it must 
be determined automatically (e.g., domain name matching, 
etc.) so if an execution has to be scheduled for the service, 
the TSR knows which ATI should be addressed with the 
scheduling request (SCR). This implies that a SE-capable 
service must always know the identity of its ATI during its 
lifecycle. It is worth noting that despite the implied local hard 
coupling, this approach does not violate the overall philosophy 
and composability of the Arrowhead. From an orchestration 
perspective, the ATI is transparent; only the running service 
must know its ATI since they are coupled by the fact of using 
the same PTP instance.

Nevertheless, this is still not sufficient f or S E s ince it 
does not provide any guarantees of two services being syn-
chronized. It technically means that their corresponding PTP 
instances are synchronized to the same grandmaster, i.e., they 
are in the same PTP domain. The root of the problem is that 
two instances only know the grandmaster, to which they are 
synchronized, and real-time services usually do not require 
additional knowledge as they run on the same physical network 
by design. It is still true; however, during the orchestration
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Time Sync
Relay

Time Sync
Relay

Fig. 4: Overview of Time Sync Relay

process, it is not revealed if a provider service runs on the 
same physical network as the consumer. Due to this, the 
orchestration process must offer services that run on the same 
physical network as the consumer. To address this issue, during 
registration, an ATI must always declare the identifier o f the 
PTP domain in which it is located. Thus, two services can 
determine whether they are synchronized to the same GM. An 
overview of the concept of ATI-s can be found in Figure 5.

HOST A

HOST B

HOST C

ATI A

ATI β

ATI Γ

ATI ∆

ATI E

ATI Z

Clock Domain 1

Clock Domain 2

Clock Domain 3

Clock Domain 4

Fig. 5: Multiple hosts providing services while synchronized to different 
clock domains by multiple ATI-s

IV. CASE STUDY: SCHEDULED EXECUTION AND 
SYNCHRONIZED SERVICE ORCHESTRATION

In this section, we present an example of a Scheduled 
Execution (SE) and a Synchronized Service Orchestration

(SSO), too, as they can be seen in Figure 6. This case shows a
TSR and two real-time services with the corresponding ATIs in
one LC. The steps of registration of a real-time service will be
shown, but mandatory functions of an LC, such as registering a
service to the Service Registry and setting authorization rules,
will not. Moreover, the synchronization via the PTP process
is also omitted as it is well-defined in the corresponding
standard [4], so all PTP instances are assumed to be already
synchronized to a common GM.

The example shows an abstract SE and SSO. However, it is
the same for any configuration, including the production line
use case mentioned in subsection III-A. It goes as follows:

1) The ATI of the ”to-be-provider” service registers itself to
the TSR and also declares the PTP Domain ID to which
it is synchronized.

2) The ”to-be-consumer” service requests regular orches-
tration with the desired flags and properties from the
orchestrator.

3) The orchestrator returns the list of available services, such
as for regular orchestration.

4) The ”to-be-consumer” service requests special orchestra-
tion for real-time services (that share a common clock do-
main) from the TSR based on the orchestrator’s response.
The service calls the ”SyncedOrchestrationService“ end-
point of the TSR, passing the service description of the
service to be consumed.

5) The TSR finds the corresponding ATI based on the
request (service, clock domain) by applying different
policies (e.g., URL matching) and methods and returns
them to the caller. Now, it is possible for the caller to
initiate an SSO directly with the provider service.

6) To initiate an SE, the consumer sends an SE request to the
ATI, including the service definition of the service to be
scheduled and other parameters (optionally the callback
URL) by calling the ”ScheduleExecution“ service.

7) The ATI schedules the given call as it is defined in
the request and then invokes the target service at the
scheduled time.

8) Optionally, the provider service can return data (depend-
ing on its functions and service definition) to ATI.

9) The ATI forwards the return data to the consumer system
via the preconfigured callback service ”CallExecution-
Callback“.

V. CONCLUSIONS

Due to the ever-growing complexity of industrial systems,
design principles address composability and interoperability
issues between the components of a system. Arrowhead
framework is specifically built to support these principles,
enabling all of its users to work with a common and unified
approach. However, these principles operate on a service basis,
whereas specific industrial requirements, such as real-time,
deterministic communications, function on a different level.
This discrepancy makes it impossible to meet such demands
solely through service abstractions.

This paper presented an approach to extend the current capa-
bilities of Arrowhead to bridge time synchronicity achieved by
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Fig. 6: Overview of an SE and SSO in a Local Cloud

PTP to service level, enabling loosely coupled CPSoS-es with
precise, real-time communication and execution requirements.
The overall solution extends the orchestrating capability of
the Arrowhead with the help of Time Synchronization Relays
to enable matchmaking that takes the time synchronicity of
the services into account. Moreover, the Arrowhead Timesync
Instance was introduced to provide a convenient way for
proxying sync information to service level and also sched-
uled requests to services. Compared to the synchronization
architectures summarized in Table I, the proposed approach
combines deterministic PTP-based synchronization with the
flexibility of a service-oriented architecture, eliminating the
need for rigid design-time or semi-static configurations while
preserving loose coupling. Furthermore, by supporting run-
time orchestration and multiple clock domains, the proposed
solution enables dynamic and interoperable industrial CPSoS
deployments without compromising real-time communication
and execution requirements.
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