
Anomaly and Fault Detection and Predictive  
Maintenance: a Review on Industrial Applications

44 SPECIAL ISSUE OF THE INFOCOMMUNICATION JOURNAL

Industrial AI for Industry 5.0

DOI: 10.36244/ICJ.2026.5.3

ANOMALY AND FAULT DETECTION AND PREDICTIVE MAINTENANCE: A REVIEW ON INDUSTRIAL APPLICATIONS 1

Anomaly and Fault Detection and Predictive
Maintenance: a Review on Industrial Applications

Davide Frizzo1, Valentina Zaccaria1, David Petrovic1, Francesco Borsatti1, Davide Sartor1, Felice Russo2,
Genoveffa Marcario2, and Gian Antonio Susto1

Abstract—Diagnostics and prognostics are crucial components
of Smart Factories. Their continuous development is driven by
the Industry 4.0 and 5.0 revolution, which relies on Artificial
Intelligence (AI), Internet of Things (IoT) and Industrial Internet
of Things (IIoT). This survey provides a comprehensive review
of AI-enhanced Anomaly Detection (AD), Fault Detection (FD),
and Predictive Maintenance (PdM) frameworks, considering
both state-of-the-art methodologies and practical applications
across diverse industrial domains. Key aspects covered include
benchmark datasets, the integration of IoT/IIoT infrastructures,
and the economic implications of diagnostics and prognostics in
smart manufacturing. Moreover, the emphasis on the human-
centric vision of Industry 5.0, the significance of Explainable
Artificial Intelligence (XAI) and Uncertainty Quantification (UQ)
for fostering transparent and trustworthy industrial AI systems is
highlighted. Finally, research gaps and future research directions
are considered, notably in model transferability, computational
efficiency, and human-centric AI development for real-world
deployment.
Index Terms—Anomaly Detection, Fault Detection, Predictive
Maintenance, Internet of Things, Industrial Internet of Things,
Industry 4.0, Industry 5.0, Machine Learning, Deep Learning

I. INTRODUCTION

In recent years the phenomena of Industry 4.0 and 5.0 have
been continuously gaining popularity. In particular Industry
4.0 [1], [2] driven by the complementarity of various emerg-
ing technologies (i.e. nanotechnology, biotechnology, AI, and
others) gave birth to the concept of Smart Factory. This refers
to an industrial system that learns as it works, undergoing
a process of continuous adaptation and optimization. The
Fourth Industrial revolution became possible due to multiple
technological advancements with the most important certainly
being the development of IoT and IIoT based technologies.
These innovations are revolutionizing the connectivity between
hardware and software by building Cyber Physical Systems
(CPS), an example of which is Digital Twin (DT) [3].

As an example the 2021 report by Deloitte [4] considers IoT
as the most impactful Industry 4.0 technology, followed by
AI and Cloud Computing. The result has been made possible
by the development of cheaper and more reliable sensors.
Additionally, the availability of cloud infrastructures enables
the storage, processing and sharing of the data collected by
these sensors in real time without the need of a centralized
data center, further automatizing production and maintenance
processes.
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The proliferation of Big Data and IoT has revolutionized
industrial processes by facilitating the collection and process-
ing of vast amounts of data. The data-rich environment arising
from the application of these emerging technologies provides
a fertile ground for integrating AI algorithms, enabling the
automation of crucial manufacturing tasks such as diagnostics
and prognostics [5].

As a consequence, this technology is being widely adopted
in the industrial domain for the deployment of diagnostics and
prognostics methodologies in order to provide an efficient and
cost-effective way to reactively and proactively monitor the
health of industrial systems. IoT infrastructures are essentially
the main source of data used to produce the diagnostic and
prognostic decisions with the main goals of identifying anoma-
lous behavior, faults and their underlying causes, reducing
downtime, maintenance costs and extending the lifespan of
the industrial assets.

This study focuses on providing practitioners and re-
searchers a comprehensive review on the state-of-the art
and applications of AI-enchanced diagnostic and prognostic
frameworks which are fastly becoming the standard in smart
manufacturing: AD, FD and PdM.

AD and FD, which will be introduced in Sections II and III,
are diagnostics approaches. Their aim is to first identify the
presence of anomalous behaviors or faults in the manufac-
turing process (i.e. AD and Fault Detection). Successively it
will be analyzed if the type, root cause and location of such
malfunctioning can be identified (i.e. Fault Classification).

On the other hand, PdM, presented in IV, is a prognostic
strategy. It comes later in the production pipeline and its focus
is on forecasting the future state, the Remaining Useful Life
(RUL) or the likelihood of failure of an equipment where a
fault or a malfunctioning process has been diagnosed. Even
though AD,FD and PdM are defined as three separated tasks,
they are closely interconnected: diagnostic results produced by
AD or FD are the inputs of a prognostic system, such as one
that performs RUL estimation.

The main characteristics of the three diagnostic and prog-
nostic frameworks surveyed in this chapter are presented in
Table I.

While the goals of Industry 4.0 focus on economical
sustainability and operational efficiency, Industry 5.0 shifts
the vision towards the central role of humans and societal
needs [7], [8], [9], [10]. The focus has shifted toward to the
development of new technologies that prioritize human well-
being and interaction within industrial processes. To address
this paradigm shift, particularly in the context of AD, FD,
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TABLE I
MAIN CHARACTERISTICS OF AD, FD AND PDM FRAMEWORKS

Framework Field Paradigm Task Data modalities

Anomaly Detection Diagnostic Un- and Semi-
supervised Classification Tabular, Image

Fault Detection Diagnostic
Supervised
and Semi-
supervised

Multi-Class
Classification

Tabular, Multivariate
Time Series

Predictive Maintenance Prognostic
Supervised
and Semi-
supervised

Regression,
Classification [6]

Multivariate
Time Series

and PdM, this paper also surveys XAI (Section IV-C) and UQ
(Section IV-B2) approaches, which are crucial for fostering
human-centric and transparent industrial AI systems.

A. Benchmark Datasets

One of the main challenges when it comes to the integration
of AD,FD and PdM in the industrial domain is the availability
of high quality datasets. These are needed to train and validate
the AI models used to perform diagnostics or prognostics
tasks. In industrial settings, in fact, historical data of faults
or machine breakages are usually rare since companies are
willing to avoid the high-costly and catastrophic situations
generated by such events. Moreover also privacy reasons have
to be considered. Furthermore, in the past, humans were
primarily responsible for constructing maintenance and fault
reports on machines. This often resulted in data that is not
well-structured or standardized, making it challenging for AI
models to effectively process and learn from. Consequently,
there is a significant need to build comprehensive benchmark
datasets to enable researchers to compare and validate different
proposed methods on a common and consistent ground.

Because of the data collection challenges described above
these datasets are usually obtained from simulated data, aiming
to mimic the degradation process which leads to the machine
failure or specific faults.

Even though AD, FD and PdM are quite different tasks they
are naturally connected in the manufacturing pipeline and thus
usually these datasets can be easily manipulated to be adapted
to any of these problems.

In particular:
• For the AD labels contained in the dataset can be ignored

because of the unsupervised nature of the task.
• In FD problems usually labels characterizing different

faults are available.
• In PdM workflows a degradation model, such as the

ones presented in IV-B2, or an Health Index (HI) can
be exploited to construct the labels.

Here is a list of the benchmarks datasets most commonly
used in the literature:

• Commercial Modular Aero-Propulsion System Simula-
tion: This is probably the most common and well docu-
mented benchmark dataset in the literature for the tasks
of FD and PdM. It is produced by the Commercial
Modular Aero-Propulsion System Simulation [11]. It con-
tains sensor measurements from turbofan engines used
in passenger aircraft vehicles. In the simulations each

engine starts from random health states which, after a
short period of time, start to degrade towards engine
failure. The dataset is already divided into a training a
training set (sensor measurements available until the end
of life (i.e. RUL = 0)) and test set (sensor measurements
stop some time before failure). Each dataset is formed
by 24 features, 3 being the operations conditions and the
remaining 21 being sensor measurements. The dataset
is further divided into four sub datasets (i.e. FD001,
FD002, FD003, FD004) with different numbers of faults
and operating conditions making the RUL prediction task
more challenging. Additional challenges posed by this
dataset are the heterogeneous lengths of the run to failure
life cycles of different engines and the different charac-
teristics of the engines due to manufacturing variations.
Moreover multiple degradation modes can develop on
different engines even if starting from the same RUL
value making it extremely challenging for data-driven
models to produce accurate predictions [12].

• New Commercial Modular Aero-Propulsion System Sim-
ulation: The New Commercial Modular Aero-Propulsion
System Simulation (N-CMAPSS) [13], [14] (also referred
to as C-MAPSS-2) is an improved version of the Com-
mercial Modular Aero-Propulsion System Simulation
(C-MAPSS) dataset, introduced in [14]. The improve-
ments include the fact that several common maneuvers
performed by commercial flights are now recorded in
the data, the equipment degradation onset is related to
the operational history and the dataset now also include
labels regarding faults. As a consequence, this dataset can
be used to benchmark models designed for the FD task.

• PHM18: This dataset was introduced for the PHM Data
Challenge 2018 [15] and it contains data about Ion
Milling etching tools and the aim of the challenge was
the prediction of faults on these kind of equipments. Ion
Milling is a crucial step in the process of manufactur-
ing integrated circuits, in particular in the production
of wafers. This operation, refer to [15] for a detailed
description, is quite complex and multiple failures can
occur. It is thus beneficial to predict when and where
the failures occur to strategically schedule equipment’s
downtime to intervene with maintenance operations. Thus
this dataset can be employed both for the FD and the PdM
tasks. The dataset contains time series data regarding the
execution of 20 ion milling machines described with 3
failure causes and 22 features. Labels for the three failure
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types are provided while the time corresponding to the
machine’s end of life (needed for the RUL estimation
task) is provided indirectly as the time when the machine
is switched off by the operator to perform a maintenance
intervention. This poses a challenge since the actual time
when the failure start may occur much earlier than the
failure time and it is not provided. Moreover failure times
are not available in case the equipment did not fail withina
specified time horizon. As for C-MAPSS the data are
splitted into a training and a test set and a specific score
function is designed to have an objective evaluation of
the solutions proposed by the competition’s participants.

• Lithium-ion batteries: Another common field of
application for PdM methodologies is the one of lithium-
ion batteries (i.e. Section IV-D1), used to power electric
vehicles. A common benchmark dataset used in this field
is contained in the NASA Prognostics Center of Excel-
lence [16] which is provided by National Aeronautics and
Space Administration (NASA) and contains charge and
discharge data of lithium-ion batteries. Three batteries
are considered, all at a capacity of 2 Ah. Charging
and discharging experiments are performed on the bat-
teries. Experiments stopped when the battery capacity
dropped below a predefined threshold (Acceptable Per-
formance Threshold (APT) of 70%). The battery capacity
is recorded at the end of each discharge cycle.

• Rolling element bearing: Rolling element bear-
ings constitute one of the main causes of rotating ma-
chines failures. There are several benchmark dataset
which can be used to benchmark PdM methodologies
in this field. One of the most common is the IEEE
PHM Challenge 2012 bearing dataset produced through
the PRONOSTIA [17] experimental platform, whose aim
is to provide real experimental data on rolling bearings
degradation. This platform provides degradation data for
all possible type of defects and can produce bearing
degradation data under different operating conditions.
A rotating speed sensor and force sensor are used to
monitor the operating conditions while health monitoring
is conduces through the collection of temperature and
vibration signals through accelerometers. The sampling
frequency of these sensors is set in order to capture
the entirety of the frequency spectrum the bearing dur-
ing the whole degradation period. Another benchmark
dataset commonly used in the application of FD and
PdM approaches on bearings is the Intelligence Main-
tenance Systems (IMS) dataset [18]. The experimental
setting constists of four bearings installed on a shaft.
Each bearing is equipped with two Sensitivity Quartz
ICP accelerometers measuring the x and y coordinates
of the acceleration to which each bearing is subjected.
Three datasets are available: both accelerometer data
are considered in dataset 1, while only one accelerom-
eter is considered for datasets 2 and 3. This dataset
is characterized by a very high sampling frequency
of 20 kHz. The three provided datasets correspond to
three different experiments which ended with different
defects on one or multiple bearings which are used to

construct the failure labels. Other popular benchmark
dataset for rolling element bearings are Case Western
Reserve University (CWRU) and [19].

• Tennessee Eastman Process (TEP)
Dataset: The TEP [20] dataset is typically used
as a benchmark for FD. It collects data from Tennessee
Eastman (TE) [21], a crucial process for the production
of fibers, chemicals and advanced materials for every
day purpose. This is a synthetic dataset producing
normal and faulty runs. TEP also comes with ground
truth knowledge of the main root causes of failures,
making it a commonly used benchmark dataset for XAI
models [22], [23].

For a more comprehensive list of available benchmark
datasets refer to [24].

B. Scopes and Topics of interest

The research fields of AD, Fault Detection and Diagnosis
(FDD) and PdM are very wide, containing applications using
multiple learning frameworks based on different data modal-
ities. In order to provide a general overview of the field and
its application on the industrial world we decided to focus
on a portion of topics which we think are more related and
interesting for Industry 4.0 and 5.0.

Before the emergence of data-driven approaches, several
methods were developed for diagnostics and prognostics,
typically relying on domain expertise or mathematical models
representing the underlying physical processes. While these
methods can provide more than acceptable results they require
to communicate with domain expert and to develop overly
complex physical models which drammaticaly increase the
computational requirements of the final system. Data-driven
solutions are more efficient since, being based just on the
relationships between the input and output variables, do not
require the design of complex representations of the equip-
ment.

For the above mentioned reasons, we decide to focus mainly
on data-driven approaches (i.e. Machine Learning (ML) and
Deep Learning (DL) based) since we believe in their supe-
riority in terms of efficiency and predictive accuracy with
the respect to less recent methodologies based on domain
expertise and non data-driven AI solutions which are leaving
the floor for learning-based approaches as the new standard
for diagnostics and prognostics.

For what concerns the data modalities for all the three
frameworks we restrict our study to tabular or sequential data
excluding domains such as images, video, and other high-
dimensional perceptual data, we refer the interested readers
to [] [] [], which have been published jointly with this review.

The survey is organized as follows: Sections II, III, IV
are dedicated to the three frameworks: AD, FDD and
PdM, respectively. Each one of these sections provides
an initial theoretical background on the specific task (i.e.
Sections II-A1, III-A1, IV-A), followed by an in depth
description of the state of the art methods (i.e. Sec-
tions II-A2, III-A2, IV-B) used to solve them. In Sec-
tions II-B, III-B, IV-D an overview of the applications in
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industrial environments is outlined. Remainig in the realm of
industrial applications, Section V describes some use cases
in the context of the Artificial Intelligence in Manufacturing
leading to Sustainability and Industry 5.0 (AIMS5.0) project
providing a real world example of challenges in integrating the
three presented frameworks in a sustainable industrial process.
Section VI is dedicated to the identification of research gaps.
Finally, the study concludes in Section VII.

II. ANOMALY DETECTION

In this section theoretical foundations and state of the art
methods for the AD framework will be presented.

A. AD Methods and Theoretical Foundations

1) AD Definitions: It is necessary to formalize the notion
of anomaly detection by defining the task of identifying such
instances within data.

Definition 1. Anomaly detection, in the context of machine
learning, is generally an unsupervised task, though allowing
weakly or semi-supervised variants. Its primary objective
is to infer binary labels (normal versus anomalous) or to
compute continuous anomaly scores that quantify the degree
of deviation from normal behavior.

In general, given the absence of extensive ground-truth
annotations, the detection task is treated as unsupervised with
respect to the anomalous class, implying that the notion of
anomaly must be inferred directly from the data. Consequently,
the problem is inherently ill-posed, as the absence of clearly
defined criteria and ground-truth labels introduces ambiguity
in both the formulation and evaluation of the task.

Anomaly: Numerous studies on anomaly detection pro-
vide their own definitions of what constitutes an anomaly.
For example, D. H. Hawkins defines an anomaly as “an
observation which deviates so much from other observations
as to arouse suspicions that it was generated by a different
mechanism” [25]. Or put more simply, anomalies are “cases
that are in some way unusual and do not appear to fit the
general patterns of the dataset” [26].

The definition of anomaly adopted in this work, based on
Definition 1, is stated as follows.

Definition 2. An anomaly is a sample identified by both its
rarity and significant deviation from the normal data points.

To formalize this definition, it is necessary to clarify the
notion of rarity, to specify what constitutes a significant
deviation, and to define which data points represent normality.

In Definition 2, rarity is identified as one of the defining
characteristics of anomalous samples. This property is typ-
ically interpreted as the anomaly residing in a low-density
region relative to the overall data distribution. However, as
noted in the comprehensive review of anomaly types by
R. Foorthuis [27], a more nuanced interpretation allows for
anomalies to occur in high-density regions, for instance, when
the majority of normal observations themselves occupy low-
density areas.

In an unsupervised setting, anomalies are identified by
their deviation from the majority of the data. In this review,
two main scenarios observed in the literature are presented,
each describing a different relationship between normal and
anomalous data.

1) Outlier: An outlier is an anomaly present within the
data set used for modeling. This implies the available
data is contaminated with anomalies, and the detection
algorithm must be able to distinguish them from the
majority of the data, which is considered normal [28].

2) Novelty: Given an initial dataset assumed to be free
of anomalies, a novelty refers to a previously unseen
observation that significantly deviates from the estab-
lished normal distribution and is therefore identified
as anomalous by the detection algorithm [28]. Since
the modeling of the data is performed exclusively on
normal instances, novelty detection can be regarded as
a semi-supervised learning task [29], [30], where the
model learns the characteristics of normal behavior and
subsequently distinguishes deviations from this learned
representation as novel or anomalous patterns.

The concepts of outlier and novelty are also discussed in
the survey by V. Hodge et al. [29], which further introduces a
third scenario in which both anomalous and normal data are
labeled. This last case, however, falls outside the scope of the
present definition of anomaly detection and is instead referred
to as fault detection when label information is available.

Given the two scenarios—outlier and novelty—which de-
scribe how data is presented to the algorithm, the literature
further introduces several types and categories of anomalies.
These classifications are discussed in the following section.

Types of Anomaly: The survey by Chandola et al. [28]
classifies anomalies into three principal categories: point,
contextual, and collective anomalies. A point anomaly corre-
sponds to an individual observation that significantly deviates
from the expected data distribution. Contextual anomalies
typically occur in time series or sequential data, where an
observation may appear normal in isolation but is anomalous
when considered within its contextual attributes. Collective
anomalies, on the other hand, refer to groups of observations
that may individually appear normal but collectively exhibit
abnormal behavior, often due to relational dependencies or
patterns among them. In contrast to contextual anomalies—
where the context is derived from intrinsic data attributes—
collective anomalies are defined by the relationships between
multiple data instances.

The work by Foorthuis [27], [26] provides a comprehensive
and systematic characterization of anomaly types, emphasizing
their diverse nature and the multiple dimensions along which
they can be distinguished. Anomalies may exhibit different
characteristics, which can be categorized along several axes,
as described below.

Two anomaly types can be identified from a structural point
of view:

• Atomic (also called point anomalies): individual data
instances that deviate from the normal distribution.

• Aggregate (also called collective anomalies): anomalies
that arise from groups of related samples, where the



Anomaly and Fault Detection and Predictive  
Maintenance: a Review on Industrial Applications

48 SPECIAL ISSUE OF THE INFOCOMMUNICATION JOURNAL

Industrial AI for Industry 5.0

ANOMALY AND FAULT DETECTION AND PREDICTIVE MAINTENANCE: A REVIEW ON INDUSTRIAL APPLICATIONS 5

collection as a whole deviates from normal behavior, even
if individual instances appear normal.

Two anomaly types can be defined on their dimensionality:

• Univariate: anomalies identifiable from a single feature
or variable.

• Multivariate: anomalies that emerge from specific combi-
nations of multiple features, where each individual feature
may appear normal, but their joint occurrence is atypical.

Anomaly groups can be also dependent on the data type:

• Numeric: anomalies defined over continuous or discrete
numerical attributes.

• Categorical: anomalies occurring within categorical or
symbolic data.

• Mixed: anomalies described by both numerical and cate-
gorical features.

In essence, anomalies can be described by any combination
of these characteristics, for example, a single faulty sensor
reading in an industrial process (atomic, univariate, numeric)
or a coordinated network intrusion involving multiple corre-
lated events across hosts (aggregate, multivariate, mixed).

2) AD Methods: Anomaly detection methods based on
ML can be categorized according to their learning paradigm
or model architecture. Following the taxonomy proposed by
L. Ruff et al. [31], a primary distinction is drawn between
shallow and deep learning approaches. Furthermore, the same
authors classify existing methods into four fundamental cat-
egories based on their underlying principles: classification-
based, probability-based, reconstruction-based, and distance-
based approaches, which are better described in III.

Shallow machine learning is often referred to as traditional
machine learning and typically relies on explicit feature engi-
neering, where domain knowledge is used to design relevant
input representations. In contrast, deep learning approaches
employ end-to-end models that jointly learn feature repre-
sentations and perform the detection task within a unified
architecture.

Given that anomalies are inherently rare and unpredictable,
extensive manual feature engineering often implies the use
of labeled or domain-specific knowledge. Such cases align
more closely with supervised fault detection and are therefore
discussed separately in Section III-A.

Since extensive feature engineering is not generally applica-
ble within the anomaly detection framework, shallow methods
are instead characterized by the use of models that do not rely
on deep neural architectures. These methods operate directly
on the available feature space and typically include approaches
such as support vector machines (SVM), k-nearest neighbors
(k-NN), and ensemble-based techniques like Isolation Forests.
Such algorithms focus on identifying deviations in data dis-
tributions or local density structures without the hierarchical
representation learning typical of deep models.

Taxonomy of AD methods: Anomaly detection methods
are often specialized depending on the data modality. This
survey focuses on tabular and time series data, which present
distinct structural and modeling challenges, summarized in
Table II.

Other data modalities such as visual, textual, graph, or 3D
point cloud data introduce different challenges and modeling
paradigms, but are beyond the scope of this survey.

Table III shows the main categories of anomaly detection
methods and their core principles.

In subsequent sections, each category will be further divided
into shallow and deep methods, reflecting differences in model
capacity, feature learning, and scalability.

3) Density-Based AD: Density-based anomaly detection
methods operate on the principle that normal instances occur in
high-density regions of the data distribution, while anomalies
reside in sparse or isolated areas. These approaches estimate
the probability density function of the data, either explicitly
or implicitly, and identify samples located in low-density
regions as anomalous. The core assumption underlying these
methods is that the data-generating process produces normal
observations with higher probability than anomalous ones.

Shallow Density-Based Approaches: Shallow density-
based methods can be broadly categorized into three families:
local density estimation approaches, histogram-based methods,
and probabilistic mixture models.

Shallow density-based methods span a spectrum from local
density approaches that capture fine-grained neighborhood
structure to histogram-based methods that sacrifice multivari-
ate dependencies for scalability. This trade-off is reflected
in computational complexity: local methods such as LOF
and LDF typically require O(n2) operations for pairwise
distance computations, though approximations and indexing
structures can reduce this in practice. Histogram-based ap-
proaches achieve linear or near-linear complexity, making
them suitable for large-scale applications. LOCI additionally
introduces an approximate algorithm with linear complexity
through box-counting methods.

Local methods excel at detecting contextual anomalies in
datasets with varying density clusters but require careful
parameter tuning. Histogram-based approaches provide sub-
stantial speedups suitable for large-scale or real-time detection
but are generally limited to global outliers unless combined
with spatial reasoning. Copula and mixture model approaches
offer principled statistical foundations with varying degrees of
distributional assumptions. The choice among these methods
depends on computational constraints, the nature of expected
anomalies (global versus local), and the validity of underlying
distributional assumptions.

Local Density Estimation. A foundational approach in
density-based anomaly detection is the Local Outlier Factor
(LOF) [32], which introduced the concept of quantifying
the degree to which an observation deviates from its local
neighborhood rather than treating outlier detection as a binary
classification problem. LOF computes a local reachability
density for each point and compares this density to those
of neighboring points, addressing datasets with clusters of
varying densities where global methods fail.

Building upon LOF, the Local Correlation Integral (LOCI)
method [33] introduced the Multi-Granularity Deviation Factor
(MDEF), providing automatic, statistically-principled outlier
determination without user-specified cutoffs through standard
deviation-based flagging across multiple scales. The Local
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TABLE II
DATA MODALITIES CONSIDERED IN THIS SURVEY AND THEIR ASSOCIATED CHALLENGES.

Modality Description Challenges

Tabular Fixed-length vector of features,
without inherent order or temporal
dependency.

Mixed-type features, high dimen-
sionality, missing data.

Time series Ordered sequence of observations
over time, with temporal dependen-
cies.

Temporal correlations, seasonality,
irregular sampling, concept drift.

TABLE III
CATEGORIES OF ANOMALY DETECTION METHODS AND THEIR CORE PRINCIPLES

Category Core Principle

Density Estimate the probability density function of the data and identify samples
located in low-density regions as anomalies. These methods assume that normal
data points occur in dense regions, while anomalies lie in sparse or isolated
areas. Approaches range from classical statistical estimations to neural or flow
density models.

Distance Compute dissimilarities between samples using a distance metric and label
points that deviate significantly from their neighbors as anomalies. Such
methods rely on the assumption that anomalies are distant from most other
data points in input space, feature space, or along temporal trajectories.

Ensemble Combine the outputs or decision functions of multiple detectors to improve
robustness and reduce model bias. Ensembles exploit model diversity through
random subsampling, feature bagging, or heterogeneous learners to capture
different anomaly characteristics and achieve better generalization.

Reconstruction Learn a model capable of reconstructing normal data patterns and detect anoma-
lies as samples with large reconstruction errors. The underlying hypothesis is
that models trained on normal data cannot accurately reproduce unseen or
irregular patterns. Both linear (e.g., PCA) and nonlinear (e.g., autoencoders,
GANs) reconstruction frameworks are common.

Clustering Group data into clusters and identify anomalies as points that do not belong to
any cluster or are far from cluster centroids. The intuition is that normal data
form compact clusters, whereas anomalies are isolated or weakly associated
with any group. Methods vary from classical k-Means and density clustering
to deep clustering variants.

One-Class Learn a boundary or manifold that encloses normal data and treats points
outside this region as anomalies. These methods directly model the support
of the normal distribution, often via kernel machines or deep representation
learning, and are particularly suited when only normal samples are available
for training.

Forecasting Model temporal dependencies to predict future observations and identify
anomalies as deviations between predicted and actual values. These methods
assume that normal behavior follows predictable temporal patterns, while
anomalies correspond to unpredictable deviations. Although forecasting detec-
tion is conceptually similar to reconstruction as both involve reproducing parts
of the input it differs fundamentally in that time series data are inherently
ordered, and prediction exploits the temporal dependency between successive
observations.

Density Factor (LDF) [34] further refined this direction by
providing a statistically grounded framework through variable-
width kernel density estimation, handling multivariate distri-
butions where normal points in sparse clusters may exhibit
lower absolute density than outliers in dense regions.

Further developments include methods employing special-
ized kernels and weighted neighborhood formulations for
improved robustness to parameter selection [35], frameworks
that explicitly decouple density estimation from outlier scoring
phases [36], and approaches that unify kernel density esti-
mation with k-nearest neighbor methods through observation-
specific kernels adapted to local covariance structure [37].

Histogram-Based Methods. Histogram-based approaches
trade modeling sophistication for computational efficiency.
The Histogram-Based Outlier Score (HBOS) [38] constructs
independent univariate histograms for each feature and com-
bines their density estimates to compute anomaly scores. By
assuming feature independence, HBOS achieves substantial
speedups over local density methods, though this assumption
precludes detection of local outliers dependent on feature
correlations.

To retain local outlier detection capability while maintaining
efficiency, multivariate histogram approaches have been devel-
oped [39]. These methods identify and discard dense, uniform
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regions where outliers are unlikely to exist, reducing the
computational burden of subsequent local density calculations.
The Lightweight On-line Detector of Anomalies (Loda) [40]
demonstrates that an ensemble of weak detectors—one-
dimensional histograms on random sparse projections—can
achieve competitive performance with complex methods, while
additionally supporting streaming data and providing anomaly
explanations.

Copula and Mixture Models. COPOD [41] leverages cop-
ula theory to detect outliers by computing tail probabilities in
multivariate distributions. The method constructs an empirical
copula to separate marginal distributions from dependency
structure, identifying outliers as observations with extremely
small tail probabilities. COPOD is parameter-free, determin-
istic, and provides interpretability through dimensional outlier
graphs quantifying each feature’s contribution to abnormality.

Gaussian Mixture Models (GMM) offer a parametric al-
ternative [42], fitting a mixture of Gaussian components and
identifying outliers as points falling outside high-probability
regions. While GMMs capture multi-modal distributions and
provide probabilistic interpretability, they assume the data
follows a Gaussian mixture distribution, which may not hold
for complex real-world datasets.

Deep Density-Based Approaches: Deep density-based
methods leverage neural networks to model complex, high-
dimensional probability distributions that are intractable for
shallow approaches. These methods can be organized into
three main families: normalizing flow-based approaches, hy-
brid autoencoder-density models, and diffusion-based meth-
ods. Normalizing flows provide exact likelihood computation
through invertible transformations, with variations including
conditional flows for structured data, likelihood ratio con-
struction, and pseudo-anomaly generation for classifier aug-
mentation. Hybrid approaches such as DAGMM demonstrate
that combining autoencoders with explicit density models
through joint optimization outperforms decoupled alternatives.
Diffusion models offer stable training dynamics and effec-
tive handling of contaminated training data through rejec-
tion schemes. Computational considerations vary across fam-
ilies: normalizing flows require invertible architectures with
tractable Jacobian computation; DAGMM adds mixture model
estimation overhead but avoids autoencoder pre-training; dif-
fusion models incur costs from iterative denoising during both
training and inference.

Normalizing Flow-Based Methods. Normalizing flows
provide a framework for explicit density estimation through
invertible transformations that map complex data distributions
to simple base distributions (typically Gaussian). The change
of variables formula enables exact likelihood computation,
making flows particularly suitable for density-based anomaly
detection where anomalies are identified as samples with low
probability under the learned distribution.

Conditional normalizing flows extend this framework by
factorizing joint probabilities along relevant dimensions [43].
For multivariate time series, factorization along temporal and
attribute dimensions transforms complex joint density evalua-
tion into tractable conditional density estimation, with atten-
tion mechanisms parameterizing the conditional information

to capture long-range dependencies and dynamic inter-variable
correlations.

Normalizing flows also enable construction of fully data-
driven likelihood ratios by estimating conditional densities in
different data regions [44]. By computing the ratio of densities
learned from potentially anomalous regions versus background
regions, an optimal test statistic for anomaly presence can
be derived, providing both classification capability and direct
background estimation.

Beyond direct density evaluation, normalizing flows have
been applied to generate pseudo-anomalous samples for train-
ing augmentation [45]. By sampling from low-density regions
of a flow trained on normal data, synthetic anomalies can
be generated to transform one-class classification into binary
classification. This model-agnostic approach bridges one-class
and two-class methods, enabling effective utilization of any
available labeled anomalies while maintaining robustness to
unknown anomaly types.

Emerging research explores quantum implementations of
normalizing flows [46], leveraging the natural invertibility of
unitary quantum gates. Quantum architecture search optimizes
gate sequences to map data distributions to target distribu-
tions, with anomaly scores computed via divergence measures
between quantum measurement distributions and the learned
normal distribution.

Hybrid Autoencoder-Density Models. A limitation of
using autoencoders alone for anomaly detection is that recon-
struction error provides only an implicit density proxy. Hybrid
approaches address this by combining dimensionality reduc-
tion with explicit density estimation in a unified framework.

The Deep Autoencoding Gaussian Mixture Model
(DAGMM) [47] jointly optimizes a deep autoencoder with a
Gaussian mixture model through end-to-end training. The key
innovation is constructing a low-dimensional representation
that concatenates encoded features with reconstruction error
features, capturing both how feature correlations differ for
anomalies and the reconstruction difficulty. An estimation
network predicts mixture membership probabilities, replacing
the traditional Expectation-Maximization algorithm and
enabling differentiable training. This joint optimization
ensures that dimensionality reduction directly serves the
density estimation objective, avoiding the information loss
inherent in decoupled two-stage approaches.

Diffusion-Based Methods. Diffusion models learn data
distributions by training a neural network to reverse a gradual
noising process. For anomaly detection, the denoising capa-
bility provides a natural density proxy: normal samples are
easier to denoise than anomalous ones.

For tabular data, diffusion-based approaches address the
challenge of training on contaminated (unlabeled) data through
iterative anomaly rejection schemes [48]. By progressively
identifying and removing likely anomalies based on denois-
ing difficulty, the learned density increasingly focuses on
the normal data distribution. Anomaly scores are computed
by aggregating reconstruction losses across multiple diffu-
sion timesteps, providing multi-scale detection that captures
anomalies at different noise levels. This approach demonstrates



Anomaly and Fault Detection and Predictive  
Maintenance: a Review on Industrial Applications

51SPECIAL ISSUE OF THE INFOCOMMUNICATION JOURNAL

Industrial AI for Industry 5.0

ANOMALY AND FAULT DETECTION AND PREDICTIVE MAINTENANCE: A REVIEW ON INDUSTRIAL APPLICATIONS 8

particular effectiveness on high-dimensional data where clas-
sical methods suffer from the curse of dimensionality.

4) Distance-Based AD: Distance-based anomaly detection
methods operate on the principle that anomalies are signifi-
cantly distant from most other data points in the feature space.
These approaches compute dissimilarities between samples us-
ing a distance metric and identify points that deviate substan-
tially from their neighbors as anomalous. The core assumption
is that normal instances form cohesive structures where points
are relatively close to one another, while anomalies reside in
isolated regions far from the majority of observations.

Shallow Distance-Based Approaches: Shallow distance-
based methods can be organized into two main families: near-
est neighbor approaches and alternative dissimilarity measures.
Nearest neighbor methods rely on distances to neighboring
points as anomaly indicators, with various strategies for com-
puting and aggregating these distances. Alternative dissimilar-
ity approaches address fundamental limitations of geometric
distance in the original feature space, either by introducing
data-dependent measures that adapt to local density variations,
by exploiting directional information rather than distance
magnitudes, or by computing distances in robust subspaces
resistant to contamination. The computational complexity of
these methods ranges from O(n2) for classical k-NN to
O(n) for ensemble-based density estimators, with the choice
depending on dataset scale and dimensionality characteristics.

Nearest Neighbor Methods.
The k-nearest neighbor (k-NN) framework forms the foun-

dation of distance-based anomaly detection, where anomaly
scores are derived from distances to neighboring points. Clas-
sical approaches compute the distance to the k-th nearest
neighbor or aggregate distances across multiple neighbors,
with larger values indicating potential anomalies.

A key challenge in nearest neighbor methods is parameter
sensitivity, particularly the choice of distance threshold or
neighborhood size. Hybrid approaches address this through
adaptive, data-driven neighborhood definitions [49]. By com-
puting the average pairwise distance across the dataset and
using it as an automatic neighborhood radius, such methods
eliminate the need for prior knowledge of data distribution.
Recursive partitioning based on neighbor counts progressively
concentrates candidate outliers, followed by k-NN distance
refinement to extract true anomalies.

For multivariate time series, the choice of local distance
metric within Dynamic Time Warping (DTW) significantly
impacts detection performance. Mahalanobis distance-based
DTW learns a distance matrix that captures feature correlations
and assigns appropriate weights to different variables [50].
This approach addresses the limitation that standard DTW
with Euclidean distance treats all variables equally, ignoring
heterogeneous feature relevance and inter-variable correlations
present in multivariate data.

Computational efficiency represents a significant concern
for nearest neighbor methods, which traditionally require
O(n2) distance computations. The LiNearN algorithm [51]
achieves O(n) time complexity by fundamentally reconsid-
ering the density estimation problem: rather than computing
nearest neighbors for every instance, it estimates density by

averaging over multiple local regions derived from small
subsamples. This ensemble approach yields adaptive local re-
gions that automatically adjust to varying density distributions
without requiring global parameters.

Alternative Dissimilarity Measures.
A fundamental limitation of geometric distance is its in-

ability to capture the data-dependent characteristic where two
instances in a dense region should be judged more dissim-
ilar than two instances at the same geometric distance in
a sparse region. Mass-based dissimilarity addresses this by
replacing geometric distance with probability mass [52]. The
dissimilarity between two points is defined as the probability
mass of the smallest region covering both instances under a
hierarchical partitioning model, typically implemented using
isolation trees. A critical departure from traditional distance
measures is that mass-based dissimilarity exhibits non-constant
self-dissimilarity: points in high-density regions have larger
self-dissimilarity than points in sparse regions. This property
enables detection of local anomalies in clusters of varying
densities, where fringe points of dense and sparse clusters
receive similar anomaly scores despite having vastly different
absolute densities.

In high-dimensional spaces, distance-based methods suffer
from the curse of dimensionality: the relative contrast between
nearest and farthest neighbors converges to zero as dimension-
ality increases, regardless of data distribution. Angle-Based
Outlier Detection (ABOD) addresses this by using the variance
of angles between difference vectors rather than distance
magnitudes [53]. The key insight is that angular relationships
remain meaningful discriminators in high dimensions where
distance comparisons deteriorate. Points deep within clusters
have difference vectors pointing in all directions, yielding
high angle variance, while outliers have most points clustered
in limited directions, producing low angle variance. ABOD
computes the variance of angles between all pairs of difference
vectors from a query point, weighted inversely by the squared
distances to reduce the influence of distant points. A significant
advantage is the parameter-free nature of the method, directly
producing outlier rankings without requiring neighborhood
size or distance threshold specification.

An alternative strategy computes distances in transformed
spaces designed to be robust to outlier contamination. Standard
subspace projection techniques such as PCA are vulnerable be-
cause anomalous points distort the covariance matrix, corrupt-
ing the principal components. CoMadOut [54] addresses this
by employing comedian PCA, a robust variant that replaces
covariance with the comedian matrix based on median absolute
deviation. Since median-based statistics have high breakdown
points, the resulting principal components maintain correct
orientation even under substantial contamination. Orthogonal
distances to subspace axes then serve as anomaly indicators,
with distribution-aware scoring through kurtosis weighting
adapting decision boundaries to handle varying tail behaviors
across different principal components.

Deep Distance-Based Approaches: Deep distance-based
methods leverage neural networks to learn representations
where distance computations become more meaningful for
anomaly detection. These approaches address limitations of
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computing distances in raw feature spaces by projecting data
into learned latent spaces where normal samples cluster near
a reference distribution or manifold, and anomalies manifest
as distant points. The computational overhead of deep archi-
tectures is offset by the ability to handle high-dimensional
data and capture complex patterns that shallow methods cannot
model effectively.

Bidirectional GAN architectures enable learning low-
dimensional latent representations where distances to a refer-
ence distribution serve as anomaly scores [55]. By training an
encoder jointly with a generator through adversarial objectives
and reconstruction losses, normal data is mapped to approxi-
mately follow a standard normal distribution in latent space.
The Mahalanobis distance to this reference distribution sim-
plifies to the Euclidean norm of encoded features, providing
a computationally efficient anomaly score that requires only a
single encoder forward pass at inference time.

For data-center-scale applications involving millions of
machines with multivariate time series, learned representa-
tions enable tractable clustering through distribution-based
distances [56]. Rather than computing distances between raw
high-dimensional time series, RNN-VAE encoders compress
data to low-dimensional latent representations, and machines
are clustered based on Wasserstein distances between their
latent representation distributions. This approach reduces the
problem from training millions of individual models to training
hundreds of cluster-specific models through transfer learn-
ing, achieving near-optimal accuracy with orders-of-magnitude
speedup.

Self-supervised contrastive learning provides an alterna-
tive framework where distances in embedding space reflect
transformation consistency [57]. Rather than relying on hand-
crafted transformations appropriate only for images, learnable
neural network transformations are jointly optimized with an
encoder to produce diverse yet semantically consistent views
of normal data. The training loss, which measures similarity
between transformed and original samples in the learned
embedding space, directly serves as the anomaly score, with
anomalies exhibiting high scores due to inconsistency with
learned transformation patterns.

5) Ensemble-Based AD: Ensemble-based anomaly detec-
tion methods combine multiple detectors to improve robust-
ness and reduce model bias. These approaches exploit diversity
through random subsampling, feature bagging, or heteroge-
neous learners to capture different anomaly characteristics.
The core principle is that aggregating multiple weak detectors
yields more reliable scores than any single model.

Shallow Ensemble-Based Approaches: Shallow ensemble
methods comprise two main families: isolation-based ap-
proaches that build ensembles of partitioning structures to
explicitly isolate anomalies, and selective combination meth-
ods that intelligently aggregate outputs from multiple base
detectors based on estimated competence. Isolation methods
achieve linear complexity through subsampling, while selec-
tive methods add competence evaluation overhead but avoid
degradation from poorly performing members.

Isolation-Based Methods.

The isolation paradigm [58] exploits the observation that
anomalies, being few and different, require fewer partitions
to separate from normal data. Random recursive partitioning
isolates anomalies closer to the root, with scores derived
from average path length across an ensemble. The partitioning
can use axis-parallel splits as in the original formulation or
random hyperplanes [59] to handle non-axis-aligned struc-
tures. However, infinite hyperplane extension causes score
inconsistencies as splits in dense regions affect distant sparse
areas; finite hyperspheres [60] constrain each split to its local
neighborhood, restoring proper locality.

Tree-based partitioning produces global scores that may
miss local anomalies. Hypersphere-based isolation [61] cen-
ters regions on instances with radii from nearest-neighbor
distances, automatically adapting to local density. Multi-scale
approaches [62] combine global and local isolation by parti-
tioning space into subregions with separate forests, capturing
anomalies at different spatial scales.

For streaming data, static structures cannot adapt to distribu-
tion drift. Dynamic histogram-based approaches [63] replace
fixed trees with structures that split and merge bins as data
arrives and expires, enabling continuous adaptation. The ran-
domness in isolation can also be guided by data statistics:
kurtosis-weighted feature selection [64] directs splits toward
heavy-tailed dimensions, while single-neighbor similarity in
small subsamples [65] demonstrates that extreme simplicity
suffices when aggregated across an ensemble.

Selective Combination Methods.
Generic ensemble combination assumes equal detector con-

tribution, but competence varies across feature space and poor
detectors can neutralize good ones. Selective methods address
this by evaluating which detectors to trust for which instances.

Dynamic per-instance selection [66] evaluates competence
within local neighborhoods, selecting detectors whose scores
correlate with pseudo ground truth from ensemble statistics.
When seeking a global subset, graph-based approaches [67]
map rankings to similarity graphs where good detectors form
dense communities of mutual agreement, enabling selection
through community detection without pseudo ground truth.
Competence estimation can be further refined near deci-
sion boundaries where detector disagreement matters most,
using adaptive neighborhoods stretched along boundary di-
rections [68] to improve validation in regions where class
probabilities change rapidly.

Deep Ensemble-Based Approaches: Deep ensemble
methods extend the isolation and combination principles to
learned representation spaces, addressing limitations of shal-
low approaches that operate directly on raw features. The core
insight is that anomalies difficult to isolate or detect in the
original feature space may become separable in appropriately
transformed spaces, with neural networks providing the non-
linear mappings required for complex data structures.

Deep Isolation Forest [69] addresses two fundamental lim-
itations of shallow isolation: the inability to isolate non-
linearly separable anomalies and systematic score biases from
axis-parallel partitioning artifacts. Rather than improving the
splitting geometry as in extended or generalized variants, the
method transforms the data space itself using randomly initial-
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ized neural networks, making simple axis-parallel cuts in the
transformed space equivalent to non-linear cuts in the original
space. Critically, these networks require no training—casual
initialization provides sufficient diversity across ensemble
members, maintaining the computational efficiency that makes
isolation methods practical. The approach generalizes across
data types by simply changing the random architecture: fully
connected networks for tabular data, recurrent layers for time
series, and graph neural network layers for graph-structured
data.

When labeled anomalies are available, even in small quan-
tities, supervised deep ensembles can refine decision bound-
aries beyond what unsupervised methods achieve. Stacked
autoencoders combined with ensembles of probabilistic neural
networks [70] use deep feature extraction to project data into
more separable representations, then employ multiple classi-
fiers with varying smoothing parameters to balance the trade-
off between false alarms and missed detections. The ensemble
across hyperparameters provides diversity complementary to
data-based diversity, and the framework naturally handles
multiple outlier types through multi-class probabilistic outputs.

For time series data, hybrid approaches combining statistical
preprocessing with deep architectures [71] demonstrate that
feature selection maintaining interpretability can enhance deep
models including LSTM-autoencoders, GANs, and transform-
ers. Ensembling multiple deep architectures captures different
aspects of temporal anomalies, with reconstruction-based and
forecasting-based paradigms converging on similar effective-
ness when properly combined with domain-informed prepro-
cessing.

6) Reconstruction-Based AD: Reconstruction-based
anomaly detection methods learn models capable of
reconstructing normal data patterns and identify anomalies
as samples with large reconstruction errors. The underlying
hypothesis is that models trained on normal data cannot
accurately reproduce unseen or irregular patterns, causing
anomalies to exhibit systematically higher reconstruction
loss. This principle applies across representation frameworks
from linear subspace methods to sparse coding and deep
autoencoders, with deep methods enabling non-linear
mappings through neural architectures and introducing
adversarial training or probabilistic latent spaces to improve
reconstruction quality and anomaly discrimination.

Shallow Reconstruction-Based Approaches: Shallow re-
construction methods primarily build on Principal Component
Analysis (PCA) and sparse representation frameworks, with
reconstruction error measuring deviation from learned normal
structure.

PCA-based approaches project data onto principal sub-
spaces capturing dominant variance directions. Classical linear
PCA computes reconstruction error in the original feature
space but fails to capture complex non-linear manifolds.
Kernel PCA [72] addresses this by performing PCA in an
implicit infinite-dimensional feature space via the kernel trick,
where reconstruction error becomes the squared distance to the
principal subspace in feature space. For RBF kernels, decision
boundaries follow principal subspace geometry with hetero-
geneous variance modeling, providing tighter enclosure than

uniform boundaries from one-class SVM or SVDD. However,
both linear and kernel PCA face scalability challenges on large
or streaming datasets where eigenvalue decomposition and
covariance matrix storage become prohibitive. Online vari-
ants [73] address this through incremental updating without
explicit eigen-decomposition, using an oversampling strategy
that duplicates target instances to amplify outlier effects on
principal directions—necessary because single anomalies pro-
duce negligible eigenvector variation in large datasets.

Sparse representation methods offer an alternative frame-
work where normal data admit sparse decomposition over
dictionaries. Rather than measuring reconstruction magnitude,
joint sparse coding and anomaly detection [74] explicitly
models outliers as structured deviations through a unified
optimization that separates sparse normal components from
a column-sparse outlier matrix. Non-zero columns directly
indicate anomalous samples, treating anomalies as signals
unexplainable by the sparse dictionary model.

Deep Reconstruction-Based Approaches: Deep recon-
struction methods leverage neural network architectures to
learn non-linear mappings between input and latent spaces,
enabling modeling of complex data distributions beyond the
capacity of linear methods. These approaches can be organized
into two families: autoencoder-based methods that focus on
deterministic or probabilistic encoding-decoding pipelines, and
adversarial methods that incorporate discriminator networks to
improve reconstruction quality or anomaly discrimination.

Autoencoder and Variational Methods.
Standard autoencoders learn compressed representations

through encoder-decoder architectures, with reconstruction
error serving as the anomaly score. However, the choice
of reconstruction metric significantly impacts detection per-
formance. While most methods use Mean Squared Error
treating dimensions independently, Mahalanobis distance [75]
incorporates covariance structure between variables, providing
scale-invariant measurement particularly suitable for correlated
multivariate data where sensor measurements exhibit strong
interdependencies.

Variational Autoencoders (VAE) extend deterministic au-
toencoders with probabilistic latent spaces, learning distribu-
tions rather than point encodings. For time series data, tem-
poral structure in both observation and latent spaces becomes
critical. OmniAnomaly [76] addresses this by combining VAEs
with GRUs and introducing stochastic variable connections
that establish temporal dependence among latent variables
across time steps, enabling the model to capture patterns
missed by methods treating latent representations indepen-
dently. Planar normalizing flows further enable learning non-
Gaussian posterior distributions, while Peaks-Over-Threshold
from Extreme Value Theory provides principled automatic
threshold selection.

Architectural innovations for multivariate time series in-
clude explicit modeling of inter-variable dependencies along-
side temporal patterns. GTAD [77] combines Temporal Con-
volutional Networks for capturing long-range temporal de-
pendencies with Graph Attention Networks that learn input
features correlation structures without requiring domain ex-
pertise. The hybrid prediction-reconstruction objective and
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per-dimension loss optimization enable fine-grained anomaly
localization while the parallel architecture provides computa-
tional efficiency over recurrent alternatives.

Adversarial Methods.
Adversarial training addresses limitations of standard au-

toencoders, which minimize reconstruction error universally
and may fail to distinguish subtle anomalies from normal data.
USAD [78] employs two autoencoders sharing an encoder,
where the second autoencoder learns to distinguish real data
from reconstructions of the first through adversarial objectives.
This dual-path architecture amplifies reconstruction errors for
anomalous patterns while maintaining training stability absent
in pure GANs, with configurable sensitivity through weighted
combination of both reconstruction paths at inference.

Dual-discriminator architectures provide complementary
regularization at multiple points. DAEMON [79] uses separate
discriminators for latent space regularization (guiding posterior
distributions toward the prior) and reconstruction space reg-
ularization (preventing overfitting by ensuring reconstructed
distributions match real data statistics). This addresses both
generalization failures from irregular latent encodings and
overfitting to training-specific patterns, while per-dimension
reconstruction errors enable root cause analysis.

GAN-based methods offer alternatives where generators
learn normal data distributions and anomalies are identified
through various comparison mechanisms. AnoGAN principles
adapted for tabular data [80] use per-sample latent vector
optimization to find representations best reconstructing each
test instance, with reconstruction error indicating distribu-
tional deviation. Rather than relying solely on reconstruction,
GASN [81] exploits the implicit bias of GANs toward majority
distributions when trained on contaminated data. Since normal
samples dominate statistically, generated synthetic data serves
as a normal reference benchmark, with anomalies identified
through neighborhood analysis comparing original samples to
synthetic neighbors via Euclidean distance.

7) Clustering-Based AD: Clustering-based anomaly detec-
tion operates on the principle that normal data points naturally
form cohesive groups, while anomalies appear as isolated
instances or points weakly associated with any cluster. Anoma-
lies are identified either as noise points that cannot be assigned
to clusters under density or distance constraints, or as points
exhibiting significant deviation from cluster centroids. This
approach provides unsupervised structure discovery without
requiring labeled anomalies and naturally handles multimodal
distributions through multiple clusters, though performance
depends critically on the appropriateness of the clustering
algorithm for the data distribution and careful parameter
selection.

Shallow Clustering-Based Approaches: Shallow cluster-
ing methods apply classical algorithms directly to the feature
space, identifying anomalies through distance to centroids,
membership in sparse clusters, or classification as noise points.
A fundamental challenge across these methods is parameter
sensitivity, determining cluster counts, density thresholds, and
neighborhood sizes typically requires domain expertise or
expensive tuning.

Density-based approaches address this challenge through
various parameter automation strategies. Both [82] and [83]
enhance classical density-based clustering by incorporating
domain-specific structure rather than relying on manual pa-
rameter tuning. The former introduces automated parame-
ter selection for OPTICS through geometric covering space
models that identify optimal neighborhood sizes based on
pairwise distance distributions, while the latter adapts DB-
SCAN to seasonal time series by transforming temporal
data into circular coordinate spaces that capture periodicity.
This geometric feature engineering enables detection of local
anomalies within seasonal contexts, deviations that appear
normal globally but are anomalous relative to their temporal
position. Taking a different approach, [84] replaces density
thresholds entirely with statistical modeling, using multivariate
normal distributions and Mahalanobis distance for member-
ship determination in streaming data. The method performs
single-pass clustering and outlier detection simultaneously,
constructing virtual statistical distributions around outliers to
enable consistent distance calculations and tracking population
evolution through hierarchical sub-clustering.

Hybrid methods combine clustering with supervised clas-
sification to leverage complementary strengths. [85] and [86]
both employ cascaded architectures where clustering prepro-
cesses data for subsequent supervised learning. The earlier
work uses k-Medoids with SVM in a two-stage framework,
exploiting k-Medoids’ robustness to outliers, medoid-based
representatives are less biased by anomalies than mean-based
centroids, critical when anomalies are the detection target. The
recent work extends this to a three-stage cascade: K-Means for
efficient initial partitioning, DBSCAN for density refinement,
and SVM for final classification. This progression reflects
recognition that no single algorithm excels across all data
distributions, with each stage compensating for limitations of
previous components. However, multi-stage pipelines increase
complexity and propagate errors between stages.

[87] addresses multivariate time series through weighted
Fuzzy C-Means, learning variable importance weights via
Particle Swarm Optimization to balance contributions from
time series components with different scales and relevance.
The method unifies amplitude and shape anomaly detection
by applying clustering to both original subsequences and their
autocorrelation representations, the latter removing temporal
shifts to enable pattern-based comparison.

These approaches demonstrate enhancement strategies for
classical algorithms: geometric feature engineering (circu-
lar coordinates, covering space models), statistical model-
ing (Mahalanobis distance, virtual distributions), architectural
composition (cascaded clustering-classification), and adaptive
weighting (PSO-optimized distance metrics). While compu-
tationally efficient and interpretable, shallow methods oper-
ate on fixed feature representations and struggle with high-
dimensional data or complex patterns without appropriate
preprocessing.

Deep Clustering-Based Approaches: Deep clustering
methods jointly learn feature representations and cluster struc-
ture through neural architectures, operating in learned latent
spaces rather than hand-crafted features. This paradigm en-
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ables automatic discovery of representations optimized for
clustering separability while addressing high-dimensional and
complex temporal data where shallow methods struggle.

A central question in deep clustering design is how to
combine representation learning with clustering objectives.
[88] demonstrates that simple architectural constraints can out-
perform complex joint optimization, showing that L2 normal-
ization of autoencoder representations, constraining encoded
vectors to the unit hypersphere, yields superior clustering
with standard k-means compared to sophisticated methods like
DEC and IDEC. The geometric insight is that normalization
makes Euclidean distances equivalent to angular distances, in-
herently more suitable for clustering algorithms. For anomaly
detection, this approach dramatically outperforms reconstruc-
tion error-based methods by measuring deviation from cluster
structure rather than reconstruction quality, revealing a critical
flaw: reconstruction-based detection fails when anomalies are
structurally simple despite being semantically anomalous.

Recognizing that single representations cannot optimally
serve multiple objectives, [89] splits the autoencoder latent
space into specialized subsets: clustering-friendly variables
optimized for discrimination and reconstruction-friendly vari-
ables for input fidelity. A clustering loss applies only to
the top-K most discriminative features, selected dynamically
during training based on inter-cluster distances. This meta-
learning principle, the network learns which representational
components specialize in which tasks, distinguishes the ap-
proach from static feature allocation. Validation on industrial
time series demonstrates substantial improvements over stan-
dard autoencoders and shallow methods.

Beyond pure accuracy, [90] addresses algorithmic fair-
ness by integrating adversarial training with deep clustering.
The framework jointly optimizes reconstruction, clustering,
and fairness through a dynamic weighting scheme that de-
emphasizes outliers during training while using adversarial
losses to hide sensitive attribute information in learned rep-
resentations. This demonstrates that deep clustering’s repre-
sentational flexibility enables multi-objective optimization, ac-
curacy, fairness, discrimination, simultaneously, with fairness
constraints potentially improving detection by forcing more
robust features.

[91] eliminates the requirement to specify cluster count
by replacing k-means with BIRCH clustering, which dy-
namically determines cluster assignments through hierarchi-
cal tree structures. The method combines hyperparameter-
optimized autoencoders with BIRCH’s single-scan processing
capability, suitable for streaming network traffic where cluster
counts evolve over time. Experimental results show that this
component-based approach, carefully optimized autoencoder
plus adaptive clustering algorithm, can outperform integrated
joint optimization methods.

The evolution of deep clustering reflects three design
philosophies: architectural simplicity through normalization
constraints versus specialized objectives through latent space
splitting, integrated joint optimization versus optimized com-
ponent composition, and pure accuracy versus multi-objective
optimization including fairness and automatic adaptation. The
field has progressed from establishing feasibility to addressing

practical deployment requirements, streaming data, unknown
cluster counts, fairness constraints, with methods representing
different trade-offs between performance, interpretability, and
computational cost.

8) One-Class-Based AD: One-class methods explicitly
learn decision boundaries or manifolds that enclose normal
data. Observations outside this region are treated as anomalies.
While many anomaly detection approaches train exclusively
on normal samples, this category is distinguished by its direct
optimization of boundary compactness or support estimation.
This contrasts with reconstruction-based methods that mea-
sure deviation through reconstruction error, or distance-based
methods that rely on proximity metrics. The explicit boundary
formulation enables principled threshold determination and
theoretical interpretability. However, it introduces challenges
in preventing degenerate solutions where boundaries collapse
to trivial representations.

The one-class paradigm was established through Support
Vector Data Description and OCSVM in the early 2000s.
These classical methods remain relevant for contextualiz-
ing modern deep learning extensions. Contemporary research
addresses three main challenges: representation collapse in
neural architectures, contamination robustness for real-world
data, and modality-specific adaptations for temporal and tab-
ular domains. The progression from foundational collapse-
prevention (2020) through contamination robustness (2024) to
decomposition and disentanglement paradigms (2025) reflects
maturing research addressing practical deployment challenges.

Shallow One-Class-Based Approaches: Classical kernel-
based methods established theoretical foundations through
OCSVM extensions that address two key limitations: adapting
to sequential data and handling contaminated training sets.

For temporal data, phase space embeddings [92] bridge
one-class SVMs to time series by converting sequential data
into vector representations via time-delay windows. The core
innovation addresses low-frequency signal bias through pro-
jected phase space. This orthogonal projection implements
adaptive high-pass filtering without manual tuning. Multi-
scale detection across varying embedding dimensions ensures
robustness by requiring consistent anomalousness. This ex-
emplifies shallow learning characteristic approach: explicit
feature engineering precedes established algorithms.

For contaminated training, adaptive sample weighting [93]
combines local density with global positioning to identify
suspicious samples. Standard OCSVM equally penalizes all
training samples, allowing outliers to distort boundaries. The
adaptive approach downweights suspicious samples through
combined local-global criteria, preventing contamination from
corrupting the decision boundary. Experiments demonstrate
significant improvements, validating that intelligent sample
weighting enhances boundary robustness without requiring
clean training data.

Deep One-Class-Based Approaches: Deep one-class
learning confronts representation collapse as its fundamental
challenge. This occurs when networks learn trivial mappings
that satisfy objectives without capturing meaningful structure.
Solutions diverge into three areas: preventing collapse through
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adversarial training or architectural design, handling contam-
inated training data, and adapting to specific modalities.

Preventing Representation Collapse. Early deep one-
class methods, particularly DeepSVDD, suffered from collapse
where all points map to identical representations. This trivially
satisfies hypersphere objectives but captures no meaningful
patterns. Two complementary strategies emerged to address
this challenge: adversarial training and hierarchical architec-
tural design.

The adversarial approach [94] leverages the manifold hy-
pothesis: normal data resides on low-dimensional manifolds,
enabling synthetic anomaly generation through off-manifold
perturbations. Training alternates between creating hard nega-
tives via gradient ascent around normal points and optimizing
classification between originals and perturbations. Collapse
becomes impossible because identical mappings eliminate dis-
criminability. This manifold-based strategy generalizes across
modalities without requiring domain-specific augmentations,
unlike transformation-based self-supervision. The DROCC-LF
variant learns Mahalanobis distances when limited negatives
are available.

In contrast, the hierarchical approach [95] prevents collapse
through architectural constraints rather than adversarial pres-
sure. THOC introduces multi-hypersphere structures for time
series, replacing DeepSVDD single global hypersphere with
hierarchical layers that capture multi-scale temporal dynamics.
Dilated RNNs with exponentially increasing skip connections
enable lower layers to model short-term patterns while up-
per layers capture long-term dependencies. Each layer learns
multiple hypersphere centers organized via differentiable soft
clustering. Orthogonal regularization prevents center redun-
dancy while temporal self-supervision enhances representation
learning. Ablations validate that both hierarchical structure
and multiple hyperspheres per layer are essential, removing
either substantially degrades performance. These complemen-
tary approaches establish that collapse prevention requires
either discriminative pressure or explicit structural constraints.

Contamination-Robust Time-Series Methods. Real-world
training data frequently contains unlabeled anomalies, vio-
lating clean-data assumptions. Recent work addresses this
through three distinct philosophies: soft uncertainty-based
masking, hard input decomposition, and learned feature mask-
ing with pseudo-labeling.

Uncertainty modeling [96] treats contamination as a confi-
dence problem. COUTA produces dual distance predictions
whose disagreement signals potential contamination. High
uncertainty triggers exponential masking coefficient reduc-
tion while penalizing uncertainty itself to ensure confident
predictions on legitimate normal samples. This soft masking
preserves informative boundary samples that hard filtering
would discard. Domain-specific synthetic anomalies, point,
contextual, and collective perturbations, provide anomaly-
aware guidance through an auxiliary classification head. The
dual calibration (uncertainty modeling and synthetic anoma-
lies) contributes synergistically.

Hard decomposition [97] takes a fundamentally different
approach inspired by Robust Principal Component Analysis.
Rather than weighting samples, ROC explicitly separates

inputs into low-rank clean structure and sparse anomalous
components. Only clean data feeds the autoencoder while
sparsity constraints apply to anomalous parts. Neural networks
enable nonlinear temporal decomposition through alternating
optimization, extending linear Robust PCA to complex tempo-
ral patterns. This hard separation proves particularly effective
when contamination exhibits structured sparsity. The method
also addresses single-hypothesis limitations by combining
reconstruction and one-class objectives.

Learned masking with pseudo-labeling [98] addresses both
contamination and the identical shortcut problem simulta-
neously. AMFormer network-driven masking breaks identity
shortcuts by forcing reconstruction from partial features, while
active MSE loss assigns exponentially decreasing weights
based on reconstruction errors. Unlike COUTA uncertainty-
based soft masking, this exponential pseudo-label weighting
provides more aggressive downweighting. Unlike ROC hard
decomposition, the soft re-weighting preserves boundary sam-
ple information. The unified single-stage optimization jointly
learns which features to mask and how to weight samples,
avoiding the misaligned objectives of two-stage methods.

These approaches represent a spectrum from soft to hard
contamination handling, each suited to different contamination
characteristics.

Tabular-Specific Adaptations. Tabular data presents
unique challenges: unknown structure, mixed types, hetero-
geneous features, low correlation, and sensitivity to single-
feature changes. Image-focused methods fail to address these
characteristics. Two recent approaches demonstrate that spe-
cialized architectures are essential, though they pursue funda-
mentally different design philosophies.

The GAN-based approach [99] adapts generative adversarial
training for tabular heterogeneity through dual encoders and
1D-convolutional layers. Where image GANs use 2D convo-
lution, 1D convolution captures tabular feature correlations
and single-feature sensitivity. The dual encoder architecture
addresses the non-intersecting manifold problem during train-
ing: the real encoder learns the generator inverse for detec-
tion while the fake encoder co-trains with the generator for
learning guidance. This separation differs from single encoder
approaches or integrated dual encoders by providing sepa-
rated training objectives that prevent mode collapse. Ablations
validate that 1D convolution contributes feature correlation
modeling while dual encoders provide training stability.

The disentanglement approach [100] addresses a funda-
mental limitation of prior masking methods where learnable
masks produce uniform soft values that essentially mask noth-
ing, leading to identity mappings. Disent-AD employs two-
head self-attention to extract non-overlapping attribute subsets
with orthogonality constraints ensuring genuine separation.
Successful reconstruction from either subset independently
validates learned correlation rather than memorization. Abla-
tions confirm that removing disentangling loss causes dramatic
drops, the model fails to extract non-overlapping subsets
without orthogonality constraints. Analysis reveals two subsets
are optimal; more subsets become harder to train and may
exceed actual correlation structure.

Both approaches validate that tabular characteristics demand
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specialized architectures rather than adapted image methods.
The GAN-based strategy focuses on robust training through
dual encoders, while the disentanglement strategy focuses on
explicit correlation modeling through subset decomposition.

9) Forecasting-Based AD: Forecasting-based anomaly de-
tection operates on the principle that normal behavior exhibits
predictable temporal patterns. These methods model expected
future values and identify anomalies as significant deviations
between predictions and observations. The paradigm assumes
that models trained on normal data cannot accurately forecast
anomalous events, manifesting as elevated prediction errors or
violations of learned uncertainty bounds.

Shallow Forecasting-Based Approaches: Classical statis-
tical time series methods form the foundation of forecasting-
based anomaly detection. [101] demonstrates this approach
through ARIMA and a modified Holt-Winters method ap-
plied to network traffic monitoring. Both techniques con-
struct confidence bands around forecasts, flagging observations
that simultaneously violate thresholds on multiple metrics as
anomalies. The ARIMA model captures linear dependencies
through autoregressive and moving average components, while
the modified Holt-Winters method explicitly models trend and
seasonality through exponential smoothing. A critical design
choice emerges in confidence band construction: symmetric
intervals based on variance-to-mean ratios versus asymmetric
intervals adapted to error distribution characteristics, with the
latter proving more effective at reducing false positives.

The 2001 work by [102], while focused on outlier detection
within ARIMA model fitting rather than operational anomaly
detection, provides important historical context. This earlier
research addressed a fundamental challenge: classical maxi-
mum likelihood estimation fails when training data contains
outliers, creating a bootstrapping problem where contaminated
data yields biased models. The solution of robust parameter
estimation combined with iterative detection and cleaning
influenced subsequent developments in making forecasting
methods resilient to noisy real-world conditions.

Modern shallow methods have evolved toward online op-
eration and novel anomaly indicators. [103] introduces online
gradient descent for continuous ARIMA parameter adaptation,
enabling true streaming detection without batch retraining.
Beyond computational efficiency, this approach proposes mon-
itoring discrete differences in model weight coefficients rather
than prediction residuals. The rationale is that sudden shifts
in optimal parameters may signal system state changes more
robustly than residual spikes, though this introduces heuristic
complexity through multiple aggregation metrics and threshold
selection strategies.

Deep Forecasting-Based Approaches: The evolution from
statistical to neural forecasting methods began with recur-
rent architectures capable of learning long-term dependencies.
[104] established stacked LSTM networks as the foundation
for this paradigm. By modeling prediction errors as multi-
variate Gaussian distributions estimated from normal training
data, the method provides anomaly likelihoods rather than
binary classifications. A key insight is multi-step prediction:
forecasting several timesteps ahead ensures the network cap-

tures meaningful temporal structure, generating richer error
signatures than single-step prediction.

Alternative neural architectures soon emerged. Deep-
AnT [105] demonstrated that convolutional networks can
effectively replace recurrent models for time series fore-
casting, offering dramatic computational advantages through
parallel processing while maintaining competitive accuracy.
Meanwhile, HTM [106] explored neuromorphic principles,
using sparse distributed representations and continuous online
learning to handle concept drift. A critical innovation in HTM
is the two-layer detection framework: the sequence memory
predicts future representations, then an anomaly likelihood
layer models the distribution of prediction errors to reduce
false positives in noisy streams. This separation of prediction
from anomaly scoring, rather than direct residual thresholding,
proves essential for robust performance.

The shift to multivariate time series required explicitly
modeling inter-sensor relationships. Graph Deviation Net-
work [107] addresses this through learned graph structures
where attention mechanisms weight the importance of different
sensor dependencies for forecasting. Each sensor receives an
embedding that captures its behavioral characteristics, and
the graph structure itself emerges from similarity in embed-
ding space. Anomalies manifest as deviations from graph-
constrained predictions, with attention weights providing inter-
pretability about which relationships were violated. A related
idea is applied to in-vehicle CAN traffic in [108], where
correlated signals are forecast jointly and an anomaly is raised
when their combined prediction error exceeds a threshold.

Transformer architectures brought significant advances
through their ability to process entire sequences in parallel
and model long-range dependencies. TranAD [109] combines
transformers with adversarial training and self-conditioning:
reconstruction errors from an initial inference phase become
focus scores that guide attention in a second phase, amplifying
subtle anomalies. Two decoders engage in an evolutionary
adversarial game where one minimizes reconstruction error
while the other maximizes it, with training weights shift-
ing from reconstruction-focused to adversarial-focused over
epochs. The GAT-Informer hybrid [110] extends this by com-
bining graph attention for sensor relationships with Informer
architecture for efficient long-sequence processing, using both
short-term and long-term forecasting to validate predictions
against future trends.

A distinct line of research focuses on uncertainty quantifi-
cation rather than point predictions. [111] constructs predic-
tion intervals using Monte Carlo dropout and quantile boot-
strap methods across multiple architectures including cascaded
networks, echo state networks, and LSTMs. Anomalies are
identified when observations fall outside learned uncertainty
bounds, with dynamic thresholding based on Chebyshev’s in-
equality adapting to data characteristics. This approach makes
explicit what remains implicit in residual-based methods: the
confidence in predictions varies across the time series, and
anomaly detection should account for this uncertainty.

The comprehensive benchmark study by [71] systemati-
cally compares seven deep learning paradigms on the same
problem, revealing that hybrid architectures combining LSTM
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temporal modeling with autoencoder reconstruction princi-
ples significantly outperform either approach alone. The
study demonstrates that pure reconstruction methods without
temporal modeling produce excessive false positives, while
classification-based approaches require labeled data. Ensemble
methods and data augmentation via GANs prove particularly
effective for handling the severe class imbalance inherent to
anomaly detection.

Several design principles emerge across these methods. The
shift from univariate to multivariate modeling requires ex-
plicit mechanisms for capturing inter-dimensional dependen-
cies, whether through graph structures, attention mechanisms,
or joint reconstruction. Finally, interpretability increasingly
comes not just from detecting that an anomaly occurred, but
from explaining which features or relationships caused the
deviation, a capability that graph-based and attention-based
methods provide through their learned structures.

10) Summary of AD Methods: Table IV provides a com-
prehensive summary of the AD methods discussed in this
section, organized by category and approach, along with their
key references.

11) XAI in AD: In this section, we explore the application
of XAI approaches in AD. In many real-world industrial
scenarios, explicit fault or anomaly labels are scarce, unre-
liable, or entirely unavailable, making unsupervised learning
a natural and often unavoidable choice. While this paradigm
enables the identification of deviations from normal oper-
ating conditions without prior knowledge of failure modes,
it further increases the interpretability challenges of data-
driven models. In particular, it is often unclear why a specific
observation is flagged as anomalous, which process variables,
signal features, or temporal dynamics contribute most to
the detected deviation, or whether the anomaly reflects a
meaningful physical phenomenon rather than noise or data
artifacts. This lack of transparency limits trust, hampers root-
cause analysis, and complicates the deployment of AD systems
in safety-critical industrial environments. In this context, XAI
techniques become essential to uncover the internal reasoning
of AD models, providing both global insights into learned nor-
mality patterns and local explanations of individual anomalies,
in support of reliable, human-centered monitoring solutions
aligned with the Industry 5.0 vision. As will be discussed
in the following section, the majority of application-oriented
studies on AD in the industrial domain rely on a limited set
of deep learning architectures that have demonstrated high
detection performance. However, despite their effectiveness,
deep anomaly detection models are often criticized for their
limited interpretability. For this reason, the majority of XAI
methods adopted in this context are post-hoc, with several
works proposing their use to improve the transparency of
the underlying Neural Networks (NNs) [112]. Importantly, the
availability and suitability of XAI methods strongly depend on
the specific model architecture employed. In particular, Recur-
rent Neural Network (RNN) such as Long Short Term Memory
Network (LSTM) and Gated Recurrent Unit (GRU), together
with reconstruction- and generation-based approaches includ-
ing Auto Encoders (AE), Variational Auto Encoder (VAE),
and Generative Adversarial Network (GAN), are among the

most commonly adopted solutions. Consequently, the follow-
ing discussion focuses on XAI methods that are applicable
to these model architectures, with the aim of demonstrating
how interpretability can be enabled in real-world, industrial
AD scenarios. AEs are among the most widely adopted
architectures for AD, based on the assumption that anomalous
samples are more difficult to reconstruct than normal ones.
However, their encoder–decoder structure inherently limits
interpretability, as anomalies are typically identified through
aggregate reconstruction errors. To address this issue, most ex-
plainability approaches for AE-based models rely on post-hoc
XAI techniques. Common strategies include feature attribution
methods, such as Shapley Additive Values (SHAP) [113] and
gradient-based explanations, which quantify the contribution
of individual input variables to the reconstruction error, as
well as model-specific analyses inspecting feature-wise or
temporal reconstruction residuals. In addition, visualization
techniques, particularly in image and video applications, are
often employed to localize anomalous regions by highlighting
discrepancies between input and reconstructed data. Despite
these efforts, explanations for AE-based AD models are gen-
erally local and instance-specific, providing limited insight into
the global behavior of the learned normality model [112],
as observed in industrial applications such as the AE-based
approach proposed by Jang et al. [114]. RNNs, in particular
LSTM and GRU architectures, are widely used for AD in
sequential and time-series data due to their ability to model
temporal dependencies and predict normal system dynamics.
However, the temporal recurrence and internal gating mech-
anisms of RNNs make their decision process difficult to in-
terpret. As a result, explainability for RNN-based AD models
is predominantly addressed through post-hoc XAI techniques.
Common approaches include feature attribution methods such
as SHAP [113] and gradient-based explanations to identify
the most influential variables or time steps contributing to an
anomalous prediction, as well as surrogate models like Lo-
cal Interpretable Model-Agnostic Explanations (LIME) [115]
to approximate local model behavior. Additionally, attention
mechanisms and relevance propagation techniques are some-
times exploited to provide insights into temporal importance
patterns. Despite these efforts, explanations for RNN-based
AD models are typically local and instance-specific, often
computationally demanding, and strongly dependent on the
specific RNN architecture and input sequence length, offering
limited insight into the global temporal behavior learned by
the model, as observed in industrial applications such as the
LSTM-based approach proposed by Nor et al. [116].

B. AD Industrial Applications

This is the section where several industrial case studies
are consider to showcase how the methodologies presented
in II-A2 are applied in real-world scenarios.

Unlike II-A2, where the focus was on the methodolog-
ical aspects, in this section we mainly treat case studies
highlighting the specific choices that are made to ensure a
successful integration of such AI-based technologies inside
complex industrial scenarios.
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TABLE IV
SUMMARY OF AD METHODS REVIEWED IN SECTION II-A, ORGANIZED BY CATEGORY, LEARNING PARADIGM (SHALLOW/DEEP), AND APPROACH.

Category Type Approach Key Methods References

Density-Based

Shallow
Local density estimation LOF, LOCI, LDF [32], [33], [34], [35], [36], [37]
Histogram-based HBOS, Loda [38], [39], [40]
Copula and mixture models COPOD, GMM [41], [42]

Deep
Normalizing flows Conditional flows, likelihood ratio [43], [44], [45], [46]
Hybrid AE-density DAGMM [47]
Diffusion-based TabADM [48]

Distance-Based Shallow

Nearest neighbor k-NN, adaptive neighborhood, DTW vari-
ants

[49], [50], [51]

Mass-based dissimilarity Probability mass distance [52]
Angle-based ABOD [53]
Robust subspace CoMadOut [54]

Deep Learned representations BiGAN-Mahalanobis, CTF, contrastive
learning

[55], [56], [57]

Ensemble-Based
Shallow Isolation-based Isolation Forest, Extended IF, Hypersphere

IF
[58], [59], [60], [61], [62], [63],
[64], [65]

Selective combination LSCP, graph-based selection [66], [67], [68]

Deep Deep isolation Deep Isolation Forest [69]
Hybrid ensembles Stacked AE + PNN, LSTM-AE ensembles [70], [71]

Reconstruction-
Based

Shallow PCA-based Linear PCA, Kernel PCA, Online PCA [72], [73]
Sparse representation Joint sparse coding [74]

Deep
Autoencoder variants AE, VAE, OmniAnomaly, GTAD [75], [76], [77]
Adversarial methods USAD, DAEMON [78], [79]
GAN-based AnoGAN variants, GASN [80], [81]

Clustering-Based Shallow
Density-based clustering OPTICS, DBSCAN variants [82], [83], [84]
Hybrid clustering-classification k-Medoids + SVM, K-Means + DBSCAN

+ SVM
[85], [86]

Fuzzy clustering Weighted FCM with PSO [87]

Deep Deep clustering Normalized AE + k-means, latent space
splitting, fair clustering

[88], [89], [90], [91]

One-Class-Based

Shallow Kernel-based OCSVM, phase space embedding, adaptive
weighting

[92], [93]

Deep
Collapse prevention DROCC, THOC [94], [95]
Contamination-robust COUTA, ROC, AMFormer [96], [97], [98]
Tabular-specific Dual encoder GAN, Disent-AD [99], [100]

Forecasting-Based

Shallow Statistical ARIMA, Holt-Winters, Online ARIMA [101], [102], [103]

Deep

RNN-based Stacked LSTM, HTM [104], [106]
CNN-based DeepAnT [105]
Graph-based Graph Deviation Network, GAT-Informer [107], [110]
Transformer-based TranAD [109]
Uncertainty quantification MC dropout, quantile bootstrap [111], [71]

Before diving into specific approaches and applications,
it is useful to provide an overview of the main industrial
contexts in which AD, FD, and PdM techniques are deployed.
Industrial systems typically involve multiple interacting layers
— mechanical, electrical, cyber-physical, and human — each
of which can be a potential source of faults or abnormal
behaviors. Identifying and classifying such faults is there-
fore essential to understand how AI-based diagnostic and
prognostic frameworks are tailored to different operational
environments.

Tables V and VIII present a taxonomy of representative
industrial fault categories and subcategories that form the
conceptual foundation for this overview. The classification
highlights the domains where data-driven and hybrid diagnos-
tic systems are most relevant, including:

• Equipment / Mechanical faults, such as wear, imbalance,

or component degradation;
• Process / Quality deviations, including process drifts, raw

material inconsistencies, or quality defects;
• Sensor / Data anomalies, arising from calibration errors,

data loss, or malicious signal manipulation;
• Control System / Cyber faults, including PLC malfunc-

tions, control loop instabilities, and cybersecurity threats.

These fault categories capture the complex and interconnected
nature of industrial operations, illustrating how anomalies and
failures may emerge and propagate across physical and digital
layers. Each group also corresponds to a set of challenges
and research efforts in developing AI-driven models capable
of ensuring robust, interpretable, and human-centric decision-
making.

Building on this taxonomy, the following subsections pro-
vide a structured examination of the three key paradigms in



Anomaly and Fault Detection and Predictive  
Maintenance: a Review on Industrial Applications

60 SPECIAL ISSUE OF THE INFOCOMMUNICATION JOURNAL

Industrial AI for Industry 5.0

ANOMALY AND FAULT DETECTION AND PREDICTIVE MAINTENANCE: A REVIEW ON INDUSTRIAL APPLICATIONS 17

industrial diagnostics and prognostics — AD, FD, and PdM
— highlighting their methodological principles, application
domains, and relevance within the evolving landscape of
Industry 4.0 and 5.0.

As summarized in Table V, AD techniques are utilized
across multiple fault categories — from mechanical degra-
dation and process deviations to sensor and cyber-physical
anomalies — enabling early identification of abnormal patterns
and improving overall system resilience.

1) Mechanical/equipment faults: Mechanical and
equipment-related faults represent one of the most extensively
studied application domains for AD, encompassing a wide
range of phenomena such as rotating machinery degradation,
tool wear, bearing defects, and electromechanical component
failures. Within this broad category, rotating machinery has
attracted significant attention due to the availability of rich
vibration data and well-established condition monitoring
practices, motivating the development of numerous AD
approaches. For instance, [117] employs a hybrid bidirectional
LSTM–GRU autoencoder trained on healthy vibration data;
reconstruction error is used to identify abnormal machine
behavior and predict maintenance needs. [118] also adopts
an AE framework but directly processes raw vibration
signals without manual feature extraction, reaching an
F1-score of 99.6% on real-world datasets. [119] proposes
a modular methodology combining AD with XAI tools
(SHAP and Local-DIFFI), enabling both automated fault
diagnosis and interpretability of model decisions. Recent
studies on tool wear detection emphasize AD approaches
to overcome the limitations of traditional FD, which often
requires extensive labeling. [120] proposes two low-label or
label-free strategies for predicting the end of life of drilling
tools: a classification-based AD method using XGBoost, and
an unsupervised AE model. Both approaches demonstrate
high accuracy across different cutting parameters, with the
XGBoost model providing an interpretable wear indicator and
the autoencoder’s reconstruction error effectively correlating
with tool degradation. [121] presents an unsupervised deep
learning–K-means hybrid method for tool health monitoring,
where vibration signals undergo unsupervised pre-training to
automatically extract relevant fault features, exploiting an AE
model. This integration allows adaptive feature learning and
accurate clustering of tool conditions in large-scale, multi-tool
datasets, eliminating the dependence on expert knowledge
or manual feature design. AD methods have shown strong
potential for identifying faults in induction motors and
electrical drives, where abnormal data are often scarce. [122]
introduces a GAN-based model (GANomaly) that uses audio
signals transformed into mel-spectrograms from multiple
microphones to detect bearing faults in induction motors.
The method achieves high performance, with an AUROC
of 0.9822 and 92.52% accuracy, effectively distinguishing
between normal and faulty conditions without prior exposure
to fault data. [123] proposes a VAE-based approach for
anomaly detection in electric drives, relying on reconstruction
error as the fault indicator. Trained and tested on data from a
200 W servo-motor testbed, the model demonstrates reliable
detection performance and is successfully implemented on a

DSP platform for real-time evaluation, confirming its practical
applicability to industrial systems.

2) Process/Quality faults: Within the industrial domain,
AD methods have also been applied to monitor process
stability and product quality, addressing both process drift and
manufacturing defects.

For process drift and anomalies, [124] presents an AD
framework for complex industrial machinery such as gas
turbines. The proposed method combines AE-based architec-
tures with sliding windows to detect early signs of abnormal
behavior directly from operational data, without requiring
previously recorded fault instances. Validated on real industrial
environments, the approach provides real-time monitoring
capabilities and generates valuable information for predictive
maintenance. Its adaptable design allows application to other
variable-duration industrial processes where labeled data are
limited or unavailable.

Regarding product quality defects, [125] investigates vac-
uum testing in refrigerator production, introducing a Bayesian
Neural Network (BNN) for DL–based AD on time-series
pressure profiles. The model produces an anomaly score for
each unit, supporting operators in inspection and quality con-
trol decisions. By explicitly accounting for model uncertainty,
the BNN enhances interpretability and reliability, reducing
dependence on manual evaluation. Integrated within a decision
support system, this approach mitigates human bias, optimizes
inspection efforts, and minimizes production costs associated
with false positives and false negatives.

3) Sensor/Data faults: In modern industrial environments,
the integration of cyber-physical systems (CPS) and Indus-
trial Internet of Things (IIoT) infrastructures has increased
exposure to security threats such as false data injection (FDI)
and other signal manipulation attacks. AD methods have
been proposed to address these challenges by learning normal
system behavior directly from data, without requiring labeled
attack instances.

[126] introduces an unsupervised RNN-based approach for
detecting cyber-attacks in CPS, using a time-series predic-
tion model combined with the Cumulative Sum (CUSUM)
technique to identify anomalies. Applied to the Secure Water
Treatment Testbed (SWaT) dataset, the method effectively
detects a wide range of attack scenarios while maintaining
a low false positive rate, and can also pinpoint the specific
sensor under attack, enhancing interpretability and response
accuracy.

[127] focuses on false data injection detection within IIoT
systems, leveraging AEs to exploit both temporal and spa-
tial correlations among sensor data. The approach not only
detects falsified measurements but also employs Denoising
Autoencoders (DAEs) to recover clean data from compromised
signals. Experimental results demonstrate that this method out-
performs Support Vector Machine (SVM)-based techniques,
offering a more robust and self-correcting mechanism for
safeguarding industrial sensor networks.

4) Control/Cyber systems faults: AD techniques are in-
creasingly employed in control and CPS to ensure operational
reliability, real-time responsiveness, and resilience against both
process-related faults and cyber intrusions.



Anomaly and Fault Detection and Predictive  
Maintenance: a Review on Industrial Applications

61SPECIAL ISSUE OF THE INFOCOMMUNICATION JOURNAL

Industrial AI for Industry 5.0

ANOMALY AND FAULT DETECTION AND PREDICTIVE MAINTENANCE: A REVIEW ON INDUSTRIAL APPLICATIONS 18

TABLE V
TAXONOMY OF INDUSTRIAL FAULT TYPES, REPRESENTATIVE SUBCATEGORIES, AND CORRESPONDING USED METHODS.

Fault Type Category References

Equipment /
Mechanical

Rotating machinery faults (bearings, shafts, gears, imbalance) [117], [118], [119]
Tool wear and breakage (cutting tools, milling, drilling) [120], [121]
Induction motor / electrical drive faults (stator winding, rotor bars) [122], [123]

Process / Quality Process drift and anomalies (chemical, thermal, flow processes) [124]
Product quality defects (surface cracks, mis-shapes, etc.) [125]

Sensor / Data Cyber-physical signal injection (spoofed/manipulated IoT data) [126], [127]

Control / Cyber
systems

ICS faults (PLC malfunction, loop instability) [128], [129], [130]
Cybersecurity faults (intrusion, denial-of-service, adversarial
manipulation)

[131]

For Industrial Control System (ICS) faults, [128] demon-
strates the use of a composite AE model trained on HIL-
augmented ICS data to identify anomalous behavior in ICS
without relying on labeled datasets. The approach effectively
captures both temporal and value-based deviations, enabling
robust real-time monitoring and enhanced process reliability.
[129] investigates AD in ICS communication networks under
simulated lateral cyberattacks, comparing several machine
learning models such as One Dimensional Convolutional
Neural Networkss (1DCNNs), LSTMs, SVMs, and Isolation
Forests (IFs). The 1DCNN achieved the best trade-off between
accuracy (0.92) and processing time, making it well-suited for
real-time intrusion detection in critical infrastructure. [130]
introduces a decentralized and real-time AD framework for
cyber-physical production systems, employing multiple 1D
Convolutional Autoencoders (1DCAEs) in a sliding-window
configuration. By decentralizing model execution across in-
dividual subsystems, the approach reduces communication
overhead and eliminates the need for expert configuration,
achieving reliable detection of local process anomalies in real
industrial settings.

Regarding Cybersecurity faults, [131] explores unsupervised
clustering-based AD applied to heterogeneous cybersecurity
data streams. The study evaluates several clustering algorithms
using metrics such as WSSSE and Silhouette scores, iden-
tifying K-Means as the most effective method for detecting
anomalies in real-time streaming data. The proposed frame-
work demonstrates high detection accuracy while maintaining
computational efficiency, supporting timely decision-making
in dynamic cybersecurity environments.

III. FAULT DETECTION AND DIAGNOSIS

A. FDD Methods and Theoretical Foundations

In this section the theoretical foundations and the state of
the art methodological approaches for FDD will be presented.

1) FDD Definitions: FDD is a key function in industrial
automation, aimed at identifying malfunctions in monitored
systems. As part of condition monitoring, it enables timely
recognition of faults, helping to maintain reliability, safety and
efficiency.

FDD is usually divided into two main tasks:

1) Fault Detection: deciding whether the system is operat-
ing normally or if a fault is present, producing a binary
outcome.

2) Fault Diagnosis: determining the specific type, cause
and/or location of the fault, namely fault classification.

Methods for FDD are commonly grouped into three
categories: knowledge-based, model-based, and data-driven.
Knowledge-based methods rely on expert knowledge, heuris-
tics, or rule-based reasoning to identify faults.

Model-based approaches, on the other hand, employ math-
ematical or physical representations of a system nominal
behavior. Faults are detected by comparing outputs predicted
with such representations against measured data. Abnormal
conditions are identified when significant deviations are ob-
tained in the latter comparison.

Both categories perform well when the process is thor-
oughly understood and accurate models or expert rules can
be established. In many complex industrial systems, however,
developing such detailed knowledge or precise models is
impractical or prohibitively costly, which limits their appli-
cability in such cases. Data-driven approaches, by contrast,
overcome these limitations by extracting patterns that charac-
terize normal and faulty system behaviors by large volumes
of data [132].

Within data-driven techniques, statistical-based approaches,
such as Statistical Process Control (SPC) and Principal Com-
ponent Analysis (PCA), are widely used for FDD [133].
These methods detect deviations from normal operations by
analyzing the underlying data structure, for example through
hypothesis testing or dimensionality reduction. Since they do
not learn predictive mappings, they are not considered ML
methods and are therefore not reviewed here.

In the context of machine learning, FDD is typically for-
mulated as a supervised learning problem. Labeled examples
of both normal operation and known faults are used to train
models, which can then detect and/or classify incoming data
according to these predefined categories. This limits FDD to
faults seen during training, so novel faults cannot be reliably
classified. In contrast, AD is typically unsupervised, detecting
any deviation from a learned normal behavior. While this
distinction is not universally shared in the literature, we adopt
it in this work, forming the basis for the following discussion.
Finally, FDD differs from PdM in terms of the task objective.
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FDD is diagnostic, assessing the current state of the system,
whereas PdM is prognostic, aiming to predict future system
degradation and failures (see Section IV-B).

In ML-based FDD, different types of data are collected
and used. For machinery fault diagnosis, vibrational data
are the most utilized [24], as they are informative for a
wide range of machinery faults. Acoustic emissions are also
employed, particularly for early fault detection in rotating
components and induction motors [134], [135], as they are
cheaper and less invasive than vibration-based analysis. Motor
current signals are commonly used in Motor Current Signature
Analysis (MCSA) for the diagnosis of electrical faults, such
as broken rotor bars or shorted stator windings [136]. Other
data, such as wear debris analysis, oil analysis or thermal
imaging are also employed [24]. For discrete manufacturing
machines, common types of logs are cycle time, throughput,
utilization, or acceleration/deceleration rates [132]. In addition,
for industrial processes, control variables are typically used,
such as temperature, pressure, flow rates. For IIoT and CPSs
faults may include not only mechanical or process ones, but
also cyber-attacks (e.g., in SCADA systems), communication
failures or firmware faults. In such context, data for FDD can
include network traffic logs or protocol in addition to sensor
and control data [137], [138].

2) FDD Methods:
Traditional ML: FDD using traditional machine learning

relies heavily on feature engineering, a critical pre-process for
the successful deployment of the models. Raw sensor mea-
surements or system logs must be transformed into informative
descriptors that capture the characteristic of normal and faulty
operation.

The specific types of designed features depend on the
domain and available measurements. For rotating machinery
and equipment standard transformations such as Fast Fourier
Transform (FFT), Wavelet Transform (WT), Wavelet Packet
Transform (WPT), Empirical Mode Decomposition (EMD),
Hilbert-Huang Transform (HHT), Variational Mode Decom-
position (VMD), or Short Time Fourier Transform (STFT),
are commonly used to expose frequency- and time-frequency
patterns that indicate mechanical or electrical faults [24].
Features are typically grouped into:

• Time-domain features: statistical descriptors such as
Root Mean Square (RMS), kurtosis, skewness, peak-to-
peak value, and crest factors. It is also a common practice
to compute cumulative versions of these features in order
to obtain monotonically increasing variables to better
represent the advancement of equipment degradation.

• Frequency-domain features: spectral peaks, fault-
characteristic frequencies (e.g. Ball Pass Frequency Outer
Race), band energy ratios or sideband patterns in induc-
tion motors (via MCSA, indicative of rotor or eccentricity
faults) [139]. In particular, fault-characteristic frequencies
are particularly useful in rotating machinery equipment
(i.e. bearings, gears, . . . ) [140] where the frequency
spectrum is characterized by the presence of harmonics
associated with the rotational speed of the equipment.

• Time-frequency features: These kind of features are
used in presence of non-stationary or highly oscillatory

signals, where time and frequency domain features are
not able to provide HI capturing the true health state
of the equipment. Typically used time-frequency domain
features are: STFT, Wigner-Ville Distribution (WVD) and
WT.

For Discrete Manufacturing Machines (i.e., machines that
operate in distinct cycles to produce individual items [132]),
additional features such as cycle time, throughput, utilization,
and other discrete operational KPIs are often used [132],
[141]. Discrete events such as actuator commands and sensor
triggers can also serve as informative indicators of faulty
behavior [142]. Despite their relevance FDD approaches for
discrete manufacturing machine are relatively underexplored
in the literature. For IIoT-specific faults, including attacks, in-
trusions or communication failures, features typically describe
network communication patterns (e.g., traffic flows, protocol
usage), enabling the detection of cyber-physical faults.

Once features are extracted, standard supervised mod-
els are trained. Widely used classifiers include Random
Forest (RF) [143], [144], [145], [146], [147], gradient-
boosted trees (e.g., XGBoost, LightGBM) [148], [145], [147],
SVM [149], [150], [151], K-nearest neighbors (k-NN)[152],
shallow NN [153], [150] and ensemble models [154]. These
models have also been shown to perform effectively in multi-
fault scenarios, where a single model must identify and clas-
sify multiple simultaneous faults, a more realistic and robust
setting [155].

In addition to feature engineering, feature selection is
important for improving model accuracy and generalization
and mitigate overfitting, for both machinery faults and cyber-
attacks. Common approaches include recursive feature elimi-
nation [148], filtering based on their importance (e.g., derived
from RF or XGBoost) [156], correlation-based selection [157],
[145], or more advanced optimization-based methods [158].

Hybrid architectures combining deep learning for automatic
feature extraction with shallow classifiers for decision making
have also been proposed. These approaches often outperform
both purely traditional and purely deep models, especially
when labeled datasets are limited or fault signatures are
complex. For example, [159] transformed vibration signals
into 2D Continuous Wavelet Transform (CWT) images, ex-
tracted multi-level features with a pretrained LeNet-5 Con-
volutional Neural Network (CNN), and classified them using
an ensemble of RF. Similarly, [160] demonstrated that CNN
features combined with RF or SVM improved diagnostic
performance while maintaining computational efficiency. On
the contrary, [156] first applied RF-based feature selection and
then trained a deep network, surpassing both shallow and deep
baselines for arc-series fault detection. Hybrid strategies are
also applied in multi-fault and explainable settings [155].

Although shallow ML is no longer the state-of-the-art for in-
dustrial FDD, it remains effective when distinctive fault signa-
tures can be explicitly extracted, labeled data are limited [143],
physical interpretability is important, or computational re-
sources are constrained. In contrast, DL dominates in scenarios
with high-dimensional, large-scale, and heterogeneous data
or when engineered features are not sufficient [161], [162].
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The hybrid approaches described above provide a practical
compromise.

Deep Learning: Industrial IIoT systems generate large-
scale, high-dimensional and heterogeneous data from diverse
sources, including physical sensors and/or cyber sources.
These data streams often exhibits nonlinear, noisy and nonsta-
tionary behavior, making manual feature engineering for tradi-
tional ML methods challenging and potentially insufficient for
capturing complex fault patterns. DL methods address these
challenges by automatically learning hierarchical discrimi-
native features directly from raw data, enabling end-to-end
modeling. Architectures such as CNNs, RNNs, Transformers
(TFs) or Graph Neural Networks (GNNs) effectively extract
spatial, temporal and contextual features across diverse data
modalities, achieving state-of-the-art performance.

Despite the end-to-end feature learning ability, studies have
demonstrated that data preprocessing remains a critical step
also in DL. For physical sensors, for example, techniques such
as filtering, normalization, time-frequency transformations or
empirical mode decomposition can enhance significantly sig-
nal quality and highlight fault-relevant structures, resulting in
improved performance and robustness [163], [164].

A trend is multiscale modeling, with the idea of capturing
fault signatures that manifest at different temporal, spatial
and spectral resolutions. Mechanical degradation process often
produce both short-lived transient impulses and long-term
effects, which cannot be fully represented at a single analysis
scale. Multiscale architectures address this by constructing
feature extractors (convolutional or wavelet-based) with mul-
tiple receptive fields sizes or frequency bandwidths, followed
by adaptive fusion mechanisms such as attention weights or
hierarchical pooling. In practice, such architectures tend to
have better generalization under varying speeds, loads and
noise conditions [165], [166].

In the following an overview of the most used architecture
is described. The distinction lies in feature extraction, while
the final decision-making is performed by a classification head
that maps these learned features to fault labels.

Convolutional Neural Networks.: CNNs are the most
adopted models in FDD literature [167] due to their ability
to learn local structured features from raw sensory inputs,
multivariate signal streams or transformed time–frequency
representations.

Two principal structural forms are prevalent:
• 1D-CNNs: operate on ordered 1D sequences and per-

form convolution along that axis. They are parameter-
efficient, preserve the natural ordering of the data and
are appropriate when the discriminative information is
one-dimensional (for example temporal) with strong local
correlations.

• 2D-CNNs: operate on two-dimensional representations,
typically time–frequency images (e.g., spectrograms,
scalograms) or spatially arranged multi-sensor maps, and
capture joint spatial, time–frequency or cross-sensor pat-
terns via 2D receptive fields.

Beyond these structural forms, numerous model architec-
tures have been adopted, ranging from ResNet, DenseNet,
CapsNet and CNNs with dilated convolutions [168], [24].

The 1D-CNNs are the preferred choice for univariate time
series, either in the time or frequency domain (e.g., after
applying FFT). For example, [169] presents a gearbox fault
diagnosis framework under variable operating conditions that
uses vibration data and 1D-CNN. To mitigate the effect of
variable operating conditions, which increase variability in the
learned features of the same fault types and reduce separability
between different fault types, the network applies intra-class
and inter-class constraints during training. This ensures that
features of the same fault type cluster tightly, while features of
different fault types remain well separated, enhancing discrim-
inability and improving fault diagnosis robustness. The study
in [170] addresses bearing fault diagnosis using motor-current
signals. It applies time-shifting, to remove dominant current
components, wavelet-based denoising and a lightweight 1D
causal-convolutional network that preserves temporal causality
while enabling efficient parallel training. The results show
higher accuracy and faster training relative to 2D-CNNs and
RNNs. In [171], features extracted from multi-modal sensor
signals (vibration and acoustic) are fused and fed into a
1D-CNN: empirical evaluation on a dedicated test platform
shows that sensor fusion improves diagnostic performance
over single-sensor approaches.

To apply 2D-CNNs, one typically need to convert the time
series into a 2D input. Some common approaches are:

• image transformation: a univariate time series is divided
into equal-length segments and stack them as rows of a
2D matrix, with the pixel/cell values being normalized
amplitudes of the signal, resulting in a grayscale im-
age [172]. However, the spatial correlations captured by
the network may be artificial, since the 2D structure does
not necessarily reflect inherent temporal of frequency
relationships in the original signal.

• Multivariate arrangement: for multivariate time series,
each row may correspond to a different sensor channel,
and grayscale values represent amplitude, or multiple
channels in the image may encode different sensors [173],
[174].

• Time-frequency transforms: such as wavelet trans-
form [175], [176] or Short Time Fourier Transform [177],
[178], [179] to convert mechanical/process time series
into 2D time-frequency representations. These advanced
techniques often results in better performance [164].
Some recent research embed these transforms directly in
the first convolutional layer so that the model can learn
the transformation parameters jointly with the classifica-
tion task (see Sec. III-A2).

Recently, attention mechanisms have demonstrated to be a
powerful enhancement to CNNs in fault diagnosis, allowing
network to selectively emphasize the most informative parts of
the input while suppressing irrelevant information. Depending
on the dimension along which adaptive weighting is applied,
attention modules in CNNs can be broadly categorized into
channel attention, spatial (local) attention and nonlocal or self-
attention. Channel attention learn the relative importance of
each feature map, enabling the network to emphasize dis-
criminative sensor channels or frequency bands. For example
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in [180], a two-branch CNN-based architecture is used for
jointly learn bearing fault diagnosis and signal denoising.
Channel-wise attention modules in both branches adaptively
reweight feature maps according to task relevance, improving
robustness under noisy conditions. In [181], channel attention
is combined with nonlocal attention in a residual CNN for
multi-task diagnosis from multi-sensor vibration data. In [168]
channel attention is used in conjunction with multi-feature
parallel fusion.

Spatial attention focuses on intra-feature spatial or temporal
local dependencies, highlighting the most informative regions
or time intervals within feature map. Nonlocal and self-
attention extend this principle to a global scale, capturing
long-range temporal or contextual correlations beyond the
convolutional receptive field [182]. For instance, in [164],
raw bearing vibration signals are decomposed using empirical
wavelet transform into low-, medium-, and high-frequency
components, which are then stacked as channels and pro-
cessed by a 1D self-attention-enhanced CNN. The attention
mechanism adaptively reweights the frequency channels, em-
phasizing fault-relevant temporal and spectral features. Other
studies effectively combine different types of attention, cap-
turing richer feature interactions and improving generalization
in many domains, including rotating machinery, industrial
processes and industrial robotics [182], [183], [184], [185].

Recurrent Neural Networks.: RNNs and enhanced vari-
ants, LSTM, GRU and bi-directional architectures (BiRNNs)
remain conceptually appealing for time-series-based fault
diagnosis because they implement a principled mechanism
for modeling temporal dependencies. In supervised industrial
FDD, however, they increasingly appear as components of
larger hybrid architectures rather than as standalone predictors.
The reason is structural: while recurrent units capture temporal
dynamics, they do not represent spatial correlations or multi-
scale patterns. Hybrid designs fill these gaps and empirical
studies shows that they surpass pure recurrent models. An
example is the Bi-LSTM-Quadratic NN (QNN) framework
in [186]. The Bi-LSTM provides long-range temporal model-
ing, while the QNN excels at nonlinear feature extraction and
offers improved interpretability. Evaluated on both the CWRU
dataset and a custom experimental platform for rolling bearing
fault diagnosis, the approach outperforms transformer-based
and residual architectures, even if computational complexity
remain a challenge for deployment in resource-constrained
industrial environments.

Hybrid CNN-RNN architectures are widely spread in the
literature. Convolutions extract localized and multiscale struc-
ture and recurrent units integrate these features across time,
surpassing both architectures when used in isolation. In [162],
a modified LSTM performs multi-step autoregression, and a
1D-CNN with channel decay handles fault classification on
industrial process data with injected faults. A similar approach
is presented in the Bayesian-optimized CNN-LSTM model for
hydro-turbine FDD in [187]. In there, the CNN constructs a
compressed denoised feature basis before the LSTM processes
temporal evolution, while Bayesian optimization tunes the hy-
perparameters. Similar approaches are specifically developed
for industrial robots [188] or rotating machinery [189]. More

elaborated designs extend this principle to multi-sensor and
multiscale settings. The integrated parallel CNN-deep residual
network-LSTM architecture in [190] fuses heterogeneous sen-
sor streams through parallel convolutional branches, followed
by a deep residual network and an LSTM module, improving
robustness on both cutting-tool monitoring and bearing-fault
diagnosis. Extensions combining CNNs, recurrent units and
attention mechanisms further enhance the accuracy, as demon-
strated in [165], [191].

Overall, these works converge on the same insight: recurrent
networks remain valuable, but their strength is highlighted
within hybrid models.

Transformers.: Transformers have recently gained trac-
tion in time-series modeling and FDD due to their ability
to capture long-range dependencies without relying on recur-
rence. Unlike RNNs, which propagate information sequentially
through hidden states, TFs use self-attention to model global
relationships across the entire input. This allows scalable
parallelization, making TFs particularly effective for large or
high-resolution sequences. However, they typically necessitate
more training data than recurrent architectures, which can
be limited in the data-scarce and imbalanced scenarios often
encountered in industrial FDD.

Transformer-based FDD architectures typically use only the
encoder, consisting of stacked self-attention and feedforward
layers, followed by a classification head. The self-attention
mechanism computes contextual relationships across all input
positions, whether in the time, frequency, or time-frequency
domain, enabling global interaction throughout the represen-
tation space.

In mechanical fault diagnosis, early studies applied TFs di-
rectly to raw time-domain signals, such as in [192] and [193].
The latter introduces a hybrid CNN-TF architecture to ex-
tract multiscale temporal features, where convolutional layers
downsample redundant local information to generate refined
key-value representations for self-attention. This approach
enhances noise robustness and outperforms baseline models,
including CNN, CNN-LSTM, RNN, LSTM and GRU on
both CWRU dataset and a rotating machinery experimental
platform. In the same direction, [194] extends the hybrid
CNN-TF framework into a multitask learning setting, enabling
simultaneous optimization of fault type and severity while
preserving robustness under variable operating conditions and
noise.

TFs can also be successfully adapted to the frequency
domain. For example, [195] first transforms raw signals into
spectral representations via FFT, which are then processed
through parallel transformer encoder branches to capture local,
medium-scale and global spectral features. Similarly, [196]
introduces a global frequency encoding layer within the TF,
performing learnable amplitude and phase filtering to facilitate
multiscale feature fusion, achieving robust fault detection
under high noise levels.

Time-frequency representations are a dominant input modal-
ity for TF-based FDD in rotating machinery. In [197], vi-
bration signals are processed using synchrosqueezed wavelet
transforms before attention-based feature extraction. In [198],
the vibration signal is decomposed into frequency-band sub-
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signals via discrete wavelet transform, converted into time-
frequency maps using continuous wavelet transform and fed
into a multiple Vision Tranformers (ViTs), with final classifi-
cation achieved through soft voting. Similarly [199] combines
CNN and TF modules on vibration data, surpassing purely
CNN-based methods on a experimental testbed. While most
of these studies focus on vibrational data, TFs have also been
applied to other signal modalities, such as acoustics [200].

Efforts to reduce TF-based FDD complexity while retaining
global dependency modeling include [201], which reformu-
late self-attention as depthwise convolution. This lightweight
design reduces parameters and computational cost by over
60% while maintaining superior performance on bearing and
gearbox datasets.

Although TFs generally outperform CNN-based baselines
when sufficient data are available, their generalization suffers
under limited or imbalanced datasets, a common challenge in
FDD [202]. Beyond conventional data augmentation strategies
such as SMOTE or GANs [203], [204], tailored solutions
have been explored. Notably, [202] treat attention weights as
random variables learned via Bayesian variational inference,
enhancing robustness to data scarcity and noise. Experiments
demonstrate that this Bayesian transformer surpasses ResNet,
Bidirectional Long Short Term Memory (BiLSTM), and vi-
sion transformer baselines on small-scale datasets, maintains
performance under noisy conditions and achieves good cross-
domain generalization.

Graph Neural Networks.: In many industrial systems,
sensors and process components exhibit structured intercon-
nections that can be naturally represented as graphs. Such data
are inherently non-Euclidean, making conventional architec-
tures such as CNNs suboptimal. In contrast, GNNs leverage
relational structure to learn fault-sensitive representations that
capture both local and global dependencies among process
variables.

Formally, a system at a given time (or over a time window)
can be represented as a graph

G = (X,A),

where X ∈ RN×F is the node feature matrix (each row
encodes F features for one of the N nodes) and A ∈ RN×N

is the adjacency matrix defining pairwise relationships among
nodes. Under normal operating conditions, the system graph
is denoted as G = (X,A), while under faulty conditions it
becomes Gf = (Xf ,Af ), since both node features and topo-
logical relations may vary due to faults. Hence, a GNN can, in
principle, detect and localize faults whose signatures manifest
either in node attributes or in the graph topology [205].

To apply GNNs, two main steps are typically required:
1) Graph construction: define the set of nodes, their fea-

ture vectors, and the adjacency matrix encoding pairwise
relationships.

2) Model selection, training, and inference: choose a
GNN architecture and train it to propagate information
through message passing, producing node or graph em-
beddings used for fault classification.

Regarding graph construction, the definition of nodes and
edges depend on the data source and, for time series, in the

univariate or multivariate nature. For univariate time series,
two main modeling approaches are commonly adopted [206]:

• Series-as-graph: each time series is segmented into win-
dows, and each window is treated as a node. Features
extracted from each segment form the node attributes,
while the adjacency matrix encodes relationships among
segments. The task is graph classification: extracted node
embeddings are aggregated into a graph-level representa-
tion, on which the final classifier operates to predict the
fault class for the entire time series [207], [208], [209].

• Series-as-node: each complete time series in a dataset
is assigned to a single node, with statistical or learned
features forming the node attributes. The task is node
classification: the classifier outputs a label (or probability)
for each node. This configuration enables modeling of
inter-sample relationships through the adjacency matrix,
for instance by encoding similarities between healthy and
faulty conditions [210].

For multivariate (multi-sensor) time series, inter-variable
dependencies can be modeled explicitly. Each sensor or pro-
cess variable corresponds to a node, and its measurements or
extracted features (statistical, temporal, or spectral) form the
node attributes. The adjacency matrix encodes relationships
among sensors, based on physical connectivity (e.g., from pro-
cess topology [211]), statistical dependencies or learned during
training. Single graphs are usually defined per time window
to represent the system state. Some strategies do not explicitly
model temporal continuity between windows/graphs [212],
[213], [214], treating each snapshot independently. Other
studies, instead, jointly capture both spatial and temporal
dependencies by constructing spatio-temporal graphs. In this
case, a sequence of graph instances:

{Gt = (Xt,At)}Tt=1

is defined over consecutive time intervals, where both Xt and
At may evolve with time. The GNN-based model used to deal
with such representations, called Spatio-Temporal Graph Neu-
ral Network (STGNN), comprises two interacting modules: a
spatial module (GNN, Graph Convolutional Network (GCN),
...) operating on each Gt to capture inter-sensor dependen-
cies at each time step, and a temporal module (e.g., RNN-,
Temporal Convolutional Networks (TCN)- or attention-based)
to model temporal dynamics, either in time or frequency
domain [215], [216], [217]. Alternative formulations also exist.
For instance, [218] divide multivariate time series into non-
overlapping windows, each containing data from all sensors.
Each window is treated as a node in the graph, reformulating
the problem as node classification.

Regarding edges/adjacency matrix construction, the litera-
ture distinguishes between heuristic-based and learning-based
approaches. Heuristic methods rely on pairwise similarity,
where edges are created between nodes with similar fea-
tures (e.g., using cosine similarity [207], [219] or Pearson
correlation [210], [216]).To maintain sparsity, only the top-
k most similar nodes are typically retained, forming a k-NN
graph [220], [218]. Other heuristics capture functional de-
pendencies, where edges represent causal relationships (e.g.,
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inferred from Granger causality tests [221]) or reflect known
physical process topologies [212], [222]. An increasingly
adopted alternative is learning-based adjacency construction,
where the matrix A is optimized jointly with the downstream
task and defined as a function of trainable parameters and
input features [223]. A common formulation expresses A
via attention mechanisms, as in Graph Attention Network
(GAT) [224], which assign data-dependent edge weights based
on node relevance. Attention can be static, when learned once
and fixed during inference, or dynamic, when recomputed
adaptively [215], [213], [217].

In the input layer of the GNN, each node can be associated
with raw or transformed signals, or with extracted feature
vectors. In the latter case, the features can be obtained
manually, based on expert-designed statistical, temporal, or
spectral descriptors [221], or automatically, for example using
CNN [223], in an end-to-end manner. In particular, in [223],
the authors transform the CNN features into node embed-
ding through a dynamic graph embedding module. Then, the
constructed graph is fully connected, with an edge-dropout
mechanism, enabling the diagnosis of rolling bearing faults
under variable working condition.

Once the graph is defined, different GNN-based architec-
tures can be used:

• GCN [225]: performs graph convolutions to aggregate
feature information from neighboring nodes according to
the adjacency matrix A. Two main formulations exist:
spectral and spatial. Spectral GCNs define convolution
operations in the graph Fourier domain, using the graph
Laplacian eigenbasis, and are effective when A re-
flects global statistical relationships or spectral similarity
among features (e.g., in vibration or frequency-domain
graphs). Spatial GCNs, instead, aggregate messages di-
rectly over local neighborhoods and are more efficient and
interpretable for process or sensor networks with explicit
topological connections. Both are particularly suitable for
systems with relatively static process structures, where
physical or empirical couplings among sensors remain
approximately constant over time.

• GAT [224]: generalizes GCN by introducing learnable,
data-dependent attention coefficients. Instead of uni-
formly weighting neighbors, each edge eij receives a
learned attention score reflecting the relative importance
of node j to node i. This mechanism enables the model
to adaptively focus on fault-relevant relationships, for ex-
ample when correlation strengths between sensors change
under fault conditions. Multi-head attention further stabi-
lizes training and enhances feature discrimination.

• GraphSage [226]: addresses inductive learn-
ing—generalization to unseen nodes or graphs—by
learning an aggregation function rather than relying
on the full adjacency matrix. Instead of computing
convolutions over the entire graph, GraphSage samples
a fixed-size neighborhood and aggregates its features
via mean, max pooling, or LSTM-based operators. This
sampling-based strategy allows generalization to unseen
nodes or new operating conditions, advantageous in
dynamic IIoT environments.

• STGNN: designed for dynamic processes in which fault
evolution exhibits both spatial and temporal dependen-
cies. The spatial module (often a GCN or GAT) captures
inter-sensor correlations at each time step, while the tem-
poral module (e.g., RNN, TCN, or attention mechanism)
models temporal evolution. This joint modeling enables
learning spatio-temporal fault signatures.

Beyond conventional GNN-based architectures, recent re-
search has explored more flexible frameworks. Some works
explores more discriminative architectures, for example Graph
Isomorphism Networks [227]. A major direction is hierar-
chical or multi-scale modeling, where nodes or subgraphs
are progressively coarsened into higher-level abstractions to
capture fault patterns across different structural or temporal
resolutions [166]. For instance, [228] introduces a hierarchical
supergraph framework for rotating machinery fault diagnosis.
Segments from a vibration signal are first represented as
spatio-temporal graphs, whose nodes correspond to frequency
bins from the STFT and edges encode spectral proximity. Each
graph is embedded into a low-dimensional representation and
it is then treated as a node in a higher-level supergraph. This
design reformulates the original graph-classification task as
meta-level node classification. Similarly, [216] combines local
subsystem graphs and a global graph to jointly model intra-
and inter-unit interactions within industrial systems.

Large Language Models.: In the last couple of years,
the proliferation of Large Language Models (LLMs) beyond
conventional text generation tasks has also prompted interest
in their use for FDD. Emerging research on integrating LLMs
into industrial FDD can be broadly grouped based on the role
the LLM plays in the diagnostic pipeline: (i) as the primary
fault detector, or (ii) as supporting component.

In the first paradigm, the LLM serves as the primary fault
detector. Some approaches leverage in-context reasoning using
knowledge graphs (KGs). For example, [229] incorporates a
causal knowledge graph via prompt-tuning to guide quality
defect analysis in aerospace manufacturing, while [230] ex-
ploits the LLM to construct a Dynamic Master Logic (DML)
knowledge graph from unstructured documentation for nuclear
power plant subsystems. In this latter framework, the LLM
effectively extracts DML logic, links functional models to
natural-language reasoning, interprets user queries, selects rea-
soning tools to propagate faults through the KG, and retrieves
relevant KG segments to generate human-readable explana-
tions. Another major class fine-tuned the LLM on sensor data.
The LLM is fine-tuned on paired datasets, where the input
is a processes representation of the sensor signal, eventually
augmented with context-information, and the label is the cor-
responding fault information, often with explanatory text. For
example, [231], [232] convert vibration features into semantic
text enriched with bearing geometry, operating conditions, and
characteristic fault frequencies; these texts are paired with
fault type and severity labels for fine-tuning. Similarly, [233]
constructs a multimodal dataset of envelope spectral images
paired with textual descriptions of the fault class and under-
lying mechanisms; during inference, new spectral images are
converted to the same representation, and the fine-tuned LLM
predicts the fault class while generating explanations. More
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complex pipelines, such as [234], first embed raw time-series
signals via an LSTM and align them with textual embeddings
using contrastive learning; fuzzy semantic embeddings handle
ambiguity across similar fault patterns, prompt learning injects
domain knowledge, and then a fine-tuning adapts the model
for inference. The authors in [235] conduct an empirical study
on fine-tuning LLM for fault diagnosis in complex systems,
using both a simulated chemical process dataset (TEP) and
a real high-speed train braking system dataset. The study
demonstrates high diagnostic accuracy and strong few-shot
learning performance, with the models performing well even
when data are limited or imperfect. The effectiveness of LLMs
is further enhanced by incorporating contextual information,
while smaller models offer greater efficiency with minimal
accuracy loss. However, despite their predictive strength, the
LLMs exhibit limited explainability, often producing reasoning
that is unreliable or inconsistent.

In the second paradigm, the LLM functions as a supporting
component rather than directly predicting faults. LLMs help to
construct or refine knowledge graphs [236], manage human-in-
the-loop workflows by overseeing data preprocessing, model
selection, and result explanation [237]. For example, [236]
leverages an LLM to build detailed ontologies for robotic fault
diagnosis and to act as a “teacher” that refines synthetically
generated training data, improving model reliability in low-
data environments. Similarly, [237] implements a human-in-
the-loop pipeline where the LLM manages preprocessing and
visualization, corrects causal relations obtained from standard
algorithms using domain knowledge, controls model selection
and updates, and explains diagnostic results in plain language,
while humans provide feedback to ensure accuracy and con-
sistency. An exhaustive review is provided in [238].

Physics-Informed Machine Learning: Previous ap-
proaches to FDD often face challenges like scarcity of labeled
fault and the inherent "black-box" nature of many models.
Physics-Informed Machine Learning (PIML) mitigates these
issues by embedding physical domain knowledge into the
diagnostic framework, shifting FDD from a purely statistical
pattern-recognition task to a more physics-consistent inference
task. This enhances model interpretability, diagnostic accuracy
and robustness under varying operational conditions.

While physical models can be employed either to generate
synthetic faults for data augmentation [239], [240] or to
introduce new features based on system equations, enhancing
discriminativity [241], PIML goes further. It incorporates
physical laws directly into the model structure or the learning
process. Following [242], two categories can be identified:

1) Physics-informed regularization, and
2) Physics-guided architectures.
In physics-informed regularization, physical laws appear

explicitly in the training loss function:

L = Laccuracy + λLphysics. (1)

where Laccuracy measures prediction error with respect to
labeled data, Lphysics penalizes violations of known physical
constraints. A widely adopt example of this idea are Physics-
Informed Neural Networks (PINNs), which incorporates dif-
ferential equations describing system dynamics into the loss

function. In FDD, these losses have been used, for example,
to estimate physical parameters which are interpretable fault
indicators. For instance, [243] trained a PINN to model
pressure dynamics in axial piston pumps, an indicator of wear
severity, embedding conservation law of mass and fluid com-
pressibility, while [244] applied multistage PINN to estimate
valve flow characteristic under normal conditions, ensuring
physical consistency via valve sizing equations. The residuals
between predictions and observed values are analyzed to
detect anomalies. Authors of [245] use a PINN to estimate
five parameters that characterize the health state of rotating
shafts (i.e., the radial and angular position of the disk-induced
static unbalance, the stiffness along the principal elastic axes,
and the damping coefficient in the non-rotating reference
frame). Alternative approaches enforce energy conservation in
rotating machinery under normal and faulty operation regimes
and using the resulting estimates as diagnostic features for
downstream classifiers [246], constrain decisions to agree with
coarse physics-based threshold models to stabilize critical
classes [247], or align the model to approximate physic-based
labels [248]. Recent extensions apply partial derivative equa-
tions residuals together with boundary conditions to hydraulic
pipelines and pump flow-ripple prediction [249].

On the other hand, physics-guided architectures embed
physics directly into the network structure. A representative
family of methods replaces or initializes early convolutional
kernels with physically motivated filters. [250] designed a
modular CNN, for bearing fault diagnosis, with one special-
ized feature extractor module for each type of fault. The
first convolutional layer of each module is replaced with
kernels corresponding to analytically derived fault character-
istic frequencies. The features are then combined to make
the final classification. Similarly, [251], [252], [253], [254]
initialize convolutional filters with wavelet functions (e.g.,
Morlet or Laplace) providing a physically interpretable basis
for vibration analysis while still allowing the filters to be
fine-tuned during training. In [255], a continuous wavelet
layer replaced the first layer of a CNN, where only the
scale and translation parameters are learned. Deterministic
modal-property layers explicitly extract modal features that are
invariant to operating speed and excitation, improving cross-
condition robustness [256]. In [257], a parametric spectral-
weighting layer learn a weighting function over the enve-
lope/order spectrum that emphasizes analytically derived char-
acteristic frequencies. The weighting parameters are trained
jointly with the classifier to maximize discriminativity while
remaining physically interpretable. Finally, physics-informed
priors is also used to guide hyperparameter selection [258].

Deep Reinforcement Learning: The architectures dis-
cussed so far have been trained under the supervised learning
paradigm, relying on labeled pairs of examples (xi, yi)

N
i=1.

In contrast, Reinforcement Learning (RL) follows a funda-
mentally different trial-and-error approach, in which an agent
learns to select actions based on a reward signal that indicates
the effectiveness of those actions, particularly suitable for
sequential decision making. Deep RL has also been applied to
diagnostic tasks.

In a large portion of studies, FDD is formulated as a
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single-step decision making problem or "guessing game" prob-
lem [24]. The RL agent receives a portion of a sensor signal
(vibrational, acoustic, etc.) as its state/input and selects an
action corresponding to a diagnostic decision. In a K-class
classification problem, the action space contains K elements
(one for each fault type plus the absence of the fault). The re-
ward signal replaces traditional labels, providing positive feed-
back for correct diagnoses and negative feedback otherwise.
These formulations have demonstrated effectiveness in a range
of FDD applications, including rotating machinery, hydraulic
pumps, gearboxes and nuclear power plant equipment [259],
[260], [261], [262]. Differences consist in various learning
algorithms (e.g., Q-learning, REINFORCE, etc.), underlying
architectures that constitute the feature extractor parts of the
agent (e.g., CNNs, attention-based models), preprocessing
strategies and datasets used for evaluation. Since RL does
not solve the problem of class imbalance, [263] introduces
a data-augmentation method based on a generative model
that combines a Variational Autoencoder with a Wasserstein
Generative Adversarial Network and Gradient Penalty, before
training an RL agent. This approach enhances training data
diversity and has demonstrated effectiveness in both laboratory
experiments and electric locomotive applications.

While these guessing-game formulations are advantageous
in scenarios with nonstationary or evolving data, where online
RL allows the agent to adapt to changing patterns, the benefit
for static datasets, where all labels are already available, is
less clear. In such cases conventional supervised learning may
be generally straightforward and efficient, as RL may require
extensive data interactions.

Beyond direct fault classification, RL has been employed
to optimize diagnostic model components. Neural architecture
search is one such application, where RL agents explore, for
example, candidate CNN architectures and receive rewards
based on resulting accuracy [264]. Similarly, RL has been
applied to hyperparameter optimization, as adaptive learning-
rate scheduling [265].

Other approaches use RL to mitigate class imbalance typical
of FDD. In [266], an agent learns adaptive sample weights
to scale a cross-entropy loss of a downstream classifier. The
rewards are derived from the classifier performance, especially
on minority classes. An alternative approach treats imbal-
ance as a sample-selection problem, modeled as a multi-
armed bandit [267]. Here, the agent selects a subsample
of points for training of a separate classifier, with rewards
based on its validation performance. The method outperforms
conventional oversampling and undersampling techniques. A
similar methodology has been successfully applied to HVAC
systems [268]. While effective, these approaches require itera-
tive retraining, which can introduce substantial computational
overhead.

Challenges:
Scarce and imbalanced datasets: Since faults cannot

be freely generated in industrial environments, real-world
datasets for FDD are typically small and highly imbalanced.
In standard supervised learning, this imbalance leads to poor
classification performance on minority fault classes, degrading
overall diagnostic accuracy. Data augmentation techniques aim

to mitigate this issue by generating synthetic samples from
existing data. Oversampling approaches are the most common,
with SMOTE [269] being a widely adopted example [24].
Transformations in the time or frequency domains are also
possible. Generative models such as VAE or GAN have been
explored for fault data synthesis [270], [271], [272]. In a real
manufacturing plant, [273] embeds GAN-based synthetic data
generation into an automated MLOps pipeline [274] to com-
pensate for the scarcity of defective-component data in fault
detection. Although these methods can model complex data
distributions, they are less straightforward to apply and require
careful training generating realistic and diverse samples.

A particularly promising approach is Transfer Learning
(TL), which enables the transfer of knowledge from a source
domain, typically consisting of abundant and well-labeled data,
to a target domain characterized by limited, imbalanced or
unlabeled samples. This capability enables improved model
generalization under challenging data conditions. For example,
TL allows models training on a large public dataset (like
CWRU) or simulated and laboratory-controlled data (source
domain) to be fine-tuned for deployment in specific indus-
trial environments with distinct operating conditions (target
domain). This setting is often referred to as cross-domain
fault diagnosis and conventional DL models may fail because
shifts in data distributions. Parameter-based and feature-based
TL using deep architectures have proven effective [275],
as they can extract invariant feature representations across
domains [276], [24]

3) XAI in FDD: Most FDD approaches, whether based
on traditional ML or DL models, function as “black boxes,”
providing little insight into how fault-related decisions are
made. For example, it is often unclear which process variables,
signal features, or temporal patterns contribute to a given fault
detection or classification outcome. While Physics-Informed
Machine Learning can naturally enforce physically consistent
reasoning and improve interpretability, it is not always feasible
due to incomplete knowledge of system dynamics, unmodeled
interactions, or complex process behaviors. In such cases,
Explainable Artificial Intelligence techniques become essen-
tial, not only for validating model reasoning against domain
knowledge (with global explanations), but also for supporting
effective root-cause analysis, enhancing the actionability of
diagnostic results, and enabling operators to make informed,
trustworthy decisions (with local explanations), in line with
the Industry 5.0 paradigm.

The majority of the FDD literature applies post-hoc XAI
methods to explain pretrained models, rather than relying on
inherently interpretable architectures. This preference arises
from the typically superior predictive performance of complex,
opaque models. Among post-hoc techniques, feature relevance
scores (also referred to as feature importance) are the most
common modality [277]. In FDD tasks, which are gener-
ally formulated as classification problems, these approaches
explain the predicted class probability rather than the final
discrete decision. The model-agnostic SHAP [278] is the
most widely adopted method due to its solid theoretical
foundation, ease of use, and ability to provide both global
and local explanations [279], [280], [113], [281], [282], [283].
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TABLE VI
SUMMARY OF FDD METHODS IN MANUFACTURING AND INDUSTRIAL IIOT.

Method Description Notes

Shallow ML Feature engineering
(time-, frequency- or
time-frequency-domain)
→ traditional ML
classifier (e.g., SVM,
RF).

Suitable when data size is moderate and features are well understood. Works well
for interpretable, low-latency and edge deployable FDD. Good for proof-of-concept
with low compute cost. Less effective for high-dimensional or time-dependent signals.
Relies heavily on domain expertise for feature extraction.

CNNs Automatically learn lo-
cal spatial or tempo-
ral features from raw or
transformed sensor data
(e.g., 1D vibration or 2D
spectrograms).

Appropriate when local fault signatures dominate (e.g., impact transient) and sufficient
labeled data are available. Less effective for long-range temporal patterns or strongly
non-stationary processes.

RNNs/LSTMs/GRUs Capture temporal depen-
dencies and degradation
dynamics.

Appropriate when fault behavior evolves over time (wear, drift, progressive failures)
and sequential relationships are key. Handles long time windows better than CNNs but
higher computational cost, but impractical for very long sequences.

CNNs+RNNs (Hybrid) Combine convolutional
feature extraction with
recurrent temporal
modeling.

Best suited when short-term and long-term signal patterns are relevant. Strong
diagnostic accuracy. Demands larger, well-labeled dataset and more computational
power.

Transformers Model global temporal
and cross-sensor depen-
dencies using attention
mechanism.

Preferred for high-dimensional, multi-sensor or multi-modal setup. Enable transfer
learning. Requires large datasets, high compute and careful regularization.

GNNs Represent sensors, pro-
cess units as graph nodes
with physical or statisti-
cal interconnections.

Capture structural and non-euclidean correlations that CNNs and RNNs ignore. Need
proper graph definition (either learned or manually defined). Powerful for multi-
machine or networked IIoT monitoring.

PIML Integrate process
physics, conservation
laws, analytical models
into learning to guide or
constrain predictions.

Valuable when labeled fault data are scarce but physical understanding is strong.
Physically consistent and explainable outcomes. Flexibility is limited, performance
may drop for unmodeled failure modes.

RL Learn optimal diagnostic
policies via interaction
with the environment or
digital twin.

Require a reliable simulator/safe experimentation, training is resource-intensive.

LIME [115], which offers local explanations, is also used,
though less frequently [155]. In [284], when detecting faults
on a rotating electric motor testbed using RF, the authors
state that LIME is especially beneficial for understanding the
reasons behind single predictions, particularly with LIME rules
provided for RF. Other model-agnostic, feature-importance-
based techniques, such as Permutation Feature Importance and
Partial Dependence Plots, are less frequently applied in recent
studies [285], [277].

When dealing with particular types of classifiers, model-
specific XAI methods can be applied to exploit intrinsic model
properties and produce more faithful or computationally effi-
cient explanations. For instance, ensembles of decision trees,
such as RF, provide built-in feature importance measures,
which have been used to provide explanations for rotating
machines using multi-sensor fusion [155].

Gradient-weighted Class Activation Mapping [286] is a
widely used visualization technique for CNNs that highlights
the regions of the input most influential in a specific model

prediction. It is particularly popular in FDD, where it is
employed to generate heatmaps over 2D images [287], as well
as over 1D time-series data, both in the time domain [209],
[288] and in the frequency domain [209], [289], [290], [291],
[292], where it identifies the frequency bands most respon-
sible for a particular decision. Building upon this, [293]
proposed applying Gradient-weighted Class Activation Map-
ping (GradCAM) to CNNs trained on fuzzy-based energy
pattern images rather than raw sensor signals, enhancing
interpretability. The approach was validated on a robotic
post-welding application. Many variations of GradCAM have
been proposed. The study in [294] introduced a multi-layer
GradCAM variant that considers gradient flow across multi-
ple CNN layers to improve explainability in vibration-based
fault diagnosis for industrial equipment. Another adaptation,
specifically designed for HVAC fault diagnosis, was presented
in [295]. In parallel, a few studies have explored Layer-
Wise Relevance Propagations (LRPs) [296], a technique that
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decomposes the model output backward through the network
layers to assign a relevance score to each input feature. This
allows identification of the parts of the input that contribute
most to the decision. LRP has been applied, for example,
in gearbox fault diagnosis with CNNs [297], in chemical
processes [298] or HVAC [299]. Moreover, other studies have
explored integrated gradients [300], [301]. Beyond standard
XAI methods, novel explanation strategies for FDD have
been proposed. For instance, [291] introduced a frequency-
domain perturbation-based method to visualize and assess
the decision boundaries of vibration-based classifiers. After
selecting the most relevant frequencies using GradCAM, the
authors perturb the power spectrum of a given sample around
these dominant frequencies, varying bandwidth and intensity,
to evaluate and visualize the robustness of the classifier. XAI,
and particularly feature-importance analysis, is not only used
for model interpretation but also for feature selection and
model refinement. Studies such as [285], [298], [302], [301]
demonstrate how interpretability can guide the identification of
the most discriminative features, improving the performance
of fault classifiers.

Even if other XAI modalities exist, such as counterfactual,
example-based and concept-based explanations, their applica-
tion remains very limited in FDD [277].

While post-hoc XAI methods dominates the FDD literature,
an increasingly important direction focuses on models that are
inherently interpretable by design. One branch of this research
aims to improve interpretability by encouraging sparsity in the
model parameters [254], [303], [304]. Beyond its interpretabil-
ity benefit, sparsity is also advantageous in fault diagnosis
for rotating machinery. As highlighted in [305], vibration
signals from faulty components often exhibit sparse spectral
signatures. Sparse representation therefore provide a natural
way to isolate these fault-related patterns and can facilitate
downstream tasks, including data generation [306].

Other work uses logical inference to obtain symbolic ex-
pressions that describe systems properties directly from data,
an approach consistent with neurosymbolic AI. In this set-
ting, the diagnostic task is formulated as the generation of
expression in a formal language, for example temporal-logic
formulas, and these expressions act as explicit classifiers. The
interpretability follows immediately from the fact that the
learned rules have a fixed syntax and well-defined semantics.
Recent studies to interpretable FDD effectively use temporal-
logic-based languages, learning the parameters of temporal
operators [307], [308], [309], [310], [311]. To enhance deep
learning models inherent interpretability for FDD, algorithm
unrolling is an emerging alternative [305]. It transforms iter-
ative optimization or signal-processing algorithms into neural
network architectures. Each iteration of the original algorithm
corresponds to a layer in the network and algorithm parameters
are made trainable, allowing end-to-end optimization while
retaining the interpretability of the original procedure. This
strategy has been applied to sparse coding, where signals
are represented as linear combinations of few dictionary el-
ements. For example, convolutional sparse coding solved via
iterative shrinkage-threshold algorithm (ISTA) was unrolled
into CISTA-Net [312]. Extensions further incorporated multi-

layer sparse coding formulations that preserving theoretical
transparency [313], [314].

Attention mechanisms are also considered to enhance inter-
pretability. Some studies go beyond pure attention, for example
in [315], a Variational Attention-based Transformer Network
is proposed. Unlike standard transformers, whose attention
weights may lack physical meaning, their model introduces
probabilistic and sparsity constraints through variational infer-
ence with Dirichlet priors. This forces the attention mechanism
to focus on a few fault-relevant impulsive segments, aligning
model behavior with the physical characteristics of vibration
signals, offering both high diagnostic accuracy and causally
interpretable attention maps.

Finally, PIML, which is thoroughly discussed in Sec-
tion III-A2, is another form of inherent model interpretabil-
ity [305].

4) Summary of FDD Methods: Table VII provides a com-
prehensive summary of the FDD methods discussed in this
section, organized by category and approach, along with their
key references.

B. FDD Industrial Applications

In this section, the most common applications of FDD
in the industrial domain are analyzed. We follow the same
organization as in Section II-B, so that the reader can directly
compare unsupervised anomaly detection approaches with
supervised fault detection methods applied to the same use
cases.

A non-exhaustive overview of specific papers, divided by
application domain, is reported in Table VIII, while more
general considerations are made in the subsections.

1) Mechanical/equipment faults:
Rotating Machinery: Rotating machinery is the most

extensively studied application domain in the FDD literature
for manufacturing systems. Commonly investigated fault types
include bearing defects (e.g., inner-race, outer-race and rolling-
element faults), shaft-related faults (such as rotor imbalance
and misalignment) and gear/gearboxes faults (e.g., missing,
broken or chipped teeth, surface wear, spalling and root
cracks). Scenarios involving multiple simultaneous faults are
also considered [318].

Vibration signals are by far the most commonly used data
source, typically acquired via accelerometers and sampled at
rates sufficient to capture characteristic fault frequencies [223]
and suitable for early FD. Additional measurements, such as
temperature and torque are sometimes used [24].

From a methodological perspective, the literature shows a
clear evolution from feature-engineered pipelines, based on
frequency- or time-frequency features [143], [148], toward
deep learning models operating directly on time-frequency
inputs. In this domain, CNNs are the dominant architec-
ture [24], [271], [178], [175], even if hybrid LSTM-CNN
models are also frequently investigated. More recent work
explores newer architectures, such as TF [193], [202], often
in combination with synthetic data generation strategies [272],
attention mechanisms [164], [185], [168], [184], or graph-
based models [135]. Due to its scale, this application is the
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TABLE VII
SUMMARY OF FDD METHODS REVIEWED IN SECTION III-A, ORGANIZED BY CATEGORY AND APPROACH.

Category Approach Key Methods/Techniques References

Traditional ML

Feature engineering FFT, WT, EMD, STFT,
time/frequency/time-frequency features

[24], [139], [140], [132], [141], [142]

Classifiers RF, XGBoost, LightGBM, SVM, k-NN,
shallow NN, ensembles

[143], [144], [145], [146], [147], [148], [149], [150], [151],
[152], [153], [154], [161]

Feature selection Recursive elimination, importance-based,
correlation, optimization

[148], [156], [157], [145], [158]

Hybrid DL-ML CNN features + RF/SVM, DL extraction +
shallow classifier

[159], [160], [156], [155], [162]

CNNs
1D-CNN Time/frequency domain convolutions [169], [170], [171], [167]
2D-CNN Image transformation, multivariate arrange-

ment, time-frequency transforms
[172], [173], [174], [175], [176], [177], [178], [179], [164],
[163]

Attention-enhanced Channel attention, spatial attention, self-
attention

[180], [181], [168], [182], [164], [183], [184], [185]

RNNs Enhanced variants Bi-LSTM, QNN hybrids [186]
CNN-RNN hybrids CNN + LSTM, parallel multi-sensor fusion [162], [187], [188], [189], [190], [165], [191]

Transformers

Time domain Raw signal transformers, CNN-TF hybrids [192], [193], [194]
Frequency domain FFT-based, spectral encoding [195], [196]
Time-frequency Wavelet transforms + ViT, synchrosqueezed

WT
[197], [198], [199], [200]

Lightweight/robust Depthwise convolution, Bayesian attention [201], [202], [203], [204], [316]

GNNs

Univariate graphs Series-as-graph, series-as-node [207], [208], [209], [210], [206]
Multivariate/STGNN Spatio-temporal graphs, inter-sensor model-

ing
[211], [212], [213], [214], [215], [216], [217], [218], [205]

Adjacency learning Similarity-based, attention-based, causal [207], [219], [210], [221], [222], [223], [220]
GNN architectures GCN, GAT, GraphSAGE [225], [224], [226]
Advanced
architectures

Hierarchical, supergraph, multiscale,
uncertainty-aware

[227], [166], [228], [317]

LLMs Primary detector Knowledge graphs, fine-tuned on sensor
data

[229], [230], [231], [232], [233], [234], [235]

Supporting component KG construction, human-in-the-loop [236], [237], [238]

PIML
Data augmenta-
tion/features

Synthetic fault generation, physics-based
features

[239], [240], [241], [242]

Physics-informed reg-
ularization

PINNs, conservation laws, physics losses [243], [244], [245], [246], [247], [248], [249]

Physics-guided archi-
tectures

Wavelet kernels, modal layers, spectral
weighting

[250], [251], [252], [253], [254], [255], [256], [257], [258],
[166]

Deep RL
Direct classification Q-learning, REINFORCE for FDD [259], [260], [261], [262], [263]
Model optimization Neural architecture search, hyperparameter

tuning
[264], [265]

Imbalance handling Adaptive sample weighting, multi-armed
bandit

[266], [267], [268]

Data Challenges Data augmentation SMOTE, VAE, GAN synthesis [269], [270], [271], [272]
Transfer learning Cross-domain adaptation, feature-based TL [275], [276]

only one in which niche approaches like RL and LLMs have
been studied [262], [231], [232].

Practical considerations. TL is often employed to mitigate
the gap between models trained on simulated/lab-controlled
datasets and deployed in real industrial plants [275], the
gap across different machines or operating conditions. When
computational resources or labeled data are limited, feature-
engineered representations combined with traditional ML may
be preferable. Conversely, when richer datasets are available,
CNN-based models operating on spectrograms are typically
adopted.

As highlighted in [24], FDD for rotating machinery presents
several open challenges, including complex motion dynamics
and frequent occurrence of multiple interacting faults, which
complicate the identification of characteristic fault frequen-
cies, external noise, non-stationary fault behaviors and strong

dependence of diagnostic performance on sensor placement.
Tool wear and breakage: Tool wear monitoring is a

key task in manufacturing, as undetected wear can degrade
machining quality. In milling, turning and drilling, tool wear
monitoring is typically formulated as an estimation problem,
with the objective of quantifying the tool’s current state. The
most widely used metric is flank wear, which directly reflects
tool degradation.

ML-based monitoring is generally performed online using
indirect sensor measurements, enabling data collection and
estimation without stopping the machine. Cutting forces are
the most used signals [319], followed by vibration and acoustic
emissions [320].

The SVM and NN models dominate traditional approaches,
using time, frequency and time-frequency features. SVM often
shows superior performance even with respect to DL on small
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sample sizes [149], [319]. However, especially in milling
applications, CNN-based models, sometimes combined with
LSTM, represent the current state of the art [321], [322],
[323], [324], [325], [326], [327]. Emerging methods have been
proposed to reduce the required number of training samples,
such as GNNs-based one [323]

Hydraulic and pneumatic systems: Hydraulic and pneu-
matic systems are widely employed for actuation, clamping
and material handling in manufacturing and process industries.

The most commonly investigated fault types include leak-
age, valve-related faults (e.g., sticking, clogging, spool wear,
solenoid failures), pump and compressor faults (wear, cavita-
tion, seal degradation), actuator faults (e.g., cylinder seal wear)
and sensor malfunctions. In hydraulic subsystems, faults are
frequently reported in pumps, valves, cylinders, and hydraulic
motors, with axial and radial piston pumps being among the
most extensively studied components.

A wide range of sensing modalities is employed. Pressure
signals directly reflect energy losses, flow restrictions and
system dynamics. Additional measurements include vibration,
acoustic emission, flow rate, temperature and current, of-
ten collected in multi-sensor configurations to improve fault
observability. However, unlike rotating machinery, vibration
transmission in fluid power systems is strongly affected by
fluid resistance and pressure losses, leading to more attenuated
and indirect fault signatures.

From the methodological perspective, early studies rely on
feature-engineered representations combined with traditional
ML classifiers, suitable for small-sample or low-computational
settings. An example is given in [328], where an SVM pipeline
using variational mode decomposition and evolutionary op-
timization strategy is used for hydraulic pump diagnosis.
Classical pipelines are also employed in more structured fault-
detection workflows, such as the multi-step electromagnetic
hydraulic valve group diagnosis method in [329], which
combines time–frequency analysis, similarity-based health in-
dicators, statistical change detection, and SVM-based fault
classification.

However, also in this application, recent work adopt DL
architectures. CNNs, RNNs and hybrid CNN-RNN models
dominate the literature, often enhanced with attention mech-
anisms to improve feature discrimination under varying op-
erating conditions. For example, [187] proposes a Bayesian-
optimized CNN–LSTM architecture for hydro-turbine fault
diagnosis using acoustic vibration signals, demonstrating im-
proved robustness over standard deep models. Multi-channel
and multi-modal fusion strategies are also widely investigated,
aiming to exploit heterogeneous sensor data and different sam-
pling frequencies. Representative examples include attention-
based multi-sensor fusion networks [330], adaptive multichan-
nel time-series fusion frameworks coupled with attention-
integrated residual networks [331], and transformer-based
models designed to capture multiscale interactions in hydraulic
pump signals [332]. A distinctive trend in this domain is the
increasing integration of data-driven learning with physics-
based knowledge. Digital twin technologies are used to gener-
ate labeled fault data under controlled conditions, as in [333],
where domain-adaptation Wasserstein GANs are employed to

bridge the distribution gap between simulated and real data
before training a CNN-GRU-attention model for directional
valve diagnosis. Physics-informed neural networks further ex-
tend this paradigm by embedding hydraulic principles directly
into the learning process. Examples include multistage PINN
frameworks for regulating valve fault detection in nuclear
power plant hydraulic systems [244], and inverse PINN-based
approaches that reconstruct pump flow ripple from pressure
measurements to diagnose axial piston pump faults without di-
rect flow sensing [249]. Transfer learning and hybrid residual-
based strategies are also explored to address data scarcity and
domain shift. For instance, [334] combines residual multi-
head deep models with transfer learning for hydraulic pump
diagnosis using vibration signals, improving generalization
across operating conditions. Siamese neural networks have
been proposed for piston pump wear detection under small-
sample regimes, addressing the limited availability of labeled
industrial fault data.

Electrical drives, induction motors: Electrical drives are
another major application domain in ML-based FDD litera-
ture. Among them, induction motors and permanent magnet
synchronous motors (PMSMs) are of particular interest.

Reported fault classes span electrical, mechanical, magnetic
and drive-related categories. Electrical faults include stator
winding short circuits, broken rotor bars and cracked end rings.
Mechanical faults encompass bearing defects, air-gap eccen-
tricity, rotor unbalance and shaft misalignment. Drive-related
faults affecting auxiliary subsystems, such as cooling system
failures, are also investigated [136]. In PMSMs, additional
magnetic faults are considered, e.g., partial or irreversible
demagnetization [335].

Current signals are among the most common data source for
diagnosis electrical faults [336], [337], [338], [170], owing
to their non-intrusive acquisition. Voltage measurements are
sometimes combined with current signals to enhance model
performance [161]. For faults with a dominant mechanical or
thermal nature, vibration, temperature and acoustic emission
signals are frequently employed, either individually [339],
[340] or within multi-sensor configurations [341], [342]. To
train a model to detect both electrical and mechanical faults,
vibration signals can be used [343].

Methodologically, a considerable amount of the literature
adopts feature-engineered pipelines based on spectral and
time-frequency representations, including Fast Fourier Trans-
form, Short-Time Fourier Transform, continuous and discrete
wavelet transforms, empirical mode decomposition, Hilbert
and Park transforms [344]. These representations are typically
combined with classical machine learning classifiers such as
support vector machines (SVM), k-nearest neighbors (kNN),
random forests (RF), multilayer perceptrons (MLP), and tree-
based ensemble methods [335], [148], [339]. In parallel, deep
learning approaches have gained increasing attention. CNNs
are the dominant architecture, often operating on transformed
signal representations to enable automated feature extrac-
tion [179], [170]. For example, [337] employs bispectrum-
based preprocessing of current signals as input to a pretrained
CNN for PMSM stator winding fault diagnosis. Vibration-
based CNN models have also been explored, including multi-
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head 1D-CNN architectures for detecting multiple fault types
using multi-directional accelerometer data [341]. Multi-input
CNNs fusing vibration and acoustic features derived from
time-frequency spectra have been proposed for induction
motor diagnosis [342]. Attention-enhanced CNNs operating
on continuous wavelet transform representations of vibra-
tion signals further improve discriminative capability under
varying operating conditions [340]. Beyond standard CNNs,
hybrid and advanced architectures have been investigated.
Hierarchical CNN–SVM models have been used to jointly
detect incipient faults and estimate fault severity from current
signals [338]. Hybrid RNN-CNN with attention mechanisms
have been proved effective to diagnose induction motor faults
directly from raw voltage and current signals [345]. Graph-
based deep learning has also emerged, which combines signal-
to-image transformation with superpixel-based graph construc-
tion and graph attention networks to achieve robust induction
motor fault diagnosis under steady and transient operating
regimes [343].

2) Process faults: Process fault diagnosis concerns the
monitoring of complex industrial processes in which failures
do not originate from a single component, but emerge from de-
viations in system-level behavior. Typical application scenarios
include chemical production units, semiconductor manufac-
turing lines, metallurgical plants, and large-scale continuous
processes.

In chemical and process industries, faults often manifest
as slow drifts in temperature, flow, or level measurements,
abnormal reaction dynamics, or inconsistencies between cor-
related variables. These behaviors are difficult to detect with
local thresholds and motivate predictive monitoring strategies.
For example, multi-step fault prediction has been investigated
in chemical processes subject to false-data injection and
slow-developing faults, where temporal models are used to
anticipate abnormal evolution before operational limits are
violated [162].

In semiconductor manufacturing, an applicative example is
the detection of abnormal wafer produced multi-stage fab-
rication processes such as thin-film chemical vapor deposi-
tion. Here, faults appear as unexpected changes in sensor
readings, deviations in processing time steps, or abnormal
temporal patterns across recipe phases. Data-driven fault di-
agnosis methods are applied directly to real fab data to flag
defective wafers before downstream processing, reducing yield
loss and rework costs [154]. Related studies on benchmark
semiconductor datasets confirm that ensemble-based classifiers
remain effective for this application, even when synthetic data
augmentation is required to compensate for the rarity of faulty
samples [346]. CNNs are also used, for example in [347],
where an approach to detect faulty wafers is implemented
via a multiple time-series CNN using internal equipment
sensor variables (SVIDs), and in [282], which uses a CNN-
autoencoder. Since these last two studies use real data and real
faults, they are better described at the end of this subsection.

In heavy industries such as iron-making, process fault
diagnosis is applied to large-scale systems like blast fur-
naces, where faults emerge under strongly nonlinear and non-
stationary operating conditions. The application challenge here

lies in separating fault-related behavior from normal process
variability caused by changing raw materials, loads, and op-
erating regimes. Hybrid pipelines that remove non-stationary
components before classification have been shown to improve
fault detection reliability when applied to real blast furnace
data [348]. In metal processing industries, FDD is also applied
to rolling mills, where faults directly affect product thickness,
surface quality and throughput. The paper [141] diagnoses
faults in the Finishing Mill Area using a modified recurrent
unit, using as input process variables and KPIs.

Accounting for interactions between sensor and process
units is fundamental in industrial process FDD. In large
interconnected facilities, such as three-phase flow installations,
power systems and nuclear plants, faults propagate across sub-
systems. Graph-based modeling approaches have been adopted
to explicitly represent dependencies among components [213],
[214].

Interestingly, almost all the reported studies in this section
use real world data collected under controlled laboratory
conditions for dedicated test rigs, where faults are intentionally
introduced and operating conditions carefully regulated. While
this is fundamental to validate and benchmark models, it only
partially reflects the complexity of real industrial environ-
ments. Nevertheless, there are two recent real-case studies that
use actual operational data and naturally occurring faults for
process FDD. The first, [144], addresses the problem of alarm
floods in industrial plants, situations where a large number
of alarm trigger simultaneously, overwhelming operators and
delaying critical responses. Using real operational data from
an Algerian gas plant (Hassi R’Mel), the authors develop
and compare several supervised machine-learning models to
classify alarms and predict whether a new alarm is true or
false. Among all tested algorithms, Random Forest achieves
the best performance, reaching the highest precision, recall,
and F1-score, making it the most reliable model for industrial
alarm management. Additionally, the study in [282] is based
on real multivariate time-series data from an 8-inch semicon-
ductor ashing tool, including genuine failure events associated
with actual part replacements. Using this industrial dataset,
the authors construct a framework that transforms sensor
streams into correlation-based signature matrices and detects
anomalies with a convolutional autoencoder. Residuals from
the autoencoder are then used to classify which equipment
part failed, and SHAP analysis identifies the sensor-pair cor-
relations driving each prediction. The approach demonstrates
strong performance in both failure detection and root-cause
identification under real manufacturing conditions. Always in
the semiconductor domain, [347] use real wafer-level data
from a chemical vapor deposition process. The empirical study
is based on actual production wafers exhibiting real process
faults.

3) Cyber attacks: Cyber-attack detection for IIoT is a major
application domain that can be framed within FDD. The
detection is typically addressed through intrusion detection
systems that monitor network traffic and system behavior to
identify abnormal patterns. The literature considers a broad
spectrum of attack types, including malware, denial-of-service,
man-in-the-middle, phishing, supply-chain attacks, botnets and
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false data injection [349].
The primary data sources are network- and system-level

measurements, such as packet-level features, flow statistics,
protocol attributes and SCADA communication variables, col-
lected either from real IIoT deployments or realistic testbeds.
These data are often high-dimensional and highly imbalanced.

While approaches based on traditional ML (e.g., on ran-
dom forest and tree-based ensembles) still appear in the
literature [350], [147], [145], state-of-the-art performance is
consistently achieved by DL models. Recurrent architectures,
including GRU, LSTM, Bi-LSTM, are widely adopted to
capture temporal dependencies [351], [352]. Feedforward NNs
and CNNs are also employed [353], [354]. Hybrid architec-
tures that jointly model spatial and temporal patterns, such
as CNN–GRU combinations, have proven especially effective
for detecting complex attacks like botnets [349]. In [162], the
authors propose a model that integrates a modified LSTM with
multi-lookback inputs to enable multi-step autoregressive pre-
diction, and couples it with a 1D-CNN, enabling the detection
of false data injection attacks on networked industrial control
systems. Hybrid and ensemble models are frequently explored
to improve robustness and coverage of diverse attack pat-
terns. Examples include multi-modal deep ensembles models,
combining RNN, Bi-LSTM and Deep Belief Network (DBN)
for cyber-physical systems [355], as well as architectures that
integrate deep feature extractors with lightweight classifiers. A
representative approach is the two-layer denoising autoencoder
framework in [356], where successive layers suppress neutral
features and extract discriminative representations, which are
then classified using an SVM. For SCADA-based IIoT net-
works, hybrid models combining advanced recurrent units with
decision-tree aggregation have been proposed [357].

TL is sometimes adopted to mitigate the scarcity of labeled
attack data and to improve generalization, as demonstrated by
the ResNet-based transfer-learning intrusion detector in [353].
Data imbalance is typically addressed through augmentation
strategies such as SMOTE [351], while there exists also recent
works that explore generative diffusion models to synthesize
realistic attack traffic [352]. Since modern attacks often affect
multiple system layers, while most existing approaches rely on
single-modality time-series data, the design of robust multi-
modal models and effective fusion strategies remains an open
challenge. This issue is further compounded by common
limitations such as the scarcity of publicly available datasets,
limited explainability of AI-based methods, increasing system
complexity and scalability requirements and the need for
privacy-preserving solutions [358].

4) Human-machine interaction: Human-machine collabo-
ration is a pillar of Industry 5.0. Although human-related
errors cannot be strictly classified as faults in the tradi-
tional sense, they can still be framed within the FDD as
deviations from expected operational behavior. Consequently,
recent works investigate data-driven methods to detect human-
related anomalies, primarily relying on visual input such
as images or video streams. To give some examples, [359]
introduces an end-to-end spatio-temporal learning framework
for real-time monitoring of assembly operations. The method
predicts future human actions from video using a convolu-

tional encoder and ConvLSTM-based sequence modeling and
detects human faults such as unfixed parts, incorrect assem-
bly order and missing components, by comparing predicted
and observed action sequences. In [360], a two-stage deep
learning pipeline is introduced to identify unsafe ergonomic
behaviors. Monocular video is first used to reconstruct 3D
human body poses via the VIBE architecture; the resulting
decimated body meshes are then classified using MeshCNN
to recognize ergonomically hazardous actions across diverse
industrial tasks. Finally, [361] presents a multimodal frame-
work for safety monitoring in human–robot collaboration. The
approach combines scene-graph-based visual understanding
with a BERT–Bi-LSTM–conditional random field model to
interpret scene descriptions and verify compliance with robot-
specific personal protective equipment (PPE) requirements,
enabling the detection of missing or improperly used PPE.

5) HVAC faults: HVAC systems are important in manufac-
turing plants for maintaining thermal and humidity conditions
critical to processes such as semiconductor fabrication, pre-
cision machining, pharmaceuticals and clean-room-assembly.
Faults can affect both energy efficiency and process reliability,
with typical issues including sensor drift, heat exchanger foul-
ing, refrigerant leaks, valve or damper malfunctions, chiller
degradation and air-handling-unit (AHU) control faults. HVAC
FDD relies on operational data (temperatures, pressures, flows,
power and control signals). A key challenge is separating
true fault symptoms from variations caused by production
schedules or environmental conditions. Causal discovery and
inference methods have been shown to identify real fault
drivers and build interpretable models with high accuracy and
low computational cost [362]. Chiller faults are particularly
complex due to thermal coupling and compound failure modes.
Knowledge-embedded models that integrate expert rules into
data-driven networks (e.g., deep belief networks) improve
generalization and enable detection of multi-fault scenarios,
validated on real experimental data and deployed in cloud-
based monitoring platforms [363]. Data scarcity is another
practical challenge: some studies use physically induced faults
under controlled conditions to select informative features for
chiller diagnostics [158], while others generate synthetic fault
samples with GANs and reinforcement learning to enhance
AHU fault detection under extreme data limitations [268].
For a comprehensive overview of methods and applications,
see [364].

IV. PREDICTIVE MAINTENANCE

This section is devoted to introducing the field of PdM
which differs from the previously presented AD (Section II)
and FDD (Section III) because of its prognostic nature. In fact,
PdM is a component of the broader field of Prognostics and
Health Management (PHM) which encompasses the combina-
tion of several technologies including advanced monitoring,
diagnostics, prognostics and prognostics management. These
are characterized by the common goal of minimizing the
occurences of failures or downtime in industrial manufacturing
processes [367].
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TABLE VIII
REVIEW OF INDUSTRIAL APPLICATIONS OF ML-BASED FDD

Fault Type Category References

Mechanical/
Equipment

Rotating machinery (bearings, shafts,
gears, imbalance).

ML: [143], [148], [152], [153], [150], [157], [151], [146], DL: [271], [272], [135],
[365], [172], [175], [176], [178], [177], [169], [171], [163], [180], [164], [185], [181],
[168], [183], [182], [186], [197], [193], [202], [195], [223], [258], Hybrid: [160], [159],
[366], [184], [191].

Tool wear and breakage (cutting
tools, milling, drilling).

ML: [319], [149], [320], DL: [326], [321], [322], [323], [325].

Hydraulic and pneumatic. ML: [328], [329], DL: [187], [330], [331], [332], [333], [244], [249], [334].
Induction motor, electrical drive
faults (stator winding, rotor bars).

ML: [344], [335], [148], [339], DL: [179], [170], [337], [341], [342], [340], [338],
[343], Hybrid: [345].

Process

Three-phase flow facility. DL: [213], [317], [214].
Chemical plants. DL: [162].
Nuclear power systems. DL: [214].
Metallurgic process. DL: [348], [141].
Semiconductor manufacturing. ML: [154], DL: [347], [282].
Gas plant. ML: [144].
Product quality. LLM: [229].

Cyber attacks Intrusion, denial-of-service, man-
in-the-middle, supply-chain attacks,
botnets and false data injection.

ML: [147], [145], [350], DL: [351], [352], [353], [354], [349], [162], [355], [356],
[357], [353], [351], [352].

Human-machine interaction Operator error/unsafe action detec-
tion.

DL: [359], [360], [361].

HVAC HVAC faults. ML: [362], [158], DL: [363], RL: [268].

A. PdM Theoretical Foundations

In this section we start by reporting the definitions of some
basics concepts in the field of PHM, PdM and RUL estimation
which will be used throughout the rest of the survey.

Definition 3. Predictive Maintenance (also referred to as
Condition-based Maintenance) is an advanced maintenance
strategy which employs data analytics, ML and IoT tech-
nologies to predict equipment failure before their occurence
with the aim of reducing maintenance costs and minimize
unexpected breaks and downtime in industrial applications.

The pipeline of maintenance policies adopted in the indus-
trial field is usually divided into five main steps [368]:

• Remote Monitoring: This step involves monitoring the
equipment under analysis by embedding sensors or cam-
eras to enable real-time data collection regarding its
health state. The acquired data may than be transmitted on
site or to external devices through cloud infrastructures.
Nowadays, this step is handled by IIoT infrastructures
which are becoming more and more advanced and able
to handle huge amounts of data produced by sensors,
more details of which will be presented in IV-D3. Moni-
toring data represents the main resource for the predictive
models used in later stages of the pipeline. Some pre pro-
cessing steps (i.e. data cleaning, data normalization and
handling of missing or corrupted data) are traditionally
executed before feeding the data to the models for the
prediction.

• Failure Prediction: Pre-processed data are analysed
through ML or DL based models to produce predictions.
In this stage we may be interested both in prognostics
preditions (i.e. when the asset is most likely the fail)
or in diagnostic ones (i.e. identify the most vulnerable

components of the system). This achieved through RUL
or AD estimation, respectively. This highlights the strong
interconnection between these two fields.

• Task Schedulling: Based on the predictions produced
by prognostic systems and the domain knowledge of
experts, maintenance operations are scheduled in order to
prevent the equipment from failing. In order to solve this
complex optimization problem Reinforcement Learning
based approaches have recently been proposed, more
details of which will be provided in IV-B4.

• Communication and Integration: To translate the deci-
sions made in the previous steps into actionable measures,
communicating with maintenance personell is crucial.
This step is traditionally carried out through the usage
of Enterprise Resource Planning (ERP) and Asset Man-
agement software tools.

• User Interface and Reporting: The User Interface
should guarantee a clear understanding of the model de-
cision to the machine operators. This is normally carried
out through interactive dashboards, reports and alerts.
In this context the trustworthiness of the predictions
produced by the predictive models, achieved through XAI
(presented in IV-C), is also a required guarantee.

PdM is employed in the second stage of the maintenance
pipeline (i.e. Failure Prediction) with the aim of outperforming
two other traditional prognostic approaches, typically referred
to as Reactive Maintenance and Preventive Maintenance.

Definition 4. Maintenance interventions based on Reactive
Maintenance (Run-to-Failure) wait for the machine failure to
be performed. While this strategy fully exploits a machine’s
operational lifespan, it incurs significant repair costs and
risks, such as cascading failures (i.e. subsequent failures in
dependent components or interconnected systems). As the
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name suggests, this strategy represents a reactive approach
with no way of controlling or monitoring the system’s health
state during its lifespan.

Definition 5. Preventive Maintenance occurs at fixed time
intervals, decided based on historical failure times of the
machine. Although more systematic and proactive than Run-
to-Failure approaches, this strategy often results in premature
maintenance cycles, underutilization of component lifespan,
inefficient resource allocation, and excessive spare part con-
sumption.

To address the downsides of both the reactive and preventive
maintenance approaches, in PdM maintenance is dynamically
scheduled based on predicted time-to-failure estimates, en-
abling near-optimal utilization of component lifespan while
mitigating failure risks. Differently from Preventive Main-
tenance, where the time interval between two consecutive
maintenance interventions is decided a prioribased on the time-
to-failure experienced in the past, in PdM the maintenance
time is determined based on the current condition of the
machine which is monitored in real-time.

In order to ensure a continuous monitoring of the equip-
ment’s health state sensor networks, often incorporating signal
processing techniques, are employed. Several benefits arise
from this approach including the prevention of catastrophic
failures, identification of undetected failure modes, minimiza-
tion of downtime, reduction of maintenance costs, optimized
maintenance scheduling and also valuable insights for equip-
ment design improvements.

This survey will mainly focus on the RUL estimation task,
an alternative formulation of the PdM task, defined as follows:

Definition 6. Remaining Useful Life is defined as the amount
of time remaining in the productive life of a manufacturing
equipment. The RUL is typically represented as a time varying
signal characterized by a monotonically decreasing trend. It
can be expressed in terms of number of cycles, seconds,
minutes or hours, depending on the specific application.

PdM gained popularity thanks to the rapid development of
IoT-based systems and it’s one of the main components of
Industry 4.0. In fact, sensors composing IIoT infrastructures
represent a fast and reliable approach to collect data (i.e. vibra-
tion, temperature, humidity) strictly related to the equipment’s
health which are used to design and train the predictive models
used for the estimation of the RUL signal.

In particular, the huge amount of data collectable through
IoT sensors is the main source of information for ML and DL
based algorithms. Differently from older approaches where
the machine’s life degradation is modelled exactly through
complex physical or mathematical equations, these approach
base their predictions just on the relationship found between
the input sensor readings and the RUL signal. This provides a
more computationally efficient method to solve this complex
task.

This is the main feature of data-driven PdM, introduced in
IV-B2, which will be the main focus of the PdM survey.

The application of PdM technologies has brought several
benefits in industry. According to [369], the integration of

PdM strategies in manufacturing plants led to a 20% reduction
in unplanned downtime and decrease in maintenance cost of
about 15%.

By predicting the RUL the objective is to perform main-
tenance interventions at the right moment: not too late (as it
happens in reactive maintenance) or too early as in preventive
maintenance. In this way both costly machine repairment and
long downtime intervals are avoided.

B. PdM Methods

This section is devoted to the presentation of the current
state of the art in the field of PdM. The operational efficacy
of PdM systems fundamentally depends on accurate RUL
estimation, considered as the most complex yet most beneficial
PHM task [370]. This problem serves as the foundation for
maintenance decision-making processes and will be the main
focus of this section.

PdM has become the predominant strategy in the field of
prognostics and health monitoring in industrial applications in
recent years [371], [372]. PdM is applied in several industrial
fields, such as: turbofan engines [373], wind turbines [374],
rotating machinery [375], high-speed trains [376], aviation
systems [377], railway infrastructures [378], [379], [380],
pharmaceuticals production [381], lithium-ion batteries [382],
vehicle lifts [383] and also operating systems [384]. Moreover
PdM can also be integrated as one of the services offered
by DT technologies [371], [385], predominant in the field of
Industry 4.0 and 5.0.

The RUL estimation research field is very broad and
comprises several different industrial domains which will be
covered in IV-B, IV-D. For the sake of clarity the different
branches of RUL-based PdM are graphically represented in
Figure 1.

Three main macro areas of PdM estimation can be ex-
trapolated from 1: model-based, data-driven and hybrid RUL
estimation whose main characteristics and differences are
highligthed in IV-B1, IV-B2 and IV-B3, respectively.

The methods presented in this section and in IV-D are
grouped in Tables IX and X divided in hybrid and data-driven
methods. The few model-based approaches presented in IV-B1
are not considered in this comparison because they are not the
main target of the survey which focuses on the usage of AI-
enhanced models for the automation of prognostic decisions.

1) Model based RUL Estimation: Model based methodolo-
gies for RUL estimation exploit prior physical and mechanical
knowledge on the equipment with the aim to design a physical
model of the degradation process which represents how the
machine transitions from an initial state of full health to the
end of its life (i.e. machine breakage). The main advantage
of these methods is that if an accurate model of the machine
is built it will fully characterize the degradation process and
provide accurate estimates of the RUL. However crafting these
kind of models is highly challenging because of the complexity
of the physical and mechanical processes typically involved
in real world equipments. Physical processes are in fact well
understood just for critical or very simple components [490],
[491], [492], [493].
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Fig. 1. The scheme above subdivides the topic of PdM into different sub topics which will be covered in the next sections

TABLE IX
HYBRID PDM APPROACHES

Category Techniques References

Hybrid PdM Approaches RUL estimation approaches where both model-based and data-driven approaches are used [386], [387], [388], [389],
[390]

PINN PINN models embed physical principles as a regularization term in the loss function [391], [392], [393], [394],
[395]

Additionally these models are usually equipment specific
and may not be easily transferable to completely different or
similar machines working with different operating or manu-
facturing conditions. For these reasons, the employment of
these methodologies is becoming less and less common in the
literature in favor of the more flexible and general purpose
data-driven methodologies.

2) Data driven RUL Estimation: Data driven methods do
not require domain knowledge of the system under analysis but
will instead rely on the availability of historical data, usually in
the form of raw sensor measurements, acquired over the entire
life cycle of the machine. These methods raised in popularity
thanks to the developments of AI related technologies (i.e.
ML and DL) and IoT networks for data collection. These
models are capable of estimating the degradation process of
the machine directly from the historical data and, based on
that, will provide estimates of the RUL.

Once enough historical data are available, accurate RUL
predictions can be obtained without the need of designing
overly complicated physical models. In particular, models are
usually designed in order to easily generalize to assets similar
to the ones producing the training data. AI powered models
may be adapted to work on different equipments through the
employment of transfer learning [494], [12] or domain adap-
tation [445] techniques. In general, the machine degradation
processes estimated by such models are less accurate with
respect to the one produced by a model based approach. In

fact, the outcomes generated by these models are not based on
a physical model of the system but rather on statistical patterns
identified in the historical data. However, even if not perfect,
these estimates are in general good enough to trigger mainte-
nance operations at the right time and come at a significantly
lower cost in terms of computational and human resources. As
a result, nowadays data driven models are overtaking model
based approaches in the industrial field [402]. For this reason,
data driven models will be the main focus of this review.

With the rapid development of data-driven prognostics and
the high amount of data required the issue of data privacy
arises. As a consequence in the literature this challenge is
addressed through Federated Learning (FL), a paradigm in
which the privacy of user’s data is ensured by the fact that
each user trains the model locally with private data and shares
with other users just the model’s updates. Examples of FL
based RUL estimation are [495], [496], [479].

RUL Estimation using Feature Extraction: The main
source of information for data driven models employed in
the task of RUL estimation are the raw data produced by
sensors monitoring key physical quantities of the equipment
under analysis (i.e. temperature, flow, pressure, acceleration,
humidity, . . . ). These signals are typically distorted by noise
and may interfere with other signals. This means that the
signs of the machine’s useful life degradation, which are the
key component for a precise estimate of the RUL, are often
not directly observable in the raw data. Consequently, some
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TABLE X
DATA-DRIVEN PDM APPROACHES

Category Techniques References

Data Driven PdM Ap-
proaches

Generic RUL estimation approaches where the RUL signal is estimated through data (i.e. sensor
readings) rather than with the usage of complex physical model of the equipment

[396], [397], [398], [399],
[400], [401], [402], [140],
[403], [404], [405], [406],
[407], [405], [408], [409],
[410], [411], [412], [413],
[414], [415], [416], [417]

Feature Extraction + ML These methods exploit ML algorithms for the RUL estimation, thus an initial feature extraction step
is required to handcraft the features needed by the model to accurately estimate the equipment’s
end of life.

[396], [397], [398], [399],
[400], [401], [402], [140],
[403], [404], [405], [406],
[407], [405], [408], [409],
[410], [411], [412], [413],
[414], [415], [416], [417]

Lithium-ion batteries RUL estimation is a very important task in the context of lithium-ion batteries whose degradation
process can lead to catastrophic consequences as unpredictable burn of electric vehicles.

[418], [419], [406], [396],
[391], [382], [420], [421],
[422], [423]

Turbofan engines
C-MAPSS

The C-MAPSS dataset is the most commonly used benchmark dataset in the context of RUL
estimation. The sequential nature of the data promotes the usage of sequential models such as
LSTM, CNN and combinations of those.

[370], [424], [425], [426],
[427], [428], [429], [430],
[431], [432], [433], [434],
[399], [435], [436], [437],
[438], [439], [440]

Turbofan engines
N-CMAPSS

N-CMAPSS is a more complex and recent version of C-MAPSS. The approaches adopted on this
benchmark are similar to the ones used on its predecessor.

[441], [12], [442], [443],
[444], [433], [445]

Bearings Rolling element bearings are one of the most common reasons of machine breakdown in the
industry. The periodical nature of the data enables the definition of notable fault-frequencies that
facilitate the detection of faults in the context of FDD and inherent interpretability in PdM.

[446], [403], [447], [448],
[374], [400], [449]

Transformer Attention based models are widely used in the field of NLP but have also extensive applications
in time series modelling. In particular, in the context of RUL prediction the inclusion of attention
modules in the model architecture facilitates comprehension over the root causes of the machine
degradation.

[450], [451], [452], [433],
[453], [444], [454], [455],
[445], [456]

Uncertainty UQ is a fundamental requirement in PdM considering the elevated economical costs associated
with underestimation or overestimation of the target RUL signal. The most common approaches
are based on BNN and Quantile Regression.

[457], [395], [458], [459],
[460], [461], [462], [463],
[441], [464], [465], [466],
[467]

XAI In the context of the fifth industrial revolution, where the role of the human being is gaining
more and more relevance, being able to provide insights on the model decisions is of paramount
importance. Traditionally XAI approaches exploit variants of the SHAP explanation algorithm,
which may also be included on the AD module of a complete PdM pipeline that performs both
diagnostic and prognostic activities.

[468], [469], [470], [433],
[471], [446], [472], [473],
[474], [475]

IoT IoT infrastructures are one of the key elements of the latest industrial revolution and their
interconnection with health monitoring and AI is considered in order to enhance performance
of PdM based applications. In these settings usually cloud computing infrastructures are employed
to better store and manage the data collected from IoT sensors which are later used by ML or DL
algorithms to perform end of life predictions.

[476], [477], [478], [479],
[376], [480], [481]

Industrial Case Studies In this category several case studies of PdM applications in the context of Industry 4.0 and 5.0
are presented. One of the adaptations employed to embed RUL prediction models in high-stakes
industrial contexts is the usage of business metrics that shape the model’s predictions to account for
the business costs associated with imprecise estimations, preferring a pessimistic approach rather
than an optimistic one.

[6], [482], [483], [484],
[485], [486], [487], [488],
[489]

pre processing steps are required before feeding the sensor
measurement to the ML models. These involve the creation
of handcrafted features, extracted through transformations
directly applied on the raw data. The resulting variables are
often referred to as Health Indexes (HI) or State of Health
(SOH) [396] since they provide a complete representation of
the health state of the monitored equipment throughout its
entire lifespan. This pre processing step is often denominated
as Feature Engineering.

Industrial equipments are characterized by a monotonic
deterioration of their properties (i.e. without sudden regenera-
tions). In order to effectively capture their health condition
over time, features showing a monotonic trend should be
extracted [397]. Coble et al. defined in [398] a set of measures
to score the importance of a given feature as a prognos-
tic parameter: Monotonicity, Prognosability and Trendability.

These are employed in [399], [400] where they are merged
together into a weighted sum to measure the relevance of
sensor measurements for the RUL estimation task, and in [401]
where Monotonicity is used as a feature selection criteria. An
interesting study is the one reported in [497] where SHAP
values are computed on models employed on the C-MAPSS
dataset showing an high correlation with these three prognos-
tics measures.

Typical features extracted in this stage are presented in
III-A2.

In addition to the construction of handcrafted features
other typically used methods are: dimensionality reduction
(i.e. PCA) ( [443], [403], [404]), EMD [396], clustering
to discover additional features, noise filtering (i.e. Gaussian,
Kalman or Exponential filters) or even physics-inspired feature
transformations [406].
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The extracted features or HI are successively used as inputs
to the ML models: Regression models trained to directly
predict the RUL values. An alternative approach consists
in defining a threshold on the values of the HI to trigger
maintenance operations [403], [498] once that value is reached.

There are also unsupervised methods of HI estimation
used where no predefined degradation process information
on the equipment are given but are automatically extracted
through signal preprocessing or signal entropy [407]. Also
DL models can be exploited to extract hidden features from
sensor measurements, in particular AE and VAE based archi-
tectures [403], [405], [408], [409].

Several works in the literature exploit HI for their RUL
prediction using different strategies to extract the equipment
State of Health (SOH): graph modelling [410], weighted corre-
lation of known fault frequencies over cycles in bearings [411],
a quasi-orthogonal sparse projection algorithm [412] to trace
different degradation trends for different fault types, informa-
tion entropy [413], frequency energy shift exploiting the signal
produced by a microphone sensor [414], CWT [415] and
Gaussian Process (GP) Regression for SOH estimation [416].

Another example of the usage of feature extraction for RUL
estimation is represented by sensor fusion based approaches
[404], [417].

In recent times Feature Engineering based methods became
less popular because of the development of DL algorithms.
Deep models are known for stacking multiple hidden layers
sequentially building a hierarchical representation of the fea-
tures embedded in the data. This makes it possible to directly
extract key degradation features from raw data without the
need of an handcrafting feature extraction process as the ones
explained above.

Moreover relying on handcrafted features makes it challeng-
ing to adapt to different prognostic applications [435]. How-
ever, the combination of feature engineering with ML based
prediction model can still be considered as a valid alternative
in case end-to-end DL solutions become too computationally
complex for the implementation on a real-world IoT based
industrial system.

A peculiar case is represented by [482], [453], [443] where
handcrafted features are combined to raw data using feature
fusion to enrich the training data used to fit a deep learning
model combining feature engineering with the most recent DL
approaches.

RUL Estimation for Turbofan Engines: As mentioned in
paragraph I-A the C-MAPSS dataset is very commonly used
to evaluate the performances of RUL estimation methods, as
highlighted in [370], [424] The main challenge posed by this
dataset are the different operating conditions and degradation
patterns of the turbofan engines due to manufacturing varia-
tions. In order to solve these issues the majority of the works in
the literature employs DL algorithms. In particular, sequence
learning DL architectures are employed [425], [426], [427],
[428], [429]. A common example is the combination of the
LSTM [430], [431], [432], [433] and CNN [499] architectures.
In fact, CNNs are good in merging different sensor dimensions
such as vibration and acoustic data. On the other hand, LSTM
networks are specialized in capturing sequential dependencies

in time-series data. As a consequence, the combination of these
two architectures is usually the go-to solution for a task like
RUL estimation where input data are multi-sensor time-series
in the majority of the cases. In some cases the addition of an
attention mechanisms, to weight the importance of different
sensors and time stamps, is also considered a valid solution.

In [434] and [399] the machine degradation process is not
assumed to start from the beginning of the production phase
but after the first incipient fault. Before this moment the
machine is considered to be in a full health state, thus the
RUL signal is constant at the initial value and the degradation
towards failure begins only after the incipient fault. This model
for RUL degradation is typically named piecewise linear
degradation model while the simpler approach of considering
the RUL as a monotonically decreasing signal is called linear
degradation model. The piecewise linear degradation model
represents a more realistic scenario but adds an additional step
in the estimation pipeline: the detection of the point in which
the machine transitions from a full health to a degradation
state. This is achieved in [434] by using a pair of CNNs
architectures: the first one to estimate the incipient fault and
the second one devoted to the RUL estimation. Moreover,
a reliability index is also used in order to distinguish the
RUL of two different components. Another application of the
piecewise linear degradation model is presented in [399] where
the so called elbow point (i.e. the point when degradation is
first observable) is detected trough a Z-test and then only
sensor data from the elbow point onwards are employed
for prognostics, which is realized through an Echo State
Network (ESN) optimized through a Differential Evolution
(DE) optimization algorithm.

In [435] the capacity of DBN to extract hierarchical fea-
tures is employed as an alternative to the commonly used
feature engineering combined with ML models approaches.
To increase model efficiency an ensemble of DBN is consid-
ered and it is trained through a multi-objective evolutionary
algorithm needed to tune the optimal hyperparameters of the
base learners (i.e. number of hidden neurons in each hidden
layer). Another example of ensemble learning is employed
in [436] where Stacking Ensemble Learning is used to exploit
the predictions of different base learners (i.e. RF, Decision
Tree, Gradient Boosting) and combine them through a meta-
learner (i.e. Linear Regression).

To take into account for the different working conditions
characterizing the C-MAPSS dataset a Mixture of Encoders
based model is presented in [437] in order to specialize and
Autoencoder model on the specific features of each working
condition. Finally, features extracted in this way are fed in
input to a Transformer to obtain the final RUL prediction.

Together with CNNs and LSTM based architectures another
effective approach to learn the spatio-temporal relationships
underlying the RUL prediction is to employ TCN. TCN is an
optimized version of 1DCNN to model both long and short
temporal dependencies through the usage of dilated convolu-
tions, causal convolutions (i.e. the output of layer t depends
solely on the convolutional outputs at layers t− 1, t− 2, . . . )
and residual connections. In [438] TCN layers are used
together with LSTM layers and a data augmentation strategy
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is employed to enrich the training and testing trajectories
contained in C-MAPSS. Other works employing TCN for the
feature extraction part are [439], [440].

Another commonly used dataset to evaluate PdM models in
the field of turbofan engines is the N-CMAPSS dataset and
several works have used it as the benchmark dataset: [441],
[12], [442], [443], [444], [433], [445].

RUL Estimation employing Transformer based architec-
tures: The Transformer architecture, introduced in [500], has
had a lot of success in NLP but several applications and
adaptations of attention-based models on time series data have
also been proposed, as an alternative to the classic CNN and
LSTM architectures, presented in IV-B2. These models em-
ploy the attention mechanism to discover correlations between
different time stamps in order to identify the most important
ones. Some of these Transformer’s variants have also been
used in prognostics: [450] uses a Temporal Fusion Trans-
former (TFT) [451] and [452] a Temporal Flow Transformer
which employs Probsparse self-attention, a modification of the
traditional self-attention mechanism tailored for time series
processing, introduced in [501].

The employment of the attention mechanism, which assigns
weights to the time stamps composing the input sequence
based on their importance, provides also some explainability
since it focuses on the most important features composing the
input sequence [433], [453].

It also helps in the feature extraction process by identifying
the most relevant spatio-temporal features for the task. As
an example in [373] a Dual-Attention mechanism is used to
enhance RUL prediction: the combination of CNN with a Self
Attention layer is used to extract the most relevant spatial
features while the temporal ones are retrieved through the com-
bination between a LSTM and a Self Attention layer. In [444]
a dual channel is used to separately treat sensor data and
time-varying operating conditions which are firstly modelled
through a 1DCNN to extract spatial features that successively
are fed into two parallel LSTM layers to generate temporal
features which are passed through a soft attention layer to
filter out invalid information. Finally, the RUL prediction is
produced through a Regression Head represented by two Fully
Connected (FC) layers.

Attention based feature extraction is also employed in [454]
together with a gated convolutional unit specialized in discov-
ering local features. The combination of CNNs and Trans-
former architectures is also used in [455] where a Convolu-
tional Transformer model is proposed.

In [445] the focus is not solely on the RUL estimation
task but also on the Domain Adaptation one which has a
lot of beneficial aspects in prognostics: for example, it can
achieve transferability of RUL prediction capabilities across
different machines. The main contribution brought by this
work is the focus on the adaptation not only at the feature
level but also at the semantic one. In particular, an adver-
sarial approach is employed for the Domain Adaptation task
while the Transformer Encoder is used as a feature extractor.
In order to consider both feature-level and semantic-level
adaptation two discriminator networks are used: feature-level
source identification is obtained from the extracted features

while semantic-level identification is done based on the output
RUL curves. Essentially the semantic discriminator acts as a
regularization term during training, punishing inaccurate and
unreasonable outputs that can be produced in the target domain
if Domain Adaptation is only applied at the feature level.

The Transformer architecture was originally introduced to
solve the machine translation task in the field of NLP and was
later applied to other common NLP tasks such as sentence
and emotion classification with the Deep Bidirectional Trans-
formers for Language Understanding (BERT) [502] model.
In [456] this model is adapted to bearing RUL estimation.
Time features are extracted from the raw vibration signals
and passed as features blocks to the BERT input layers.
The training strategy involves a pre-training phase on a large
dataset in order to equip the model with a general knowledge
on the RUL estimation task and then fine-tuning is used to
specialize the model on a specific scenario.

Uncertainty Quantification in RUL estimation: One of
the main advantages of PdM is the reduction of downtime
and machine breakages costs, guaranteed by a precise es-
timation of an equipment’s health state and RUL. In this
context it is of paramount importance to take into account
the uncertainty in the model predictions which can cause an
unexpected break if too optimistic (i.e RUL overestimation)
or unexploited lifetime conditions if too cautious (i.e. RUL
underestimation). This estimate is successively used to guide
maintenance operators in interventions making uncertainty
quantification equally important as prediction accuracy [395].
From an economical perspective designing a more pessimistic
model is the preferable choice, although in specific cases when
an intense use of the machine is required (e.g. in agriculture
where the time to collect crops is limited and highly subjected
to weather conditions) an aggressive use of the machine may
instead be considered. For this reason, another crucial aspect
to take into account is not only the point estimation of the
RUL value but also the uncertainty associated with that. UQ
is a very important task to produce trustworthy models and it
is widely adopted in DL [458] and, consequently, in PdM and
RUL [457] estimation.

A natural solution to introduce uncertainty estimation in
RUL prediction, or in any other regression task, is the usage
of BNN, a class of NN with weights modelled by a probability
distribution that naturally provide confidence intervals in their
estimates. This approach is applied to different data-driven
architectures: DBN [435], traditional NN [459], RNN [460],
GRU [390], PINN [395] and CNN [461]. Traditionally training
BNN is achieved through Bayesian Variational Inference [459]
or Markov Chain Monte Carlo (MCMC) derived methods
such as Hamiltonian Monte Carlo (HMC), employed in [463].
[462] applies BNN to RUL prediction and uses the Stein
Variational Gradient method for the efficient training of such
models. Moreover in [462], [463] the the RUL prediction is
enhanced by its uncertainty which works as a corrective factor
in order to reduce it in case a too high value is produced.
Moreover BNN models are inherently regularized and this
provides a natural improvement of the predictive accuracy
with the respect to their non-bayesian counterparts. [441],
instead, introduces a Bayesian Gated-Transformer including a
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customized encoder block with gated connections to improve
feature extraction capabilities and both epistemic and aleatoric
uncertainty provided by the probabilistic nature of the model
weights and the noise channel, respectively.

In [464] a GNN model is used to perform RUL prediction on
a complex mechanical equipment. In particular, GCN and GAT
modules are used for spatiotemporal feature extraction which
is succeeded by a Bidirectional Long Short Term Memory
(Bi-LSTM) module to also produce temporal features. Finally
Maximum Likelihood Estimation (MLE) is incorporated in
the loss function to model the output space as a Gaussian
distribution and enrich the model with an estimation of the
uncertainty on the RUL prediction, which is a fundamental
ingredient in prognostics to improve system reliability and
operational efficiency.

Another approach for uncertainty estimation is Quantile
Regression where different quantiles of the posterior predictive
distribution are estimated. Applications of Quantile Regression
in the field of RUL estimation can be found in [465], [466].
In [465] a State Space Model (SSM) architecture is proposed
for RUL prediction and it is enhanced by the Simultaneous
Quantile Regression (SQR) [503] framework for both training
and evaluation. On the other hand, [466] uses eXtreme Gra-
dient Boosting (XGBoost), a non DL architecture, for feature
selection and extraction and Multi-Quantile Recursive Neural
Networks (MQ-RNN) [467] for a Quantile Regression based
RUL estimation. The advantage of both SQR and MQ-RNN
is that, being used for multi-quantile regression there are no
prior requirements on the output distribution.

3) Hybrid Approaches for RUL Estimation: Data-driven
models are nowadays the standard for RUL estimation but they
still have some limitations. First of all, in the field of PdM it’s
difficult to collect high-quality data because of the rarity of
faults and of the unwillingness to reproduce faults on purpose
just for the sake of training such models, as explained in
section I-A. Additionally, environmental conditions may have
a huge impact on the physics of the system and it’s difficult
to collect data representing all the possible environmental
conditions encounterable. A possible solution is represented by
data augmentation techniques [504], [438] but still researchers
and practitioners have to deal with model complexity which is
strictly correlated to the predictive accuracy: the more accurate
the model the higher its parameter count needs to be hardening
the deployment stage. Finally, a common characteristic of
data-driven models is their lack of transparency and explain-
ability which is instead a key requirement in Industry 5.0, as
explained in section I.

For the reasons mentioned above, model based approaches
can still be useful in the modern era of PdM in the develop-
ment of hybrid systems where domain knowledge is merged
with data-driven architectures leveraging the advantages of
both worlds. The inaccuracy of physics-based models can be
enhanced using ML or DL algorithms to model more complex
phenomena through data and reduce the amount of training
data for data-driven solutions acting as data simulators and
producing physics-enhanced input features for the models.

In [386] model-based approaches are used to produce data
but also to enrich the feature space of the training set by

discovering some additional parameters which can improve
the predictive power of DL models. Specifically, the training
set of the data-driven model (i.e. a CNN architecture), which is
normally composed of condition monitoring data produced by
sensor readings, is enriched with scenario-descriptor operating
conditions, virtual sensors and unobservable model parameters
obtained as the result of the calibration of a physics-based
model solved using an Unscented Kalman Filter (UKF) [505].
The obtained hybrid model shows improved performances
with the respect to a solely data-driven model and it also
requires less training samples thanks to its physics-enhanced
input features.

The typical methodology employed in hybrid RUL estima-
tion involves using a physics-based model to describe easy
phenomenon in a very precise way, while more complex
behaviors are explained through data using DL models. For
example in [387] a PINN based RNN model is composed
of physics-informed layers to model well known components
of airplane fleets (i.e. fatigue crack growth) while data-driven
layers are used to model more complex aspects like the internal
loads. Similarly in [389], where the task is to predict corrosion-
fatigue of an AI 2024-T3 alloy employed in fuselage panels of
aircraft wings, physics-based layers are used to model crack
growth through the Paris Law while challenging effects such
as damage bias due to corrosion are modelled by data-driven
layers. Finally, in RUL estimation of main bearings in wind
turbines [388] relatively well known physical effects (i.e. L10
fatigue life) are modelled through physics-informed layers
while degradation due to poor greasing conditions are left for
data-driven layers.

Another very common example of hybrid PdM is rep-
resented by PINN [506], NN enhanced or integrated with
physics rules and concepts. PINN combine the strengths of
physics-based models, which are highly accurate in estimating
machines’ HI and degradation patterns, with those of purely
data-driven models, which offer computational efficiency.

There are two kinds of PINN: sequential integration models
in which the two components (i.e. the physics-based model and
the data-driven model) act independently and hybridized phys-
ical models where the equations governing the physics-based
models are integrated in the data-driven model. An example
of this approach is contained in [391] where a CNN model
for RUL estimation of lithium-ion batteries is integrated with
Open Circuit Voltage (OCV) curves reconstruction methods to
fully characterize the batteries degradation pattern and exploit
those information in the training process.

A traditional application of PINN is presented in [392]
where physical rules are included as regularization terms in
the definition of the loss function used to train an RNN model
which is used for the RUL estimation of discrete power elec-
tronic devices. In particular, the loss function is enriched with a
term to control the monotonicity of the predicted RUL signal
and to make sure that the prediction falls inside a specific
bound. Similarly in [393] domain knowledge is incorporated
in the loss function of an LSTM network for RUL prediction
on supercapacitors. Moreover, Bayesian Optimization (BO)
Optimization is used to tune the balance between the two
components of the loss function (i.e. the training loss and the
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physics-inspired regularization term).
In [390] an hybrid method for RUL estimation of rolling

element bearings is proposed. In this case the degree of
bearing damage is estimated by a combination of the Adaptive
Spectrum Mode Extraction (ASME) theory with Fault Feature
Gain (FFG) to adaptively monitor bearings faults frequencies.
After the detection of incipient faults a DL models combining
GRU and BNN is used to obtain the final RUL prediction.

In [394] a central role is played by the self-attention
mechanism, typical of the transformer model [500], which is
firstly used to map the high-dimensional sensor measurement
data into a low-dimensional space by selecting only the key
features. An additional attention-based network is used to learn
the physics of the system as the partial differential equations
between the hidden states and the predicted RUL.

4) Reinforcement Learning Approaches for RUL Estima-
tion: Maintenance Scheduling is the third and final step of
the maintenance pipeline, presented in IV-A. It is usually a
component of Decision-Making Modules triggered after the
ML or DL models failure predictions are produced [507]. It
is a challenging task because it may involve several machines
with different failure types and it requires to coordinate the
maintenance operations among the team of experts that will
act on the equipments necessity reparations. The optimization
of this process is crucial in the industrial production chain
since it may lead to a significant reduction of the machines
downtime under maintenance and to a more efficient use of
human resources. This task requires the ability to perform
sequential decisions in a stochastic environment, which is the
main reason why RL approaches are becoming more and more
popular in Maintenance Scheduling. As RL is an automatic
learning paradigm that learns through interaction with the
environment it can solve some of the typical challenges of
PdM like the scarcity of labeled data, documented failures and
the presence of multiple operating and working conditions of
equipments. RL agents are in fact able to learn the optimal
policy to follow in order to minimize the downtime of the
machines and to maximize the efficiency of the maintenance
operations.

It is worth noting how the application of RL in PdM is quite
challenging. In fact, differently from traditional RL formaliza-
tions in which the environment is fully observable, stationary
and states fully measurable, in industrial applications there
are several factors that can quickly modify the state transition
probabilities such as production load variations, performed or
missed maintenance and external weather [367]. Moreover,
in Multi Agent RL applications in PdM an action taken by
an agent can change the environment for the other agent/s.
As a consequence Hidden-Mode MDP (HM-MDP)s are used
to formalize the problem. This is the most complex type
of Markov Decision Process (MDP) since no model of the
environment is available and states are not fully measurable
because determined by noisy sensor recordings. Moreover
there is also the necessity of considering continuous and
variable length time intervals for action duration, in fact
using discrete time formulations could lead to the miss of a
maintenance event. This additional requirement defines Semi
HM-MDP.

The typical formulation of an RL agent in the field of PdM
can thus be summarized as follows:

• Environment: The environment is represented by the
equipment to monitor or even by the entire plant. Pro-
ducing a detailed model of the environment can turn into
an extremely complex task, thus model-free approaches
are preferred.

• States: States represent different equipment health stages
and are determined by condition monitoring performed
through sensors measuring various quantities such as
vibration, temperature, toll wear and similar.

• Actions: Typically three actions can be performed by
the PdM scheduler agent: in case the machine’s health
is acceptable no action is performed, a single component
can be replaced or a complete maintenance operation can
be scheduled.

Several works can be found in the literature, according
to [367] the most commonly used RL approaches are the
basic Q-learning and its variants [508], Actor Critic based
methods [509], policy-gradient methods (i.e. Proximal Policy
Optimization (PPO) [510] and Deep Deterministic Policy
Gradient (DDPG) [511]).

Some works in the literature are worth to be described in
more details: for instance, [368] proposed a Multi Agent RL
algorithm. The agents work in parallel on different copies of
the same machine with the aim of maximizing the time in
which the machine is in the working state. Maintenance is
schedulled when needed assigning the task to a technician.

[512] focuses on a serial production system and uses a
RL algorithm based on value function estimation to avoid
Machine Stoppage Bottlenecks. In [513] a PPO-LSTM model
is proposed in the IIoT framework. As already discussed in
previous sections the LSTM architecture is chosen thanks
to its excellent capabilities of extracting temporal features
from sensor measurements. To speed up training of Deep
Reinforcement Learning (DRL) based architectures [514] pro-
posed a knowledge transfer method called Transfer Learning
from Demonstrations (TLD) where expert-demonstration data
are stored in an Experience Replay (ER) buffer to improve
learning efficiency when the system is adapted to a new
environment. [515] combined supervised learning for RUL
prediction with DRL for maintenance scheduling. In particular
a CNN network equipped with Monte Carlo Dropout (MCD) is
used to estimate the probability distribution of the RUL signal,
which is later used to generate the states of the DRL algorithm
(i.e. Soft Actor Critic) which is used to schedule maintenance
action based on the trend of the estimated RUL. A final work
worth citing is [516] which focuses on bringing interpretability
on the table through a Hierarchical DRL framework where, to
facilitate the RL task, a probabilistic model (i.e. Input-Output
Hidden Markov Model (IOHMM)) is used to filter the large
amount of condition monitoring data to include just recordings
of equipment’s critical states. When these states are reached
the DRL model comes in the picture. Moreover to limit the
RL agent training time Behavioral Cloning (BC) is used to
initialize a baseline policy.
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C. XAI in PdM

One of the main drawbacks associated to the usage of AI
related technologies in PdM is the black-box nature of the
used models and the lack of transparency and explainability
on their outputs, which can cause untrustworthiness in the
users of these systems, who are generally not familiar with
these technologies. Consequently, one of the key requirements
when applying PdM methodologies in industrial settings is the
ability to provide explanations on the model predictions to
increase their trustworthiness towards the domain experts.

Traditionally the field of XAI modelling is characterized by
two stages: model prediction and prediction explanation [468].
This is particularly true in case a model agnostic explanation
algorithm is used. These algorithms, of which SHAP [278] and
LIME [115] are the two most common examples, are agnostic
in the sense that are independent on the model architecture
but base their interpretation just on the relationship between
model’s inputs and outputs. A more efficient solution is
represented by model specific algorithms which exploit the
internal structure of a specific model to provide insights on its
reasoning. As a consequence these XAI approaches come with
the limitation of being usable just on the specific models for
which they are designed. LRP is an example of model specific
XAI since it is tailored for NN architectures.

Model agnostic XAI approaches find applications also in
PHM: [468] benchmarks different regression models (i.e.
from Random Forests to NN) on end of life prediction and
successively interprets their outcomes using SHAP and LIME.

A peculiar ad-hoc interpretation method is introduced
in [469] which consists in inserting a so called feature se-
lection layer immediately after the input layer of a Deep
Neural Network (DNN) based model which will contain the
weight (i.e. importance) of each input feature which is learned
during model training. The model is trained using an L1
loss function in order to produce sparse solutions and thus
eliminate irrelevant features, indirectly performing a feature
selection operation. Moreover a Ranking Quality Score (RQS)
is introduced in order to provide a quantitative evaluation of
the goodness of different feature subsets and also to compare
different models on the RUL estimation task.

As described in previous sections CNNs architectures are
very common in the field of RUL estimation. While being
very accurate and efficient in the extraction of local spatial
features, crucial for the production of acceptable RUL es-
timates, the architecture of these models is highly complex
making interpretability an hard task. A possible approach to
increase its trustworthiness is contained in [470] where the
LRP XAI algorithm is employed on time-frequency spectral
images of vibration signals produced by an induction motor.
With LRP it’s possible to identify regions of the input highly
contributing to the final prediction by analyzing the pixel-level
representation returned by the algorithm. Similarly [406] also
applies LRP as an explanation algorithm on a Multi Scale
Deep CNN used for the RUL prediction. Additionaly, in the
pre processing steps raw data are clusterized into different
operational modes and physics-informed features are extracted
to better capture the nature of degradation. Another DL based

model widely used in PdM is LSTM which is explained
through an hybrid attention mechanism in [433].

Another utilization of XAI tools for PdM is their insertion in
a complete PdM pipeline comprehending AD, RUL estimation
and maintenance planning. In this context, explanations are
performed in the AD stage with the aim of detecting the most
relevant feature describing the detected anomaly or failure
mode, acting as a feature selection mechanism to equip RUL
estimation model with the most essential descriptors needed
for end of life estimation [471], [446], [119].

For a more detailed description of how XAI is used in
PdM the reader is referred to the following surveys on the
topic: [472], [473], [474], [475].

D. PdM Industrial Applications

In this section an overview of the most common applications
of PdM in the industrial domain is provided, with a focus on
how these methodologies are applied and deployed and how
they can enhance the performance of industrial systems.

When considering the application of PdM in the industrial
setting several challenges have to be taken into account. This
task in fact requires failure data of the equipment, a rarity
in the industrial domain, where the practice of sharing fault
records is avoided for economical and privacy reasons. More-
over multiple failures are usually responsible of a machine’s
life degradation, making it challenging to correctly label
each one of them. As a result researchers and practitioners
lack of standard guidelines on the implementation of such
prognostics systems. Moreover, the lack of publicly available
datasets decreases the chances of being able to carry out a
fair comparison between different RUL estimation methods
making most of the RUL prediction approaches to be case-
dependent [482].

1) RUL Estimation for Lithium-Ion Batteries: A common
field of application of PdM methodologies is the one of
lithium-ion batteries that is becoming increasingly popular in
the recent years thanks to the development of electric vehicles.
The development of prognostic applications in this field is of
crucial importance because of the risks associated to the usage
of these devices outside of their operating limits: fire, toxic gas
release and electric shock [419].

One of the main challenges for the application of RUL esti-
mation on these kind of devices is that the degradation process
may also be inverted, with batteries capable of restoring some
of their capacity. This phenomenon is called Capacity Regen-
eration Phenomena (CRP) [406] and dramatically increases
the difficulty of the task since most of the RUL estimation
approaches are based on the assumption that the degradation
phenomena leading an equipment to the end of its life is a
monotonic process.

Considering the application of RUL based prognostic meth-
ods in the field of lithium-ion batteries it is possible to see the
usage of all the different RUL estimation approaches listed in
the previous sections.

An hybrid based approach is employed in [406] to deal with
CRP. In particular, the battery capacity degradation signal is
decomposed into a seasonal, residual and trend component.
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The latter component is the one mostly correlated with the
RUL and thus estimated through a Gaussian model. On the
other hand the local features (i.e. seasonal and residual compo-
nents), which represent the Capacity Regeneration Phenomena
(CPR) phenomena, are estimated through a Bidirectional GRU
data-driven model.

A similar approach is employed in [396] where the global
deterioration trend and the local capacity regeneration are
decoupled using EMD and then estimated through an Auto Re-
gressive Integrated Moving Average (ARIMA) based model.
As already described in IV-B3, another hybrid approach for
RUL estimation consists in enriching the knowledge of data-
driven models with domain knowledge on the batteries degra-
dation process [391].

In [382] a purely data-driven approach is considered. In
fact, the hierarchical spatial characteristics together with the
temporal dependencies typical of the prognostics scenario are
learned through the so called Convo-LSTM network which
combines the 1DCNN (i.e. 1 dimensional CNN) architecture
with the LSTM one. In particular, an LSTM cell is used to
model the temporal patterns while convolutional operations
are used instead of the classical multiplication to exploit their
weight-sharing strategy and locally focused representation
abilities. The combination of CNNs and LSTM networks is
also exploited in [420] with the addition of an Autoencoder
that deals with the lack of data by extracting additional features
from the input space. Moreover a post prediction smoothing
filter is applied on the RUL signal to solve the discontinuity
problem in the prediction result. In [421] BO is used in
the hyperparameter tuning of these hybrid models in order
to maximize their predictive accuracy.

LSTM model is employed also in [418] where the focus
is on the estimation of the SOH of the battery. Inaccurate
SOH estimation is known to lead to spontaneous combustion
accidents so it’s crucial to be able to provide an estimate of
this quantity which is defined as the ratio of a fully charged
battery in the current state an the capacity of a fully charged
on as it is when initially bought (i.e Nominal Capacity):

SOH ≈ Current actual capacity (Ah)
Nominal Capacity (Ah)

× 100%

Conventionally the end of life is determined when a device
capacity is lower than the APTdefined as 70-80 % of the
rated capacity. This quantity is correlated to other features
in batteries data such as the number of discharging cycles,
the time required to reach a certain voltage level or the time
required to reach a certain temperature. This fact is exploited
in [418] where Support Vector Regression (SVR) and LSTM
models where trained on those three extracted features to
predict the SOH.

Another commonly used architecture in data-driven tempo-
ral modelling is the Transformer [500] which is however also
known for its quadratic time complexity that makes its use
unpractical when dealing with long degradation life patterns.
This challenge is dealt in [422] with the introduction of
an Exponential Transformer where an exponential decaying
measure is employed in the attention mechanism to focus

more on nearby data points. Moreover, similarly to the works
cited above, the input data are decoupled into their trend and
fluctuation components to produce highly interpretable results.
A Transformer based architecture is also used in [423] where
a Patch-wise Attention Network (DPAN) correlates patches
of the signal to capture both global features (i.e. intra-patch
attention) and local ones (i.e. inter-patch attention). Succes-
sively the relationships among these features are modelled
through a Feature-wise Attention Network (FAN) employing
the traditional self-attention.

2) RUL Estimation for Rolling Element Bearings: Rolling
bearings have an huge impact in the performances of rotating
machinery equipment and have been recognized as one of the
main sources of failures. For this reason the RUL estimation
task for rolling element bearings is crucial in the field of ma-
chine prognostics to avoid unexpected failure and to enhance
efficiency and safety.

Feature extraction techniques, as the ones outlined in IV-B2,
are highly beneficial in the field of bearing diagnostics and
prognostics, in particular if frequency domain features are
extracted from vibration signals. In fact, as outlined in [517],
ground truth knowledge is available since some specific har-
monic frequency are directly related to specific faults in bear-
ings: Ball Pass Frequency Outer (BPFO), Ball Pass Frequency
Inner (BPFI), Ball Spin Frequency (BFS).

These features are exploited in [446] where a complete
PdM pipeline is implemented: firstly incipient bearing faults
are detected through the IF AD algorithm, successively Un-
supervised Fault Classification is performed thanks to the
usage of the XAI SHAP algorithm which ranks the input
features in terms of importance in the AD task and the most
important fault related feature is used to detect the fault
affecting the equipment. Finally RUL prediction is conducted
by estimating the Weibull Distribution on the most important
variable according to SHAP. Weibull-based failure probability
modelling is also studied on its own in [518], for both
individual machines and entire systems and across different
dataset sizes.

A more complex method for the extraction of fault related
features is explored in [390] called ASME which decomposes
the original vibration signal into multiple simple Intrinsic
Mode Functions (IMF)s. Successively the FFG method is used
to adaptively calculate the amplitude of each fault frequency
which is a crucial components for the estimation of RUL
in bearings. Finally, the study considers the combination
of a GRU architecture for temporal modelling and a BNN
architecture to enrich the RUL prediction with a quantification
of its uncertainty, which is a crucial factor in the field of PHM
as detailed in IV-B2.

Feature extraction is addressed in an original way in [403]
where a Dynamic Complexity Characteristic Entropy (DCCE)
method is used to fully characterize the degradation trend of
rolling bearing’s useful life. Successively the HI is constructed
using PCA and VAE. Finally, features extracted in this way are
fed into a Deep Quantum Neural Network (DQNN) to obtain
the final RUL prediction.

Even though feature extraction based approaches are nat-
urally more suitable for rolling elements PdM, end-to-end
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DL solutions are also explored. For example, in [447] the
Recurrent Convolutional Network with Wide First Layer Ker-
nels and Residual Shrinkage Building Unit (MSWR-LRCN)
architecture is presented. In this model soft thresholding and
attention are incorporated in a CNN model to form an Residual
Shrinkage Building Unit (RSBU) unit whose aim is to remove
noisy and redundant feature from the input and provide the
model just with the features relevant for the task at hand. This
is the first path of the feature extraction pipeline which focuses
on local features. In parallel an Attention LSTM block is used
to extract information spanning large number of time steps.
Finally a BiLSTM block is used for the final RUL prediction.

The combination of soft thresholding and attention to elim-
inate redundant information is also employed in [448] in order
to improve the prediction accuracy of a TCN based model.

A fundamental requirement for a task so deeply connected
to industrial and real-world scenarios is the ability of pro-
ducing solutions able to transfer knowledge between different
scenarios (from the test rig to the real equipment) and working
conditions. Transfer Learning techniques represent a viable so-
lution in this direction. In [374] the Multisource Domain Meta
Transfer Learning (MD-MTL) transfer learning method is used
to migrate the estimation capabilities of a model composed of
a Convolutional Encoder and ProbSparse Multihead Attention
Decoder (CE-PSAD) from the test rig to real wind turbine
bearings.

Another example of the utility of transfer learning is repre-
sented by [400]. In this work firstly a detailed construction
of HI indexes is performed. Next, a dual-task (i.e. health
assessment and RUL prediction) feature extractor is used
to extract useful features exploiting a Convolutional Block
Attention Module (CBAM) and Bidirectional Gated Recurrent
Unit (BiGRU) architecture. Successively a Model Migration
module is responsible to perform Domain Adaptation to move
from the training (i.e. test rig) to the target domain (i.e. real-
world scenario). Moreover the Weibull Proportional Hazards
Model (WPHM) physics-based model is integrated into the
data-driven model loss function, thus creating a PINN model
as the ones presented in section IV-D1

3) IoT Papers: In this sections we consider works whose
main focus is posed on the IoT architecture used to provide the
monitoring data to the prognostic system. As presented in I,
IoT infrastructure are nowadays the standard for PdM systems
because of the large amount of benefits asssociated with them.
Other than potential benefits, several challenges have also to
be considered, as outlined in [476]. These include integrating
diverse sensor systems, handling high volumes of data, ensur-
ing data security and addressing costs and scalability of the
implementation of such systems. Moreover, it is also crucial
to consider that the transition from traditional maintenance
practices to IoT-based ones will come with technical and
organizational difficulties.

The typical pipeline of an IoT-based PdM system involves
deploying multiple sensors on industrial machines to monitor
critical variables, such as vibration or temperature, transmit
these data through a cloud infrastructure where data are pre
processed to deal with noisy or missing recordings and to
perform predictive analysis through ML or DL models.

An example of such pipeline is provided in [477] where
a complete PdM infrastructure is presented: temperature, hu-
midity and vibration data are acquired with an IoT system
composed of an Arduino Uno and ESP-32 sensors. Succes-
sively a cloud infrastructure is employed for data storage,
data preprocessing and for identification of incipient faults
through the usage of a RF model for Feature Selection and an
initial classification of the machine’s status as normal or fault.
Successively an LSTM model is used to detect anomalous and
faulty patterns in the data by providing alarms to maintenance
personell through SMS in case a fault is detected.

A similar system is implemented in [478] where commu-
nication protocols like Message Queuing Telemetry Transport
(MQTT), Hypertext Transfer Protocol (HTTP), OPC Unified
Architecture (OPC-UA) are employed for the transmission
of data from sensors to the cloud infrastructure. Differently
from [477] in this case notification of potential issues in the
monitored equipment are communicated through a web-based
dashboard.

[479] deals with two crucial aspects in the application
of PdM to the industry: data privacy which is handled by
employing a FL framework for distributed and secure model
training and XAI to equip model predictions with interpretable
insights for the maintenance operators.

[376] proposed an Artificial Intelligence of Things (AIoT)
system for PdM of the wheel and axle systems of high-speed
trains. Differently from typical approaches employing IoT in
this case quite complex DL algorithms are considered for the
predictive part: Multi Scale Transformer (MST) and Deep
Wavelet Transform (DWT). Considering the complexity and
computational power required by these models some edge
computing solutions were adopted for the deployment of this
solution on a railway infrastructure. The predictions produced
by these models are used by a Maintenance Decision-Making
Layer which can generate maintenance schedules based on
RUL predictions, raise alarms in case anomalies are detected
and it is also integrated with the train management system to
synchronize maintenance actions with train schedules to avoid
disruptions of the transportation system.

[480] proposed a ML-based PdM system for a circular
knitting machine. Machine speed and stops data are collected
through an IoT infrastructure which uses a Printed Circuit
Board (PCB), a ESP32 microcontroller and several sensors
whose recordings are collected and managed through the
mongoBD database management system. For what concerns
the ML component, the Ada Boost model is used to classify
different classes of machine’s faults in advance in order to
provide target interventions.

As it can be noted from the examples above in IoT-based
PdM, predictions are not done on the RUL of the equipment
but sensor recordings are directly analysed to detect failures
in advance and consequently perform maintenance operations
before taking place.

The advent of 5G cellular technologies has an impact on
IoT-based systems which can be furtherly enhanced improving
real-time data collection. [481] studies the application of this
technology in the case study of a factory floor where Auto-
mated Guided Vehicles (AGV) are used to transport hazardous
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liquid that, if leaked, can endager workers. Thus, exploiting
a 5G based IIoT network for data collection a DL model is
trained for RUL prediction. RUL is predicted on the server side
and an alert is sent to the AGV in case a failure is forecasted
to trigger maintenance intervention.

4) Business related metrics for the application of PdM in
the industry: As detailed in IV-B2 an aspect of paramount
importance in PdM is the trade-off between the two ex-
treme conditions of unexpected breaks and unexploited lifetime
which assume a great importance when PdM systems have
to be deployed in an industrial environment where premature
breakages or maintenance actions can translate in significant
economical losses. For this reason there are several applica-
tions of PdM in which the economical aspect is embedded in
the RUL estimation model in the form of so called business
metrics. In [6] Susto et al. proposed a business oriented
metric in which, assuming that underestimating the RUL is the
preferred error type from an economical point of view, a more
cautious approach is embedded in the model by subtracting
a constant quantity m (labeled maintenance window) from
the model output: ¯RUL = ˆRUL − m where ˆRUL is the
original model prediction and ¯RUL is the adjusted value
after the application of the maintenance window m. The
hyperparameter m needs to be tuned in order to find the correct
balance between unexpected breaks and unexploited lifetime.
The following loss function is proposed:

J = ρUB cUB + ρUL cUL (2)

where ρUB , ρUL represent the percentage of unexpected
breaks/unexploited lifetime encountered in the test set and
cUB , cUL are the costs associated to those situations, which
have to be defined by the users based on the application needs.
By optimizing 2 the optimal m window can be defined.

5) PdM Industrial Case Studies: In this section some case
studies on the integration of PdM in smart manufacturing are
presented with the aim of showing the benefits and challenges
that this maintenance approach provides.

[483] proposes an hybrid framework for the integration of
PdM in manufacturing. As usual the starting point is repre-
sented by data collection, performed by IoT-enabled sensors.
Successively CNNs networks are employed for time-series
feature extraction, followed by the combination of LSTM
for sequence modelling and ARIMA model for forecasting.
AD algorithms, such as IF and One-Class SVM, can also
be considered for an early detection of potentially anomalous
conditions. Finally, after a fault is detected, maintenance is
schedulled following and Adaptive Maintenance Schedulling
approach realized through the usage of an RL agent whose
rewards coincide with the operators feedback.

The work presented in [484] is a great example of the
computational challenges in the deployment of complex DL
models in an industrial scenario. The case study focuses on
the implementation of a web application for RUL prediction
to guide maintenance interventions for cutting tool machines
in milling industries. Due to the computational constraints
usually faced in the deployment stage the RUL prediction

methods are all ML-based (i.e. DT,RF,Multi Layer Perceptron
(MLP),. . . ) with MLP being the better performing one.

[498] presents a PdM strategy to substitute the conventional
three-stage maintenance strategy employed in nuclear power
plants, where maintenance plays a crucial role considering
the devastating consequences that an incident in such a plant
can cause to the environment. The developed prognostics
system is implemented on the circulating water pump of the
power plant. The system is composed of different stages:
first a sensor selection strategy is used to reduce the number
of input features to the RUL prediction models and thus
guarantee higher efficiency. Becuase of the hardness in the
collection of degradation data, pseudo-labels are created to
train a LassoNet model to discard redundant sensors and
select solely the ones relevant to for the RUL estimation task.
Successively degradation-related sensors are used to construct
HI which are used to establish a degradation trend prediction
model to perform a short-term prognosis. Considering the
fact that multiple degradation sensors are considered for the
construction of the HI, an ensemble approach is used for
trend prediction. It is worth noting how among the base
models for the ensemble Structured State Space Sequence
model (S4) is considered. This model is part of the family
of SSM models, which are rarely used [465], [519] in the
field of RUL estimation. Finally, a long-term RUL prediction
is obtained through a model-based approach which is selected
based on the degradation trend prediction performed at the
previous stage. The RUL prediction is defined as the time
when a specific threshold value (determined) is overcomed by
the HI. For what concerns the industrial deployment, an IoT
infrastructure is considered composed by an end device (i.e.
the sensors), an edge device represented by a computer which
processes real-time monitoring data and perform data cleaning,
AD and HI construction. Successively the elaborated data are
sent to the cloud server whose task is to train the models for
sensor selection, trend degradation and RUL prediction.

Another application of RUL estimation in a nuclear power
plant is introduced in [485] where the focus is on Class II
components (i.e. critical piping systems that can experience
the Flow Accelerated Corrosion (FAC) fault). Due to the
scarcity of real data the proposed models for RUL prediction
were validated on a synthetic dataset produced by a Finite
Element Model (FEM) model of the components under analy-
sis. The synthetic dataset reproduces the operating conditions
experienced in a catastrophic pipe rupture incident (caused
by the FAC fault) in Surry Unit 2 in December 1986. For
what concerns the methodology employed for RUL estimation
an AE was used for feature selection and the reconstruction
error was used to represent the machine’s health status: the
smaller the reconstruction error the healthier the machine.
Finally an ARIMA model was considered to perform time-
series forecasting on the learned HI to predict equipment’s
degradation trend and produce a RUL estimation. This case
study represents an example on how challenging data col-
lection can be in the field of PdM, in particular in cases in
which such complicated physical degradation phenomena are
considered. In these cases there is the need to exploit model-
based approaches (FEM analysis in this case) to simulate
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the FAC fault which normally expands at a rate of a few
millimiters per year, making it unpractical to be monitored
through sensing technologies.

A novel PdM approach is presented in [486] for prognositcs
on marine engines. An LSTM based model is used for failure
prediction and it is trained in an online fashion by using
data collected in a three-week period to predict failure in the
subsequent week and by continuously discarding old data as
new ones are available, making it possible for the model to
adapt to new environmental conditions that a marine engine
can face during the year. Another important contributions is
represented by an accurate selection of relevant Key Perfor-
mance Indicators (KPI)s for model training. Since historical
data are not considered in this online-based approach the
selection of KPI is performed by analysing common faults in
previously designed marine engines and by simulating them
to confirm the correlation with the the selected KPI.

Another case study is described in [487] where a PdM
system is implemented by performing a regression analysis
on the sensor data produced by the Alarm Monitoring System
(AMS) of large cargo boats. Data Augmentation is applied to
produce additional abnormal conditions for model training us-
ing a 1D simulation model of the monitored engine. The PdM
algorithm is based on the method proposed in [488] where
the Revision Generator Engine Condition Criterion (RGCCV)
index is introduced to take the maintenance decisions. This
index is based on the analysis of the exhaust gas temperature,
one of the variables measures with the IoT sensors which is
highly correlated with engine failures.

Traditionally, PdM is solved through RUL estimation as
a regression task. However there are some case studies in
which PdM is posed as a classification problem [6], [489]. In
particular in [489] the aim is to predict weather a distribution
transformer will fail within a given time horizon. The authors
of this case study specify several challenges encountered in
dealing with real world data on distribution transformers:
missing data, high feature dimensionality, presence of both
numerical and categorical features. Finally, when considering
PdM as a classification problem dataset imbalance is guar-
anteed considering that equipment failures are rare events. In
order to deal with these challenges, that are typical of real-
world datasets, the authors used a tree based method (i.e. RF)
to deal with mixed feature types and employed random under-
sampling with boosting to create a more balanced dataset.
Moreover the authors developed a specific metric called match
in top N(MITN) in order to avoid an high number of false
positives predictions. In fact the costs of premature replace-
ments of transformers may exceed the repairement cost for
a sudden failure. This final consideration highlights another
crucial factor to take into account when deploying a PdM
solution in the industrial world: the economical consequences
of prediction errors. Depending on the specific applications
a pessimistic or optimistic prediction may have different
economical impacts, creating a trade-off of difficult solution.
A possible approach to deal with challenge, presented for the
first time in [6], is represented by the usage of business-related
metrics (IV-D4).

V. INDUSTRIAL USE CASES FROM THE AIMS5.0 PROJECT

This section focuses on the AIMS5.0 European project by
introducing its scopes and missions and reporting its current
state on some of its Use Case (UC) strictly related to the topics
of this chapter.

A. Overview of the AIMS5.0 Project

The AIMS5.0 project is a European research and innovation
initiative aimed at accelerating the transition from Industry
4.0 to Industry 5.0 by enabling the systematic integration
of AI into industrial processes. The project addresses key
technological, organizational, and human-centric challenges
to foster sustainable, resilient, and trustworthy manufacturing
ecosystems.

The final aim of the project is to develop and validate a com-
prehensive framework for AI-enabled industrial transforma-
tion, supporting the full lifecycle of AI adoption — from use
case specification and data management to algorithm devel-
opment, deployment, validation, and standardization. Through
the development of AI methods, architectures, and reference
solutions, AIMS5.0 seeks to empower industrial stakeholders
to deploy scalable, explainable, and human-centric AI systems
that enhance productivity, sustainability, and decision-making
in alignment with the Industry 5.0 paradigm.

AIMS5.0 integrates twenty industrial use cases (UCs) from
globally renowned companies across sectors such as semi-
conductor manufacturing, machine tools, robotics, logistics,
and production systems. These UCs serve as real-world vali-
dation environments to demonstrate how AI-driven solutions
can improve operational efficiency, sustainability KPIs, hu-
man–machine collaboration, and resilience across complex
industrial value chains.

Among the twenty UCs, four are directly aligned with the
frameworks presented in this chapter, namely AD, PdM, and
FDD:

• Anomaly Detection on Production Processes;
• Edge Anomaly Detection and Predictive Maintenance;
• Tool Breakage Detection (Fault Detection);
• Industrial Production-Ready Anomaly Detection.
The following subsections describe the objectives and op-

erational principles of these four UCs, highlighting their
relevance to diagnostic and prognostic AI frameworks in Smart
Manufacturing.

B. AI-related Challenges in AIMS5.0 Use Cases

Before delving into a detailed description of the four UCs
listed above, this subsection describes the AI-related chal-
lenges faced in AIMS5.0 UCs. The most commonly faced
challenges can be divided into the following groups:

• Data Collection is the most frequent obstacle when
dealing with industrial AI integration. In particular issues
regard the presence of unbalanced or low-quality data
(i.e. defects are rare), difficult connection between ML
or DL based tools when data are stored in Manufacturing
Execution Systems (MES) or ERP systems, privacy issues
due to datasets confidential or owned by third-parties and
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data distribution issues as a result of the post COVID
pandemic era.

• Algorithmic problems regard the lack of best practices
to train and validate AI models. Interestingly in some
UC the so-called Fear of Missing Out (FOMO) and fast
time to market pressure can hinder AI adoption. Other
challenges regard the lack of computing power, available
AI and ML platforms.

• Human-centric problems regard the lack of explainablil-
ity and trustworthiness of some AI solution.

C. Anomaly Detection on Production Processes

This use case addresses anomaly detection within industrial
production processes. The primary objective is to identify
abnormal behaviours or deviations from expected operational
patterns that may affect product quality or process efficiency.

The UC focuses on the development of ML models capable
of detecting anomalous conditions in manufacturing work-
flows. These anomalies may correspond to unusual produc-
tion states, deviations in process parameters, or unexpected
variations in output characteristics. The approach involves col-
lecting process data, defining relevant operational indicators,
and designing models that distinguish between normal and
abnormal operating regimes.

At its current stage, this use case is characterized by an
exploratory development phase. The main efforts are directed
toward defining appropriate problem formulations, identify-
ing meaningful data sources, and selecting suitable anomaly
detection techniques. The challenge lies not only in model
development but also in clearly specifying validation metrics
and performance indicators that reflect industrial requirements.

From a methodological perspective, this use case exem-
plifies the early stages of industrial anomaly detection de-
ployment, where problem definition, data strategy, and KPI
specification are critical enablers for successful AI integration.

D. Edge Anomaly Detection and Predictive Maintenance

This use case focuses on PdM and AD executed directly at
the edge level. The objective is to enable real-time monitor-
ing of industrial assets without relying on continuous cloud
connectivity, thereby addressing latency, bandwidth, and data
privacy constraints.

The UC leverages lightweight and interpretable ML models
deployed on industrial edge devices such as Programmable
Logic Controllers (PLCs), embedded systems, or gateways.
Typical algorithms include decision trees, rule-based models,
and TinyML neural networks optimized for constrained hard-
ware environments. Gradient-boosted decision trees are used
as core models, fine-tuned on self-collected industrial datasets.

A key design choice in this use case is the development
of specialized models tailored to specific operational contexts
rather than a single generalized solution. This specialization
allows the models to capture equipment-specific behaviour and
degradation patterns more accurately. The system architecture
supports incremental updates and continuous refinement as
new operational data becomes available.

This UC represents a concrete implementation of PdM
in distributed industrial environments, where computational
constraints, model interpretability, and deployment robustness
are central design requirements.

E. Tool Breakage Detection in Machine Tool Operations

This use case addresses FDD in precision machining pro-
cesses, with a specific focus on automatic tool breakage detec-
tion. The objective is to detect tool failures during machining
operations using high-frequency vibration signals and other
sensor data, enabling timely intervention and reducing scrap
and downtime.

The approach combines signal processing and supervised
ML. First, frequency-domain features are extracted using FFT
analysis to capture harmonic patterns associated with tool
condition. These features are then used as inputs to binary
classification models, including RF, SVM, k-NN, and Logistic
Regression, to determine whether the tool is in a broken or not
broken state.

In addition to supervised learning, unsupervised techniques
such as motif discovery and change-point detection are used to
segment repetitive machining cycles automatically. This seg-
mentation step is crucial for isolating comparable operational
patterns and improving classification reliability.

A central challenge in this UC is the transition from
experimental datasets to real-world production data, which
are often unlabelled and more heterogeneous. Therefore, the
use case highlights common industrial issues such as limited
labelled data, variability across machining conditions, and the
need for robust model generalization.

This UC constitutes a representative example of data-driven
FDD in manufacturing systems and illustrates the practical
steps required to industrialize supervised diagnostic models.

F. Industrial Production-Ready Anomaly Detection

This use case represents a mature implementation of
anomaly detection deployed in a production environment. The
objective is to develop and operationalize an application-
specific ML model capable of identifying abnormal production
conditions at scale.

In contrast to earlier-stage UCs, this use case is character-
ized by fully specified targets, validation metrics, and KPIs.
The developed model has been deployed within the production
infrastructure, and a pilot phase is being conducted to evaluate
its performance under real operational conditions.

The system follows a complete industrial AI lifecycle: cus-
tomization to the specific production context, model training
on industrial data, deployment within the production environ-
ment, and continuous monitoring during operation. Particular
attention is given to scalability, robustness, and integration
with existing manufacturing systems.

This use case demonstrates the transition from research-
oriented anomaly detection methods to production-grade AI
solutions. It exemplifies how well-defined objectives, struc-
tured validation procedures, and close collaboration between
AI developers and industrial stakeholders enable successful
deployment in real manufacturing settings.
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Overall, these four UCs collectively illustrate different ma-
turity stages and application contexts of AD, PdM, and FDD
within Smart Manufacturing. They provide practical insights
into how AI-based diagnostic and prognostic techniques are
designed, validated, and integrated into industrial environ-
ments under the Industry 5.0 paradigm.

VI. COMPARISON, DISCUSSION AND RESEARCH GAP

This section is devoted to perform a comparison between
the different methods and applications surveyed in Sec-
tions II, III, IV. The comparison will not be targeting the
quantitative performances of different diagnostic and prog-
nostic approaches but will rather discuss the main difference
and similarities between those and potentially highlight some
common research trends in the field and identify potential
gaps.

Among data-driven models there is a division in different
domains of application of the RUL estimation task. Turbofan
engine is the most popular domain, probably because of the
popularity of the C-MAPSS based datasets which contain
high-quality data and represent a standard for the benchmark-
ing of RUL estimation methods. Given the sequential nature of
the C-MAPSS data most of the proposed methods employ the
LSTM,CNNs architectures to exploit their excellent temporal
and spatial feature extraction capabilities. A lot of solutions
decide to merge together both these qualities by combining
the LSTM and CNNs architectures. Additionally, the inclusion
of attention based architectures for an importance weighting
of the time samples is also explored. The high-quality of
the C-MAPSS data pushes researchers to design solutions
that may be excessively complicated and too focused on
the performances showed on this dataset. In this context, it
is important to note that the data contained in C-MAPSS
and N-CMAPSS are the result of a simulation that, albeit
precise, does not guarantee to be a good enough representation
of real-world conditions. Consequently, comparable perfor-
mances once these solutions are applied to real cases are not
guaranteed. Moreover the elevated computational complexity
associated to the DL architectures employed requires extra
work to develop edge computing solutions, as in [376], to
make the deployment of such architectures sustainable.

Another negative aspect of approaches benchmarked on the
C-MAPSS dataset is reported in [370]: the evaluation criteria
used to validate the different approaches presented differs from
work to work making impractical to conduct a full comparison
in terms of quantitative metrics.

The elevated computational complexity associated to DL
based models makes the solution of enriching simpler ML
models with engineered input features still a viable choice.
This approach is in fact the one with the highest amount of
review articles in Table X.

In this context the topic of feature engineering becomes
of crucial importance. As explained in IV-B2 pre-defined
statistical features in time or frequency domain are typically
used. These features usually are able to extract the degradation
process of the machine assisting the predictive models in the
prediction of the RUL signal. However in some cases this

is not enough and domain knowledge should be employed
by pairing data modelling with physical knowledge on the
machine deterioration. This is where hybrid RUL methods,
grouped in Table IX, should be used. Among these approaches
a valid class of models are PINN, in which prior knowledge
on the equipment can be used to craft highly informative input
features or as a regularization term in the loss function which
guides the training process of the underlying NN model.

Inside the manufacturing process PHM constitutes the final
step where the fundamental decision on how to face the
incoming failure on the machine is taken. Thus is crucial
to provide accurate results that should be able to deal with
the multiple operating conditions and different environments
and domains where the same machine may be employed. As
described in previous sections numerous contributions were
presented in this direction but this is a challenging tasks and
some research gaps have still to be faced. One of them is
the transferability of RUL prediction models from simulated
environments (i.e. C-MAPSS) to real industrial processes.
Developing overly complex models on a synthetic datasets
like C-MAPSS, designing specific architectural choices to deal
with a very unique and peculiar setting may produce unsatis-
fiable results when applying said architectures to completely
different scenarios. For this reason it’s important to employ
transfer learning or domain adaptation solutions such as the
ones presented in [445], [374], [494], [12], [514], [449] which
represent a small fraction of the current state of the art on RUL
estimation.

Other than the difficulty on transfering the knowledge
between different domains complex DL approaches, normally
associated with demanding computational requirements, are
not satisyfing the requirements of operational efficiency and
transparency required by Industry 4.0 and 5.0 requiring the
need to develop more efficient and trustworthy solutions. A
solution in this direction can be represented by hybrid-based
RUL models where the computational load of DL model is
reduced by the presence of prior physical knowledge that
can halp in modelling some less complex components/features
of the degradation process leaving to the DL component to
explain what cannot be efficiently modelled by model-based
approaches to refine the predictions.

Finally, to deal with the human-inspired principles required
by Industry 5.0 additional focus should be addressed towards
the integration of XAI approaches and UQ methodologies
in order to equip the final model prediction with auxiliar
information such as a list of the features more closely related
to machine degradation and confidence intervals on the RUL
estimate. These information can promote informed decision
and increase trust in maintenance personell.

VII. CONCLUSION

This survey has comprehensively reviewed AD, FD, and
PdM within the context of Industry 4.0 and 5.0. The critical
role of AI, IoT, and IIoT in enabling Smart Factories was
established, alongside the advancements in diagnostic and
prognostic capabilities. State-of-the-art methodologies, encom-
passing model-based, data-driven, and hybrid approaches for
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RUL estimation, were thoroughly examined. The increasing
importance of UQ and XAI for building trustworthy and trans-
parent systems, aligning with Industry 5.0’s human-centric
principles, was also highlighted.

Industrial applications across various sectors demonstrated
tangible benefits, though significant real-world challenges per-
sist. These include data scarcity, computational demands of
complex AI models, integration complexities and legal or
privacy issues related to the data collection process.

To fully realize the potential of these frameworks, several
research gaps require addressing: enhance model transferabil-
ity to real world applications and different domains through
transfer learning and domain adaptation approaches, employ
edge computing solutions to enable a sustainable application
of complex DL based architectures, and increase the appli-
cation of XAI and UQ methdologies to form human-friendly
predictions in order to fulfill the requirements of the Industry
4.0 and 5.0 revolutions. Another key challenge to address is
the one related to data privacy , mainly caused by private
companies concerned about protecting their resources, which
can be faced with FL based solutions.

In conclusion, AD, FD, and PdM are pivotal for intelligent
industrial operations. Addressing these identified gaps will
enable the industrial sector to fully leverage the transformative
capabilities of Industry 4.0 and 5.0, leading to enhanced
efficiency, reduced downtime and sustainability.
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